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WHAT REGULATIONS ARE NEEDED TO
ENSURE PORT SECURITY?

THURSDAY, APRIL 24, 2003

HOUSE OF REPRESENTATIVES,
SUBCOMMITTEE ON ENERGY POLICY, NATURAL
RESOURCES AND REGULATORY AFFAIRS,
COMMITTEE ON GOVERNMENT REFORM,
San Pedro, CA.

The subcommittee met, pursuant to notice, at 10 a.m., in the
Board Room of the Port of Los Angeles Administration Building,
425 South Palos Verdes Street, San Pedro, CA, Hon. Doug Ose
(chairman of the subcommittee) presiding.

Present: Representatives Ose and Janklow.

Also present: Representatives Harman and Rohrabacher.

Staff present: Dan Skopec, staff director; Barbara Kahlow, dep-
uty staff director; Melanie Tory, clerk; and Yier Shi, press sec-
retary.

Mr. OSeE. Good morning. Welcome to today’s hearing before the
Subcommittee on Energy Policy, Natural Resources and Regulatory
Affairs.

I ask that we allow Members not on the full committee to join
us today for the purpose of this hearing. Hearing no objections, so
ordered.

I want to touch on the rules when Congress holds committee
hearings. We are now required under the rules of the House to ex-
tend written invitations within a certain period of time prior to the
hearing, to which we get responses. The witnesses whom we do in-
vite are discussed by the majority and minority. Both sides are al-
lowed to invite witnesses, and the witnesses that have been invited
and have been agreed on and have been invited long in advance in
the hearing to come testify today. We are grateful for their joining
us.
To the extent other citizens wish to submit written comments to
the committee, we’ll be happy to take them. Unfortunately, we will
not be able to entertain oral testimony in this regard, but we will
welcome your written submittals instead. The record of this hear-
ing will be open for 10 days following its completion, during which
time comments can be submitted by turning them into the clerk ei-
ther here today or in Washington in the coming days. A number
of our colleagues here will be joining us shortly. They are making
their ways through the security downstairs.

This is an investigative committee. And, as an investigative com-
mittee, we routinely swear in our witnesses and put them under
oath.
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Congressman Janklow and I will and the other Members will be
allowed to make opening statements. Then, we will go to a panel,
from which we have received written statements, who will be al-
lowed to make oral statements for the record. We will constrain
each of these statements to 5 minutes maximum. We're always
grateful for any statements that do not take the entire 5 minutes
that are allocated.

So with that, I want to welcome our witnesses. As I said, we rou-
tinely swear in our witnesses. So, if you all would rise, please.
Raise your right hands.

[Witnesses sworn.]

Mr. OSE. Let the record show the witnesses answered in the af-
firmative.

We do have apparently some folks here who are helping some of
the named witnesses who are behind. I need to make sure I receive
the names of these folks over here, so we can identify them for pur-
poses of noting that they did get sworn in accordingly.

We are joined today by a number of witnesses. I am going to in-
troduce them, and then we are going to go through opening state-
ments. First is the executive director of the Port of Los Angeles,
Mr. Larry Keller. Nice to see you again.

Mr. Tim Parker is the executive secretary of the Steamship Asso-
ciation of Southern California. Good to see you, Tim.

Mr. John Ochs, who is the security manager for Maersk Seal.and
Limited. Good to see you again.

Mr. Rob Marshall-Johns, who is the director of Operations and
Quality Control for the Oppenheimer Group. Nice to see you.

We will be joined by Ms. Stephanie Williams, who 1s the vice
president of California Trucking Association.

And, then we have our good friend, Dr. Domenick Miretti, who
is senior liaison for the Ports of Los Angeles and Long Beach, for
the International Longshore and Warehouse Union. Pleased to see
you, Dr. Miretti.

The tragic events of September 11, 2001, shook the confidence of
the U.S. Government and its citizens in the Nation’s security. Im-
mediately after September 11th, the President and Congress began
to examine the existing system, including the laws, regulations,
and actual practices governing the Nation’s security. Much was
found to be in need of repair. Some changes were made imme-
diately, others were made later, and more changes are still needed.

On November 19th of that same year, the President signed the
Aviation and Transportation Security Act. This law established
emergency procedures for the Federal Government to issue interim
final regulations without the usual opportunity for public notice
and comment, as provided for in the Administrative Procedure Act.
To ensure congressional and public input into the regulatory deci-
sionmaking process, this subcommittee held a November 27, 2001,
hearir}?g entitled, “What Regulations are Needed to Ensure Air Se-
curity?”

During 2002, Congress passed the Maritime Transportation Se-
curity Act to address security of the Nation’s ports. On November
25, 2002, the President signed that piece of legislation into law.
This law similarly provides for some interim final regulations with-
out any public notice and comment. These include interim final
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rules on anti-terrorism plans for port security, facility security, and
vessel security, and other rules to follow, such as for transportation
security cards.

The U.S. maritime system includes more than 300 ports with
more than 3,700 cargo and passenger terminals. The top 25 ports
account for 98 percent of the more than 6 million container ship-
ments entering U.S. ports annually. The Port of Los Angeles is the
busiest port in the United States and the seventh busiest in the
world.

The vast maritime system is particularly susceptible to terrorist
attempts to smuggle personnel, weapons of mass destruction, or
other dangerous materials into the United States. And, ships in
U.S. ports could be attacked by terrorists. A large-scale terrorist at-
tack at a U.S. port would not only cause widespread damage but
also it would seriously impact our economy.

The Maritime Transportation Security Act raises questions about
the right balance between increasing port security on the one hand
and not impeding the flow of commerce and trade on the other.
Standard versus port-specific security measures—in other words,
what is our national standard and what are the unique cir-
cumstances of any given port? And also, what is the role of govern-
ment in solving these problems, as opposed to the role of private
industry?

Two other key questions are how the United States should pur-
sue higher standards for port security abroad, in other words secur-
ing the original point from which a product is shipped to us, and
how to generate funds for improved port security, both here and
abroad. Currently, there is insufficient Federal funding to fully en-
sure port security. And, we are going to visit about that during the
course of this hearing.

Many Federal departments and agencies have a role in port secu-
rity. The two agencies with the most presence are the Coast Guard
and the Customs Service. Since September 11, 2001, both have
sought improved and timelier information, so that they can better
evaluate the risk of ships, cargo, passengers, and crew destined for
the United States, and decide which to target for additional and
closer inspection. Currently, the Customs Service only inspects
about 2 to 5 percent of imports and 1 percent of exports.

This hearing will examine what Federal regulations are needed
to ensure port security for various aspects, such as security of U.S.
and foreign ports, facility security, vessel security, cargo identifica-
tion and screening, and transportation security cards and back-
ground checks. Federal regulations govern the conduct of non-Fed-
eral parties and specify detailed procedures to ensure uniform im-
plementation of laws.

Key questions are whether the Federal Government should re-
quire a core, minimum, or baseline set of regulations; for instance,
training, drills, fencing, cameras, lighting, and guards, and the
like, for non-Federal private parties, or more prescriptive require-
ments, and if the Federal Government should allow self-certifi-
cation by non-Federal private parties.

Coming out of business as I do, I recognize the difficulties of bal-
ancing the need for security with the demands of commerce. That
is a very, very sensitive subject for us. I am particularly sensitive
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to the costs of excessive government regulation. But I have to
admit, I must say, we live in a changed world, and these additional
precautions to protect our fellow citizens and our economic well-
being are necessary.

I do look forward to hearing the testimony of our witnesses. I in-
troduced them previously. I do want to add a couple of things.

First of all, we have prepared for this hearing. We came out here
a month and a half ago to visit a number of you. We followed up
on a number of things that we have talked about at that time. I
am aware that this port—and this area in general—has far in ex-
cess in revenues than it spends in costs in the form of customs and
customs duties.

I happen to think one of the things we ought to look at very
closely is whether to take at least a portion of that excess and allo-
cate it directly for investment in this port as a means of financing
vacliﬂious commitments to a number of things that we will talk about
today.

With that, I want to, first, welcome my good friend from this
area who represent a number of geographic communities around
America, welcome. I will recognize you for comments, Mr. Janklow,
for the purpose of an opening statement.

[The prepared statement of Hon. Doug Ose follows:]
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Chairman Doug Ose
Opening Statement
What Regulations are Needed to Ensure Port Security?
April 24, 2003

The tragic events of September 11, 2001 shook the confidence of the U.S. government and its
citizens in the nation’s security. Immediately after September 11th, the President and Congress
began to examine the existing system, including the laws, regulations, and actual practices
governing the nation’s security. Much was found lacking. Some changes were made
immediately, others were made later, and more changes are still needed.

On November 19, 2001, the President signed the Aviation and Transportation Security Act. This
law established “emergency procedures” for the Federal Government to issue interim final
regulations without the usual opportunity for public notice and comment, as provided in the
Administrative Procedure Act. To ensure Congressional and public input into the regulatory
decisionmaking process, this Subcommittee held a November 27th hearing entitled “What
Regulations are Needed to Ensure Air Security?”

During 2002, Congress passed the Maritime Transportation Security Act to address security of
the nation’s ports. On November 25, 2002, the President signed it into law. This law similarly
provides for some interim final regulations without any public notice and comment. These
include interim final rules on anti-terrorism plans for port security, facility security, and vessel
security, and other rules to follow, such as for transportation security cards.

The U.S. maritime system includes more than 300 ports with more than 3,700 cargo and
passenger terminals. The top 25 ports account for 98 percent of the more than 6 million
container shipments entering U.S. ports yearly. The Port of Los Angeles is the busiest port in the
U.S. and the seventh busiest in the world.

The vast maritime system is particularly susceptible to terrorist attempts to smuggle personnel,
weapons of mass destruction, or other dangerous materials into the U.S. And, ships in U.S. ports
could be attacked by terrorists. A large-scale terrorist attack at a U.S. port could not only cause
widespread damage but also seriously affect our economy.

The Maritime Transportation Security Act raises questions about the right balance between: (a)
increasing port security while not impeding the flow of commerce and trade, (b) standard versus
port-specific security measures, and (c) the roles of governmental agencies and private industry.
Two other key questions are: (d) how the United States should pursue higher standards for port
security abroad, and (e) how to generate funds for improved port security here and abroad.
Currently, there is insufficient Federal funding to fully ensure port security.

Many Federal departments and agencies have a role in port security. The two agencies with the
most presence are the Coast Guard and the Customs Service. Since September 11, 2001, both
have sought improved and timelier information so that they can better evaluate the terrorist risk
of ships, cargo, passengers or crew destined for the U.S., and decide which to target for closer
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inspection. Currently, the Customs Service only inspects about 2 to 5 percent of imports and 1
percent of exports.

The hearing will examine what Federal regulations are needed to ensure port security for various
aspects, such as security of U.S. and foreign ports, facility security, vessel security, cargo
identification and screening, and transportation security cards and background checks. Federal
regulations govern the conduct of non-Federal parties and specify detailed procedures to ensure
uniform implementation of laws. Key questions are whether the Federal government should
require a core, minimum or baseline set of requirements (e.g., for training, drills, fencing,
cameras, lighting, and guards) for non-Federal private parties or more prescriptive requirements
and if the Federal government should allow seif-certification by non-Federal private parties.

I recognize the difficulties of balancing the need for security with the demands of commerce. As
a Republican, I am sensitive to the costs of excessive government regulation. But, as an
American in a post-September 11th world, I realize that we must take additional precautions to
protect our fellow citizens and our economic well-being.

1 look forward to the testimony of our witnesses. They include: Larry Keller, Executive Director,
Port of Los Angeles; Timothy Parker, Executive Secretary, Steamship Association of Southern
California (comprised of vessel owners, agents, terminal operators, and stevedoring companies);
John Ochs, Security Manager, Maersk Sealand, Ltd. (largest container shipper in the Port of Los
Angeles); Rob Marshall-Johns, Director of Operations and Quality Control, The Oppenheimer
Group (shipper of fresh produce); Stephanie Williams, Vice President, California Trucking
Association (since large numbers of trucks move in and out of ports); and, Dr. Domenick Miretti,
Senior Liaison, Ports of Los Angeles and Long Beach, International Longshore and Warehouse
Union ILWU).



HENRY A, WAXMAN, CALIFORNIA,

VAT
e —re
AN BURTON, INDINA ONE HUNDRED EtGHTH CONGRESS TOMLANTOS, CALIFORNIA
CHAISTOPHER SHAYS, CONNECTICUT MAJOR R OWENS, NEW YORK
REANA ROS-LERTINEN, FLOFIDA . Sfomt;ﬁusmwu& !:fw YORK
EEEe 5 of the Enited States e
gt Congress of the Unite a gusme seioy tions
BTEVEN O LATOURETTE, OHIQ DENNIS ). KUCTNICH, OHIQ
B o . T poer, a0
N e Ao Houge of Mepresentatives SO TSy, WASIAHUSETTS
e o Tty oo
TADE RUSSELL PLATTS, PENNSYLVANIA C MITTE E ON GOVE MENT lS]"fAET’iENV;"m CALIFOANIA
e e
ADAM H. PUTNAM, FLORIDA OM HN R EFOH M CHAIS VAN HOLLEN, MARYLAND
TonT o RN

EOMARD . SCHAOGK, WG ;
JGHN J. DUNCAN, JR., TENNESSEE 2157 RaveurN House OFFICE BupING C.a DUTCH RUPPEHOBERGER,
10824 SULLIVAN, OKLANONA ARLAND
JATHANDEA GEORO . WASHINGTON, DC 20515-6143 BSTACT OF GOt

CANGICT MELER, MICHIGAN N

i MURPHY, PERISVLYANS ro :

THOEL P FURER MO Sonsconry (2020205 5078 S ooren oSSR

LONN i CARTER, TEXAS Facsine (202 225-3974

WILLIAM J. JANKLOW, SOUTH DAKOTA m‘“‘*’" %z%)) ggﬁg; p—

MASSHA BLACKBURN, TENNESSEE BERNARD SANDERS, VERMONT,
INDEPENDENT “

www.house. goviretorm

April 17, 2003

MEMORANDUM FOR MEMBERS OF THE GOVERNMENT REFORM
SUBCOMMHTTEE ON ENERGY POLICY, NATURAL RESOURCES AND

REGULATORY AFFAIRS

FROM: Doug Ose / ‘4‘7 ;y\

SUBJECT:  Briefing Memorandum for April 24, 2003 Field Hearing, “What Regulations are
Needed to Ensure Port Security?”

On Thursday, April 24, 2003, at 10:00 a.m., the Government Reform Subcommittee on
Ernergy Policy, Natural Resources and Regulatory Affairs will hold a field hearing on port
security. It will be in the Board Meeting Room of the Port of Los Angeles Administration
Building, which is located at 423 South Palos Verdes Street in San Pedro, California. The
hearing is entitled, “What Regulations are Needed to Ensure Port Security?” Federal regulations
govern the conduct of non-Federal parties.

After the tragic terrorist events of September 11, 2001, both houses of Congress initiatly
focused on air security. On November 16th, the President signed the Aviation and
Transportation Security Act{P.L. 107-71). Section 101(1) of this law established “emergency
procedures” for the Department of Transportation (DOT) fo issue interim final regulations
without the vsual opportunity for public notice and comment, as provided in the Administrative
Procedure Act. As a consequence, to ensure Congressional and public input into the regulatory
decisionmaking process, this Subcommittee held a November 27th hearing, entitled, “What
Regulations are Needed to Ensare Air Security?”

During 2002, both houses sought a legislative solution to strengthen port security. On
November 25, 2002, the President signed the Maritime Transportation Security Act of 2002
(P.L., 107-295). Title I, Marjtime Transportation Security, of this law includes Section 102, Port
Security. This law similarly provides for some interim final regulations without any public notice
and comment. These mclude three interim final rules by June 30, 2003 on anti-terrorism plans
for port security, facility security, and vessel security, and other rules to follow, suchas for
transportation security cards. Section 108 of the law authorizes the Customs Service to issue a
rule requiring that cargo manifest information for inbound and ontbound shipments be provided
electronically prior to the arrival or departure of the cargo.



The hearing will examine what Federal regulations are needed to ensure port security for
various aspects, such as security of U.S. and foreign ports, facility security, vessel security, cargo
(containers and perishables) identification and screening, and transportation security cards and
background checks. The Subcommittee will hear from the Port of Los Angeles, a representative
of vessel owners and terminal operators, a large international container shipper, an international
shipper of fresh produce, the California trucking industry since large numbers of trucks move in
and out of ports, and unionized port workers.

A June 29, 2002 National Journal article, entitled “Port Insecurity,” stated that DOT
Secretary Mineta “called improving security at the nation’s ports his top priority.” It also stated
that “many experts call the most glaring gap in American’s defenses - the seaports.” On Aungust
5th, the General Accounting Office (GAO) testified that “an effective port security environment
may be many years away.” An August 10th National Journal article included an “Are We Safer”
Report Card, which rated Cargo Containers a D. The bottom line is that the maritime
transportation system could be used by terrorists to smuggle personnel, weapons of mass
destruction, or other dangerous materials into the United States. And, ships in U.S. ports could
be attacked by terrorists. A large-scale terrorist attack at a U.S. port could not only cause
widespread damage but also seriously affect the maritime trading system, disrupting U.S. and

global commerce.

The new Act raises questions about the right balance between: (a) increasing port security
while not impeding the flow of commerce and trade, (b) standard versus port-specific security
measures, and (c) the roles of governmental agencies and private industry. Two other key
questions are: (d) how the United States should pursue higher standards for port security abroad,
and (e) bow to generate funds for improved port security here and abroad.  Also, unlike the
November 2001 air transportation security law, the November 2002 maritime transportation
security law does not establish firm deadlines for some key provisions.

The U.S. maritime system includes more than 300 ports with more than 3,700 cargo and
passenger terminals. The top 25 ports account for 98 percent of the more than 6 million
container shipments entering U.S. ports yearly. Most ships calling U.S. ports are foreign-owned
and crewed; less than 3 percent of U.S. overseas trade is carried on U.S.-flag vessels. The U.S, is
the world’s leading maritime trading nation and its maritime trade accounts for 25 percent of its
U.8. Gross Domestic Product (GDP) — which is up from 11 percent in 1970.

Many Federal departments and agencies have a role in port security, including the new
Department of Homeland Security (DHS) — e.g., the Coast Guard (transferred from DOT),
Customs Service (transferred from Treasury), Transportation Security Administration (TSA)
(also transferred from DOT), Immigration and Naturalization Service (INS) (transferred from
Justice), and Animal and Plant Health Inspection Service (APHIS) {transferred from Agriculture)
— and the Departments of Commerce, Defense, Justice (e.g., the Drug Enforcement
Administration and Federal Bureau of Investigation), and Transportation (primarily the Maritime
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Administration, also known as MARAD). The two agencies with the most presence are the
Coast Guard and the Customs Service. Since September 11, 2001, both have sought improved
and timelier information so that they can better evaluate through “profiling” the terrorist risk of
ships, cargo, passengers or crew destined for the U.S., and decide which to target for closer

inspection.

In October 2001, the Coast Guard issued a temporary rule (which was finalized in
February 2003), which changed the 24-hour advance Notice of Arrival (NOA) to a 96-hour
NOA. The NOA now includes detailed information on the cargo, crew, passengers, and the
vessel. In October 2002, the Customs Service issued a final rule requiring 24-hour advance
information before cargo is loaded at a foreign port onto a U.S.-bound vessel; previously, this
information was not available until the ship arrived at the U.S. port. In January 2003, the INS
issued a proposed rule requiring all passengers and crews departing from or arriving at U.S. ports
to submit additional information. Attached is a chart showing key Federal agency documents -
including the key phases for these three rulemakings - published in the Federal Register from
September 11, 2001 to present. .

The chart also mentions two Customs Service initiatives that are part of Operation Safe
Commerce. In January 2002, Customs initiated a Container Security Initiative (CSI), where U.S.
Custorns inspectors pre-screen U.S.-bound containers at major foreign ports to identify high-risk
containers. Another aspect of CSI is the development of smart and secure containers. In April
2002, Customs initiated the Customs-Trade Partoership Against Terrorism (C-TPAT), which
offers importers expedited processing of cargo if they secure their entire supply chain and are
certified by the Customs Service.

Since September 2001, the Customs Service only inspects about 2 to 5 percent (up from 2
percent) of imported and 1 percent (same as before} of exported containers. TSA is studying
credentialing port workers. The Coast Guard is also promoting the adoption of more stringent
international standards for maritime security under the leadership of the International Maritime
Organization (IMO), which is a branch of the United Nations (UN). Key questions are whether
the Federal government should require a core, minimum or baseline set of requirements (e.g., for
training, drills, fencing, cameras, lighting, and guards) for non-Federal private parties or more
prescriptive requirements, and if the Federal government should allow self-certification by non-

Federal private parties.

The Port of Los Angeles is the busiest port in the U.S. and the seventh busiest in the
world. More than 3,000 vessels move through the port yearly. The port has 27 major cargo
terminals. And, it is the fourth busiest cruise port in the U.S.

The invited witnesses for the hearing are: Larry Keller, Executive Director, Port of Los
Angeles; Timothy Parker, Executive Secretary, Stecamship Association of Southern California
{comprised of vessel owners, agents, terminal operators, and stevedoring companies); John Ochs,
Security Manager, Maersk Sealand, Ltd. (largest container shipper in the Port of Los Angeles);
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Rob Marshall-Johns, Director of Operations and Quality Control, The Oppenheimer Group
(shipper of fresh produce); Stephanie Williams, Vice President, California Trucking Association;
and, Dr. Domenick Miretti, Senior Liaison, Ports of Los Angeles and Long Beach, International
Longshore and Warehouse Union (ILWU).

Attachment
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Key Federal Agency Documents in Federal Register: 9/11/2001 — 4/7/2003

Date Agency Document Type | Subject
2/28/03 | Coast Guard Final rule Notification of Arrival (NOA) for
(33 CFR § 160) arrivals to & departures from US
ports ~ see 10/4/01 below
1/3/03 | INS Propesed rule electronic Manifest Requirements for
(8 CFR §§ 217, vessel arrivals & departures,
231 &251) including crew & passenger info
12/30/02 | Coast Guard Notice of 7 public | on subjects to be covered in 3
meetings Interim final rules (due 6/30/03) on
port security, facility security, &
vessel security
12717702 | Customs Service | Notice modifications to test of Vessel
Automated Manifest System {AMS)
for electronic cargo info 24 hours in
advance, effective 12/2/02 for test
participants
11/20/02 | TSA Notice for public | on criteria for projects under
comments Operation Safe Commerce (which
includes Customs-Trade Partnership
Against Terrorism or C-TPAT &
Container Security Initiative or CSI)
10731702 | Customs Service | Final rule advance Vessel Cargo Declaration 24
(19 CFR §§ 4, hours before cargo is laden abroad a
113 & 178) vessel in a foreign port for transport
to US
§/8/02 | Customs Service | Proposed rule advance Vessel Cargo Declaration 24
(19 CFR §§4 & | hours before cargo is laden aboard a
113) vessel in a foreign port for transport
to US
8/7/02 | Coast Guard Clarification of | Maritime Identification Credentials
rule (33 CFR § 6 | for access to ports & vessels in ports
& 125)
6/19/02 | Coast Guard Proposed rule NOA
(33 CFR § 160)
10/4/01 | Coast Guard Temporary rule | NOA ~ from 24 to 96 hours prior to

{33 CFR § 160)

(33 CFR § 160)

arrival at US port, including cargo,
crew & passenger info
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Mr. JANKLOW. Thank you. Thank you very, very much, Mr.
Chairman, and thank you for conducting this hearing. I have been
a Member of Congress now for just a couple of months, and was
elected to represent my State and have very quickly moved in this
direction. Let me show you clearly, the importance of dealing with
issues such as this, and I say that because there can’t be anything
more timely than the security of the ports in this country.

Just in the last couple of weeks, we in Congress appropriated
several billion for additional assistance to the airline industry, hav-
ing only 2 years ago appropriated from Congress billions more for
helping the airline industry. The assistance that has been given
with respect to the major modality for moving goods into the
United States, the shipping industry, has been minuscule com-
pared to what has taken place with respect to the safety of the
goods coming into our ports.

A classic example would be the huge reduction in thefts in this
particular port over the last few years. But you can really see it
at least from the statistics that I have looked at pre-September
11th, and the post-September 11th activity with respect to thefts
within the port. There is an indication that, since September 11th,
there has been an incredible reduction, which tells us it can be
done. Safety can be made better when people really focus on it.

Looking at some of the testimony from the witnesses that are
going to testify today, I am really excited to see the various com-
ments that they have to make with respect to a common ID sys-
tem, or an ID system of some type, and how they struggle to deter-
mine what may be the best thing. And, this may be something
which is a seemingly unique Federal role that needs to be played.

The fact of the matter is, the terrorists are not going to send into
our country trucks and cranes and huge vehicles. They are going
to send into our country things like plutonium, the size of which
would fit in this 12-ounce can, enough to make an atom bomb ac-
cording to one of the lead physicists at the Lawrence Livermore
Lab at UCLA. The amount of uranium-235 that it takes to make
an atom bomb, assemble an atom bomb, would fit in a water bottle.

So an atomic bomb can be made nowadays by anyone who is
trained as a physicist, and he has some rudimentary skills—or, I
should say, reasonably good skills—in the manufacturing of tech-
nology. Not that I can do it, but there are five ways you can find
01111 the Internet that will tell you how to assemble a device such as
that.

We talk about the standards, and Congress very quickly passed
things like the Maritime Safety Act, but didn’t include really the
standards that have to be applied by the executive branch with re-
spect to the parameters of how this is going to be implemented.
What makes that important is it is following the things that we
should require all the local ports to decide for themselves what the
average security mechanisms are that they have to follow.

Various National Guards from all over this country have been
called to active duty recently. There are none of them wandering
around active duty in the Armed Forces making their own plans,
or coming up with their own schemes on how to win a war, and
deciding what their roles will be in terms of our country’s national
defense.
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Once they were called to active duty, they also fell under one
unified command in terms of one set of implementation. It can’t be
under different with respect to the standards that are going to be
applied to the safety of this country for the importation of things
which come through our harbors.

In the written comments, Mr. Ose, you talk about the huge sur-
plus that is generated in this particular port. I believe it was some-
thing like $600 million. It was gathered in collections of duties in
this port in excess of the surplus that is generated in America.
Forty-two percent of all the goods in America come through this
port, and a minuscule amount of the number that has been appro-
priated for safety in this country has yet to come through this port.

That defies logic. There is no other way to look at it. And, rec-
ognizing that we in America are in the “me” business of homeland
security—something honestly we haven’t been concerned about
since Pearl Harbor back in 1941—a whole new dimension. Rec-
ognizing that the only three things that were built in this country,
with true security in mind, are the military bases, the prisons, and
the banks.

There is nothing else that has been designed abroad for America
to be concerned about national security, but we have got a huge
amount of ground to cover in a short period of time.

As I say all the time, we talk about interim roles. The fact of the
matter is, Al-Qaeda, the Hezbollah, the people who hate us, aren’t
on an interim schedule, and we can’t afford to be on an interim
schedule either.

Your calling this meeting today is so timely, and I appreciate the
opportunity to participate in it with you, and the leadership that
you have provided here for the safety of every man, woman and
child in this country.

Thank you.

Mr. OsE. Thank you, Congressman Janklow.

We have been joined by both Congressman Rohrabacher and
Congresswoman Harman. We have already passed unanimous con-
sent to have them join us to participate in the hearing. You are cer-
tainly welcome.

I know one of the duties I need to take care of this morning is
to duly have our last witness sworn in. Would please rise and raise
your right hand.

[Witness sworn.]

Mr. OSE. Let the record show the witness answered in the af-
firmative.

I need to enter into the record that this was with unanimous con-
sent a written statement by Councilwoman Hahn. Without objec-
tion, that will be done.

[The prepared statement of Ms. Hahn follows:]
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News Release
Councilwoman Janice Hahn
15% District, Los Angeles City Council
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STATEMENT OF COUNCILWOMAN JANICE HAHN

Regarding Port Security Meeting of the House Government Reform Subcommittee on
Energy Policy, Resources and Regulatory Affairs

“bwould like fo welcome Chairman Doug Ose and the other subcommitiee members to San
Pedro, which is part of my district, the 15™ council district in the City of Los Angeles. | also want
to thank the members for realizing the importance of port security and federal assistance and
regulations. Following 9/11 our federal government focused primarily on air safety. While air
safety is important, so is the security at our ports and | am encouraged by this meeting this
morming.

Last month | toured the Port of Los Angeles because | was concerned about the communities
surrounding the Port, particularly Wilmington and San Pedro. Following my meeting and tour
with Port Officials, the Coast Guard, the Fire Department and the Port Police, | feel confident
that the Port of Los Angeles is the best-monitored and best-patrolled port in the country.
However, it is not enough.

Since 9/11 we have added personnel, sea marshals and divers at the Port. We have begun
escorting and boarding ships as they enter the Harbor and are using bomb dogs at our
terminals.

Most important, | learned that all depariments and agenciés that operate at the Port of Los
Angeles have been working together to see that all lines of communication are open and that all
threats are handled. Our dockworkers are even joining these agencies in reporting security
breaches.

One area in which we are still lacking, however, is In container screening. This subcommities is
meeting today to explore possible ways of ensuring safe cargo without impeding the flow of
commerce through our ports. While searching every container by hand would significantly limit
our commerce movement, technology can allow us to ensure container safety and | want to
share with this subcommittee some of the steps we are taking in Los Angeles to improve and
develop such technology.

~more-
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When | traveled to Asia with the Mayor in November, we signed a Memorandum of
Understanding (MOU) with Modern Terminals in Hong Kong. Under this MOU the Port of Los
Angeles and Modern Terminals will test security enhancements, including the use of tamper
proof container seals, on cargo heading to Los Angeles.

Also, | serve as Chair of the Alameda Corridor Transportation Authority (ACTA). The Alameda
Corridor is a 20-mile freight rail expressway linking the Port of Los Angeles and the Port of Long
Beach to the national rail network at the railroad yards near downtown Los Angeles. ACTA is
currently participating in a pilot study to test the effectiveness of electronic seals on rail cars
traversing the Alameda Corridor. Preliminary tests have proved positive, and the group is
preparing a proposal for a $1.2 milfion federal grant to conduct field operations tests.

| believe that it is these types of programs, utilizing advanced technology, will allow us to ensure
safe containers while not inhibiting the flow of commerce.

I would also like to take this opportunity to ask our federal representatives for funding. We are
all aware that our airports have received substantial federal funding, but our ports are lacking.
The City of Los Angeles has made a decision not to let security suffer while waiting for promised
federal funds, but | truly feel that we will we need federal funding to take port security to the next
level.

Again, thank you for being in San Pedro this morning. And thank you in advance for considering
this testimony. ”
#i#
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Mr. OsE. I would like to recognize my friend from UCLA, Con-
gressman Rohrabacher, for the purpose of an opening statement.

Mr. ROHRABACHER. I will try to make this short. First of all, my
gratitude to Congressman Ose. I have worked with him for several
years now in the House of Representatives. He is probably one of
the hidden treasures in Congress, and probably the folks down here
don’t know about you, but he is one of the creative and energetic
leaders that we have in Congress. We are very grateful that he is
now focusing on a problem that concerns the safety of our local
area, as well as our families, and we are very grateful for the lead-
ership you are providing here today.

We have taken for granted security and safety issues in the ports
for far too long, and we could get away with it in the world the way
it used to be. We cannot get away with it anymore. There is a cry-
ing call now for us to act, not just to talk but to act, and to take
those steps that are necessary to make sure that our ports are not
the entry portals into our society from which terrorists will be able
to murder millions of our people.

This is a very awesome responsibility, but we need not only to
be caught up in the overwhelming nature of this challenge but also
we need to be able to break loose and make the decisions and do
what is necessary to make the changes, so that we are no longer
vulnerable, or at least to dramatically reduce the vulnerability.

To do this, we will need technology development. I understand
that there is technology being developed. We will need the coopera-
tion, and that is cooperation between the members of government,
but also between government and the private sector, and also in
the private sector cooperation between management and labor.

Third, we are going to need resources, and I do not believe that
we should just look at traditional areas for resources with duties
collected alone as the means of achieving this goal. We have to be
creative.

I have proposed that we consider a container fee on the contain-
ers coming in and out of this port that would then be used to fi-
nance the upgrades in security and other types of infrastructure
upgrades needed by this port and by the various ports in our coun-
try. This will mean that the people using the ports overseas, in
Shanghai or wherever, would be paying the costs, because they are
paying a fee to use the containers through the port.

They would be paying the cost, rather than having the American
people pick up the entire cost for making this more secure, and,
thus, basically paying for an infrastructure cost for our competitors
overseas.

So, that is my suggestion, and I will be looking forward today to
hearing the testimony and hearing other people’s description of the
problem, but also offering their solutions.

Thank you very much.

Mr. OsE. I thank the gentleman.

I would like to welcome our good friend and a staunch advocate
for California’s and the country’s security interests among others,
Congresswoman Harman, for the purpose of an opening statement.

Ms. HARMAN. Thank you, Mr. Chairman.

I apologize for being late. Dana Rohrabacher and I were partici-
pating in a forum in Torrance, CA, up the road on hydrogen power.



17

The reason I mention that because maybe some of you folks are
interested in that, but also one piece of the answer long-term to our
national security problem is energy independence, and I feel very
strongly about that, and do take to heart my curmudgeon self-iden-
tified curmudgeon friend’s observation: We always have to ask,
what will it cost, and who will pay? But I do think it is important
to think about, what will it cost, and who will pay, if we don’t wean
ourselves from dependence on Middle Eastern oil.

Segue to this hearing, which I think is extremely important and
commend you for coming down here. We are physically this minute
in the 36th Congressional District, which I represent, and I also
represent the neighbors around the port. The port was well cared
for, I hope, in the last decade. It will continue to be well cared for,
the actual physical port, by Dana Rohrabacher, who has reacquired
it as part of his congressional district.

My point in mentioning all of this incredibly interesting history
is to make the point that we are here together to work together.
National security and homeland security issues are not partisan
issues. The terrorists won’t check our party registration before they
blow us up. We had better darn well work together, all of us in gov-
ernment, all parts of this community, labor and management, and
so forth, if we are going to solve this problem.

In that regard, I would really like to commend many of the peo-
ple in this audience, all of whom are different, but one of them
Coast Guard Captain John Holmes. Are you here, John? Where are
you? There he is.

On September 12th, if I remember this—or maybe it was Sep-
tember 11, 2001, he made the Federal Government resources in
this area work together, and he would also have to commend Jan-
ice Hahn for what she does at the local level to make this work.
I would like to commend the leadership of the port for what it does.

I would like to commend the private sector, both organized labor,
the ILWU, and management, for what they are doing to make all
of us work together.

Well, let me make some points that you may have made, but
they stand out in my mind particularly today because the Home-
land Security Director Tom Ridge arrives in the neighborhood in
about 2 hours. He is not coming here, although his Deputy, Gordon
England, was here about a month ago.

Ridge will be downtown meeting with first responders from all
over the State. He will then go to the Terrorism Early Warning
Group, which is an emergency center set up by the county. Tomor-
row he will be at LAX, which I think we all know is a top terrorist
target. But, I know his mind is on, or better be on, what security
is. I know he knows, as we do, that these ports are not just jewels
of this neighborhood. They are the gateways of 40 percent of the
trade in and out of the United States.

Now, as Dana Rohrabacher was just saying, while the con-
sequences of not acting to make these ports safer are huge, and so
by any of your thoughts, what does it cost and who is going to pay
for it, I know the answer about the costs of inaction. So I commend
you, Mr. Chairman, for this hearing.

I would just like to make a couple of comments on what you are
holding this hearing about, this Maritime Act that we passed last
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year in the Congress. It is a good thing, but in the fiscal 2004
budget, you should be aware that the administration has not re-
quested full funding, and it is—as far as I can tell as yet unlikely
that this bill will be fully funded. I think the consequences of that
are sobering.

It is not, of course, only about money. It is about cooperation and
strategy. But, let me just point out something that I think we
should all reflect on, and that is that a little while back, a few
months back, we had a lockout in this port for 10 days. That was
not related to homeland security. It was related to a labor-manage-
ment dispute.

But, the loss to the U.S. economy from 10 days of closure was
$2 billion, with a B, a day. The ramifications were felt from Wil-
mington, CA, to Wilmington, DE. Everybody got hurt. Imagine the
disruption. Some ports were instead affected by the international
sinking of a ship in the outer channel or the detonation of weapons
of mass destruction inside of containment at one of the terminals.

Indeed, a recent simulation which was an exercise, actually, I
was involved in, determined that steps following the identification
of a radiological device on an inbound ship could lead to a $58 bil-
lion loss to the U.S. economy. So, this is real money. These are real
people. This is an urgent problem.

Hopefully we will fund the MSTA fully, but beyond that we will
develop one national integrated homeland security strategy that
values ports as much as it values airports. That will be, I think,
the critical agreement and something I am going to talk to Tom
Ridge about.

I really commend my colleagues for their work on this and the
electives in the audience and the officials here, I am happy to wel-
come you all to the 46th Congressional District.

Thank you, Mr. Chairman.

Mr. Ost. Thank you, Congresswoman.

We will now go to the witness panel. There are six witnesses. We
have received written testimony from each of you, and we have
them recorded. Our standard operating procedure is that the wit-
nesses will be given 5 minutes to summarize their testimony that
they have previously submitted.

For the members of the audience, there are copies of their writ-
ten testimony at the entrance to the room. You are welcome to get
copies of those.

I recognize Mr. Keller for the purpose of 5 minutes for an open-
ing statement.
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STATEMENTS OF LARRY KELLER, EXECUTIVE DIRECTOR,
PORT OF LOS ANGELES; TIMOTHY PARKER, EXECUTIVE SEC-
RETARY, STEAMSHIP ASSOCIATION OF SOUTHERN CALIFOR-
NIA; JOHN OCHS, SECURITY MANAGER, MAERSK SEALAND,
LTD.; ROB MARSHALL-JOHNS, DIRECTOR OF OPERATIONS
AND QUALITY CONTROL, THE OPPENHEIMER GROUP;
STEPHANIE WILLIAMS, VICE PRESIDENT, CALIFORNIA
TRUCKING ASSOCIATION; AND DR. DOMENICK MIRETTI,
SENIOR LIAISON, PORTS OF LOS ANGELES AND LONG
BEACH, INTERNATIONAL LONGSHORE AND WAREHOUSE
UNION

Mr. KELLER. Thank you, Mr. Chairman. We appreciated your
visit in February, and we welcome you back today. Thanks, too, to
the members of the Government Reform Subcommittee on Energy
Policy, Natural Resources and Regulatory Affairs for inviting the
Port of Los Angeles to testify before you to share our concerns
about what is needed to enhance our port security. Our concerns
focus on Federal port security grants, international cooperation,
and smart economics.

As you know, the Port of Los Angeles is one of the Nation’s busi-
est ports. As a premier port of entry for the cargo on the West
Coast, the port occupies 7,500 acres of land and water, along with
43 miles of waterfront. Together with our San Pedro Bay neighbor,
the Port of Long Beach, we handle more than 42 percent of the Na-
tion’s containerized commerce. Additionally, the Port of Los Ange-
les is the fourth busiest cruise center in the United States, and is
No. 1 on the West Coast with over 1 million vacationers annually.

At this time in our Nation’s history, the Port of Los Angeles must
balance the increasing demand for development and international
trade with critical security requirements. Without a doubt, as a
critical hub for commerce, the Port of Los Angeles is vital to our
Nation’s economic well-being.

We take very seriously our responsibility to maximize security
for cargo, people, and property. In the event of an unforeseen inci-
dent, whether caused by outside sources or natural disasters, it is
our responsibility to stay up and running without delay in order to
bolster the national economy.

Since September 11th, we have spent approximately $6 million
of our own funds to enhance the port’s security. We have added
manpower and equipment resources for our Port Police. We have
spent millions to improve our World Cruise Center, so it is now a
model for efficient and safe passenger handling for Customs, Immi-
gration, and the cruise line passengers.

There is, of course, always room for improvement, and we are no
exception. With Federal funding through the TSA’s Port Security
Grant Program, we will be more than able to pursue security en-
hancements for port facilities and infrastructure improvements. We
have started the process to assess our needs and to serve as a na-
tional and international model for credentialing inspection systems,
but funding is needed to implement these measures.

Since September 11, 2001, just $92.3 million of $368 million in
appropriations has actually been distributed to ports in the first
round of TSA grant funding. During that initial round of grants,
the Port of Los Angeles received only $1.5 million for a joint grant
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request with the Port of Long Beach, despite the fact that we are
the busiest port complex in the Nation.

More is truly needed as our Nation depends on efficient and safe
transportation networks to distribute cargo efficiently along our
trade corridors. The ability to move cargo seamlessly through the
Port of Los Angeles is crucial to the overall economic vitality of the
Nation.

The second round of grants for these funds, which closed last
month, drew requests for nearly $1 billion in improvements, with
only $104 million available. We have a long way to go. The Port
of Los Angeles applied for approximately $15.5 million. I have pro-
vided a detailed list of our proposed programs with our submitted
testimony. The Port of Los Angeles is not seeking frivolous en-
hancement. We are, however, seeking improved security measures
through the available Federal grants.

Security infrastructure and improvements at the Port of Los An-
geles are critical to ensure that the flow of international trade is
maintained at the highest and safest best possible standards.

Our Nation requires these security enhancements to safeguard
our transportation systems which are dependent upon inter-
national commerce.

A terrorist attack at the port would not only cause havoc in our
region but also seriously affect the maritime trading system and
thus disrupt U.S. and international commerce. As part of the Na-
tion’s largest port complex, we need to receive a reasonable and ap-
propriate share of the Federal port security funding. Security fund-
ing needs to be based on the potential consequences of terrorist ac-
tivities.

Realizing that the safety of southern California’s port system is
closely tied to international transportation hubs, our programming
has also extended offshore to our Asian partners. Focusing on con-
tainers, we have instituted measures to push back our borders to
the points of origin for the millions of containers crossing our docks
each year.

Of primary concern was the ability to ensure that a cargo con-
tainer hasn’t been tampered with at the port of origin or in transit.
We believe that it is a far better approach than applying maximum
security once the container reaches our shores and it is basically
too late.

The Container Safety Initiative, as part of Operation Safe Com-
merce, is the vehicle currently being utilized to review the supply
chain of containerized cargo. Operation Safe Commerce is a §28
million pilot project funded by the Transportation Security Admin-
istration and managed by the U.S. Customs Service and the De-
partment of Transportation.

Customs officials are being dispatched overseas to Hong Kong
and Singapore, among other ports. The project will provide security
gap analysis and act as a testing ground for a myriad of tech-
nologies. OSC was approved in July 2002.

The port complex of Los Angeles and Long Beach is one of only
three load centers in the Nation chosen to participate in this
unique project. The other participating port complexes are New
York/New Jersey and Seattle/Tacoma. Modern Terminals in Hong
Kong became the first foreign terminal operator to agree to partici-
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pate in Operation Safe Commerce with us, and Mayor Hahn, fol-
lowing his initiative. We anticipate that the Port of Singapore Au-
thority will sign on as well near in the future.

Sandia National Laboratory is the port’s security consultant for
Operation Safe Commerce and is already doing evaluations here
and abroad.

Mr. Ose. Mr. Keller, given the number of witnesses, can you—
I have your written testimony. Can you summarize, sir, in the re-
maining time?

Mr. KELLER. I certainly can, sir.

Mr. OsE. Thank you.

Mr. KELLER. The costs are high, indeed. You understand that.
But we implore you to give us the funding we need. We don’t be-
lieve we are not asking for a handout. We are asking for some help,
so we can do with technology and modern tools what we are cur-
rently doing with manpower and sweat and blood right now.

Thank you, sir.

[The prepared statement of Mr. Keller follows:]
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Testimony by Larry A. Keller
Executive Director, Port of Los Angeles
before the
House Government Reform Subcommittee
on Energy Policy, Natural Resources and Regulatory Affairs
April 24, 2003

Thank you, Mr. Chairman,

And thank you to the members of the Government Reform Subcommittee on Energy
Policy, Natural Resources and Regulatory Affairs for inviting the Port of Los Angeles to
testify before you to share our concemns about what is needed to enhance port security.
Our concerns focus on federal port security grants, international cooperation and smart
economics.

As you know, the Port of Los Angeles is one of the nation’s busiest seaports. As a
premier port of entry for cargo on the West Coast, the Port occupies 7500 acres of land
and water along 43 miles of waterfront. Together with our San Pedro Bay neighbor, the
Port of Long Beach, we handle more than 42% of the nation’s containerized commerce.
Additionally, the Port of Los Angeles is the fourth busiest cruise port in the U.S., and is
number one on the West Coast with over one million vacationers yearly.

At this time in our nation’s history, the Port of Los Angeles must balance the increasing
demand for development and international trade with critical security requirements.
Without a doubt, as a critical hub for commerce, the Port of Los Angeles is vital to our
nation’s economic well-being. We take very seriously our responsibility to maximize
security for cargo, people and property. In the event of an unforeseen incident, whether
caused by outside sources or natural disasters, it is our responsibility to stay up and
running without delay in order to bolster the economy.

Since 9/11, we’ve spent approximately $6 million of our own funds to enhance the Port’s
security. We’ve added manpower and equipment resources for our Port Police. We’ve
spent millions to improve our World Cruise Center so it is now a model for efficient
passenger handling for Customs, Immigration and the cruise lines.

There is, of course, always room for improvement and we are no exception. With federal
funding through the Transportation Security Administration’s (TSA) Port Security Grant
Program, we will be more able to pursue security enhancements for Port facilities and
infrastructure improvements. We have started the process to assess our needs and to
serve as national and international models for credentialing and inspection systems, but
funding is needed to implement these measures.

Since September 11, 2001, just $92.3 million of $368 million in appropriations has
actually been distributed to ports in the first round of TSA funding. During that initial
round of grants, the Port of Los Angeles received only $1.5 million for a joint grant
request with the Port of Long Beach, despite the fact that we are the busiest port complex
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in the nation. More is truly needed as our nation depends on an efficient and safe
transportation network to distribute cargo efficiently along our trade corridors. The
ability to move cargo seamlessly through the Port of Los Angeles is crucial to the overall
economic vitality of the nation.

The second round of grants for these funds, which closed last month, drew requests for
nearly $1 billion in improvements, with only $104 million available. The Port of Los
Angeles applied for approximately $15.5 million. These grants would allow the Port to
improve its infrastructure and overall security by providing:

A Construction of a High Risk Container Inspection Facility to provide the screening of
containerized cargo. $2.5 million is needed for this, in addition to the $1.5 million
previously received for design and assessment work.

A Container Screening System that would allow for gamma ray imaging and radiation
detection portals to screen containers. $4 million is needed for this.

An Underwater Rapid Response Team to fill an identified need for diving and support
equipment to quickly deploy, and support the Port’s first responders underwater rapid
response team. $1.8 million is needed for this.

A Database to Support Background Checks for all unescorted personnel with access to
Port owned land. This prepares the Port for quick actions to implement the federal
Transportation Worker Identification Card guidelines. $1.25 million is needed for this.

A Perimeter Security Enhancement which allows for selected priority segments of the 43
miles of waterfront security standards in terms of perimeter fencing and lighting to
reduce the current threat of intrusion. $1.5 million is needed for this.

A Facility Security Monitoring System that will introduce a port-wide monitoring control
system for Port-owned properties, including a common security infrastructure such as
gates, reinforced doors, alarm systems, secured wireless and wired communications.
$1.45 million is needed for this.

Harbor Patrol Equipment is needed to procure rapid response detection platforms in the
form of water patrol crafts to mitigate threats to the inner harbor facilities. These threats
include fast approach boats laden with explosives, munitions, chemical and or biological
weapons. The cost is $800,000

A joint Command and Control Center for the Ports of Los Angeles and Long Beach to
integrate facility access control and cooperation allowing for a wide area air-surface and
subsurface sensors and an interoperable communications network. The cost is $700,000.
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Water Surface Surveillance and Subsurface Surveillance allows for operational
assessment of the technologies needed to secure the 43 miles of main and inner Harbor
waterfront approaches to critical infrastructures including bridges, fuel tanks, pipelines,
container and oil terminals, ships and dockside faculties. $875,000 is needed.

Enhanced Radar Surveillance at the Ports of Los Angeles and Long Beach to enhance the
vessel tracking system to improve ship tracking, surveillance and domain awareness.
The cost is $300,000.

The World Cruise Center Security Assessment requires a comprehensive planning effort
involving all stakeholders in the successful operation of the cruise terminal with
enhanced integration of safety, security and contingency plans that address emergency
response across jurisdictional boundaries. $300,000 is needed.

The Port of Los Angeles is not seeking frivolous enhancement. We are, however,
seeking improved security measures through the available federal grants. Security
infrastructure improvements at the Port of Los Angeles are critical to ensure that the flow
of international trade is maintained at the highest and safest possible standards. Our
nation requires these security enhancements to safeguard our transportation systems
which are dependent upon international commerce.

A terrorist attack at the Port would not only cause havoc in our region, but also seriously
affect the maritime trading system, and thus disrupt U.S. and international commerce. As
part of the nation’s largest port complex, we need to receive a reasonable and appropriate
share of the federal port security funding. Security funding needs to be based on the
potential consequences of terrorist activities.

Realizing that the safety of Southern California’s port system is closely tied to
international transportation hubs, our programming has also extended offshore, to our
Asian trading partners. Focusing on containers, we have instituted measures to “push
back our borders” to the points of origin for the millions of containers crossing our docks
each year. Of primary concern was the ability to ensure that a cargo container hasn’t been
tampered with at the point of origin or in transit. We believe that this is a far better
approach than applying maximum security once the container reaches our shores.

The Container Safety Initiative, as part of Operation Safe Commerce (OSC), is the
vehicle currently being utilized to review the supply chain of containerized cargo. OSC
is a $28 million pilot project funded by the Transportation Security Administration and
managed by the U.S. Customs Service and the Department of Transportation. Customs
officials are being dispatched overseas to Hong Kong and Singapore. The project will
provide security gap analysis and act as a testing ground for a myriad of technologies.
OSC was approved in July 2002.
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The port complex of Los Angeles and Long Beach is one of only three load centers in the
nation chosen to participate in this unique project. The other participating port
complexes are New York/New Jersey and Seattle/Tacoma. Modern Terminals in Hong
Kong became the first foreign terminal operator to agree to participate in Operation Safe
Commerce with us, and we anticipate that the Port of Singapore Authority will sign on as
well in the near future. Sandia National Laboratory is the Port’s security consultant for
the Operation Safe Commerce program.

There has been discussion on a number of fronts regarding the proposal of adding
additional “user fees” to shippers and truckers to fund security enhancements at our
nation’s ports. We do not believe such proposals to be warranted. The economics of
such proposals should be carefully analyzed, even with seemingly minimal costs.

In an already weak economy, adding these “user fees” to shippers and truckers will result
in higher costs to consumers and ultimately cause additional inflation. The ripple effect
will be felt in the imported goods lining the shelves of stores across the U.S., and will
also further impact the markets for US manmufactured products exported to overseas
markets, many of which incorporate some imported content. If these costs are too high,
other nations will get their goods from someplace other than the U.S. The highest overall
benefit to the American consumer can only be achieved through unhampered access to
reasonably priced high quality goods.

Lastly, Mr. Chairman, when you visited the Port a few months ago, you requested that we
provide comparative cost benefits for the collection of U.S. Customs duties against
operational costs. According to the Marine Transportation Study prepared by the U.S.
General Accounting Office, Customs duties for import commodities through marine
transportation for fiscal years 1999, 2000, and 2001 were about $14.3 billion, $15.6
billion and $15.6 billion, respectively. The cost of Customs operations for the same years
was about $484.2 million, $538.4 million and $577.2 million, respectively. According to
U.S. Customs, our Port users pay approximately $12 million each day in Customs duties,
with the Los Angeles Customs District leading the nation in total duties collected for
maritime as well as air cargo.

It is our understanding that most of the Customs duties are deposited into the general
fund in support of federal activities, with the exception of approximately 30 percent of
the gross Customs receipts specifically designated for agricultural and food programs.
We, therefore, continue to strongly believe that Customs revenues can provide the
appropriate source for funding the additional security required at our nation’s ports.
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Thank you for this opportunity to express our needs and concerns to you. We hope you
will be able to help us provide the needed facilities infrastructure improvements and
security enhancements at our Port to allow us to continue to provide support for local,
regional and national economies.

testimony.ose022403mc
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Mr. OsE. Thank you for your testimony.

We have done some quick math up here. I have doublechecked
it and triplechecked it, which is unusual in a Federal agency. We
are going to come back to the question on funding relative to the
amount of duties that are collected here and what has been rein-
vested here by the Federal Government. So make sure we get back
to that question. OK?

Mr. KELLER. Certainly.

Mr. Osk. I would like to now recognize Mr. Tim Parker for the
purpose of an opening statement for 5 minutes.

Mr. PARKER. Good morning. My name is Timothy Parker. I am
the executive secretary of the Steamship Association of Southern
California, which represents 45 shipping lines and terminal opera-
tors at the ports of Long Beach and Los Angeles, collectively the
largest port complex in the United States and the third largest in
the world.

In the way of background, the Steamship Association of Southern
California and the Pacific Merchant Shipping Association, based in
northern California, have recently voted to merge to form one
united organization representing shipping companies throughout
California. Collectively, under the name of the Pacific Merchant
Shipping Association, we believe that we will be even better able
to meet the challenges we face in the evolving environment at the
local, State, and Federal levels.

One of these challenges is clearly security. We greatly appreciate
your invitation to appear before you. We would like to share some
of our insights on how we can all work together to enhance port
security and ways that seem insecure at this time.

My brief presentation is framed around four core themes. What
are shipping companies doing today? How are the cities, counties,
and State of California assisting us? What can the Federal Govern-
ment do to enhance these efforts? And, what are the economic
ramifications?

First, I would like to state that while shipping companies are
ready, willing, and able to support and assist the government to
protect our ports, we cannot act as government functionaries. We
cannot, for example, perform law enforcement activities, such as
patrolling the waters around the ports. We can, on the other hand,
control access to our terminals and facilities.

Current measures include increased security at terminal gates
and vessel gangways to verify both cargo and personnel movement.
These additional costs are borne by shipping companies and termi-
nal operators.

We have made numerous upgrades to computer systems at every
terminal to meet the new regulations of the Customs 24-Hour Rule.
This cost is now part of the overall transportation cost to a con-
sumer. We work directly with the Coast Guard in the Sea Marshall
Program, which provides the escorted vessels to dock areas.

As representatives for the ports of Los Angeles and Long Beach
have indicated, they are collectively spending significant portions of
their revenue for additional port police, security equipment, port
infrastructure, including cargo inspections, identification, and secu-
rity systems.
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At the same time, these are tough times for State and local agen-
cies. There is a growing temptation for local government to cost-
shift more obligations onto private shipping and stevedoring con-
cerns for basic port operations. State and local governments are
also imposing more regulatory conditions on port operations, some
of which may actually divert resources from port security.

A proposed $1 billion bond measure would secure $200 million
for port security, with a significant amount targeted for southern
California. There, however, are no immediate fixes, nor approval of
this bond measure.

While the Federal Government has taken a lead role in securing
our harbors, there is more it can do. I have to commend the leader-
ship of the U.S. Coast Guard for running what I think is the best
command in the United States. The random boarding of vessels
and unannounced inspections, among other measures, are crucial
steps. U.S. Customs Service and Immigration and Naturalization
Service have also been very supportive of efforts to keep our facili-
ties secure.

The focus and attention of each of these Federal agencies is cru-
cial, since the shipping companies and terminal operators cannot
perform Federal functions, whether it is patrolling the waters, in-
specting cargo, or checking the identification of seafarers.

That said, there are two areas where the Federal Government
can provide the necessary leadership. First, it should fully fund the
activities of government agencies to provide port security in a com-
prehensive and effective manner.

Second, it should ensure, by Federal preemption where nec-
essary, that operating requirements and restrictions imposed by
State and local governments are consistent with the goals of the
overall port security. The U.S. Coast Guard, for example, should be
given authority to ensure that State and local mandates are con-
sistent with enhanced port security.

There has been much discussion at both port and Federal and
State levels of applying some of the cost of added security to the
cost of cargo or transportation. As an industry, we believe that fees
placed on cargo or goods movement would have a disastrous effect
on both the regional economy and broader economic objectives of
the United States.

I thank you for your time.

[The prepared statement of Mr. Parker follows:]
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Timothy J. Parker

Good morning.

My name is Timothy Parker. Iam the executive secretary of the Steamship Association
of Southern California, which represents 45 shipping lines and terminal operators at the
Ports of Long Beach and Los Angeles.

In the way of background, the Steamship Association of Southern California and the
Pacific Merchant Shipping Association, based in Northern California, have recently voted
to merge to form one united organization representing shipping companies throughout
California. Collectively, under the name of the Pacific Merchant Shipping Association,
we believe that we will be even better able to meet the challenges we face in evolving
environments at the local, state and federal levels.

One of those challenges is clearly one of security. We greatly appreciate the invitation to
appear before the Government Reform Subcommittee on Energy Policy, Natural
Resources and Regulatory Affairs today to share with you some of our insights on how
we can all work together to enhance port security in what sometimes seems to be a time
of insecurity.

My brief presentation today is framed around four core themes:

1. What are the shipping companies currently doing to contribute to the overall
safety of the ports?

2. How are the cities, counties and State of California assisting us?
3. What can the Federal government do to further enhance those efforts?
4. What are the economic ramifications of port protection?

What is the shipping industry now doing to secure our ports?
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First, T would like to state that while shipping companies are ready, willing and able to
support and assist the government to protect our ports, we cannot act as government
functionaries. We cannot, for example, perform law enforcement activities, such as
patrolling the waters around the ports; we can, on the other hand, control access to our
terminals and other facilities. Current measures include:

e We have increased security at terminal gates and vessel gangways to both verify
cargo and personnel movement. The additional costs are borne by the shipping
companies and the terminal operators.

e We have made numerous upgrades to computer systems at every terminal to meet
the new regulations of the U.S. Customs, specifically to adhere to the “24 Hour
Rule.” This cost is now part of the overall transportation cost to the consumer.

e  Working directly with U.S. Coast Guard in the Sea Marshal program, which
provides for the escort of vessels to dock areas.

What are the Cities of Los Angeles and Long Beach, and the State of California
doing to assist?

As representatives for the Ports of Los Angeles and Long Beach have indicated, they are
collectively spending significant portions of their revenue for additional port police and
security equipment, port infrastructure, including cargo inspections, identification and
security system analyses.

At the same time, these are tough times for state and local agencies. There is a growing
temptation for local government to cost-shift more obligations onto private shipping and
stevedoring concerns for basic port operations. State and local government are also
imposing more regulatory conditions on Port operations — some of which may actually
divert resources from port security.

If this continues to occur, shipping traffic may very well move to other ports. Jobs and
economic benefits of the Ports of Los Angeles and Long Beach will move elsewhere.

A proposed $1 billion bond measure would secure $200 million for port security, with a
significant amount targeted for Southern California. There are, however, no immediate
fixes.

Federal regulations

While the federal government has already taken a lead role in securing our harbors, there
is more that it can do. I have to commend the leadership, of the U.S. Coast Guard for
running what I think is the best command in the United States. The random boarding of
vessels and unannounced inspections, among other measures, are critical steps. The U.S.
Customs Service and the Immigration and Naturalization Service have also been very
supportive of efforts to keep our facilities secure.
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The focus and attention of each of these federal agencies is critical, since the shipping
companies and terminal operators cannot perform their federal functions, whether it is
patrolling the waters, inspecting cargo or checking the identification of seafarers.

Desired Federal Role

That said, there are two areas where the federal government can provide necessary
leadership:

o First, it should fully fund the activities of government agencies to provide port
security in a comprehensive and effective manner.

e Second, it should ensure ~ by federal preemption where necessary — that operating
requirements and restrictions imposed by state and local government are
consistent with the goals of overall port security. The U.S. Coast Guard, for
example, should be given authority to ensure that state and local mandates are
consistent with the enhanced port security.

There has been much discussion at both the federal and state levels — of applying some of
the cost of added security to the cost of cargo or transportation. As an industry, we
believe that fees placed upon cargo or goods movement would have disastrous effect on
both the regional economy and broader economic objectives of the United States.

I thank you for your time and would now be happy to answer any questions.
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Mr. Osk. Thank you, Mr. Parker.

Our next witness is Mr. John Ochs, who joins us from Maersk.
Thank you for joining us. You are recognized for 5 minutes.

Mr. OcHs. Good morning, Mr. Chairman. I am John Ochs, rep-
resenting Maersk Sealand. Maersk Sealand sails a fleet of 250
ships, owns 1 million containers, and manages 13 terminals here
in the United States.

We salute the effort of the Federal Government to secure our Na-
tion against terrorism. I am pleased to report that Maersk was the
very first ocean carrier to become certified under C-TPAT, the Cus-
toms Trade Partnership Against Terrorism. We are also active par-
ticipants with both the container security goals and the Operation
Safe Commerce.

Maersk supports the intent of the Maritime Transportation Secu-
rity Act and is prepared to comply with the MTSA and the related
Federal interim rules expected to be promulgated this summer. A
review of the pending regulations has produced some concerns that
I would like to bring to your attention this morning.

These issues are generic to every waterfront facility, including
refineries, powerplants, and ferry terminals. Although we do not
represent our peers in the container industry—who are also our
competitors—we are confident that they would agree with our ob-
servations.

The key point for your consideration, sir, is the basic concept
that port security must be a true partnership between the govern-
ment and the maritime transportation community. We each have
different roles, because we each have different responsibilities, ju-
risdiction, and legal authority.

Over the last year, prudent measures have been implemented to
control access into waterfront facilities. As a waterfront facility op-
erator, we can inspect personnel and vehicles as a condition of
entry into our terminal. But, our employees do not have the power
to detain or arrest, and, clearly, do not have the legal authority to
actually search a vehicle as is suggested by the pending regula-
tions. Further, we lack the special equipment and dogs required to
actually detect potential explosives.

The pending regulations imply that each waterfront facility
should deploy their own fleet of security boats. We do not conduct
patrols on the public roads outside of our property line and should
not be expected to conduct waterside security operations on public
waterways next to our terminals. We do not have the legal author-
ity to police the navigable waters of the United States.

The regulations also suggest that each terminal have their own
staff of divers to inspect pier structures prior to the arrival of a
vessel. The detection of underwater explosives is a national defense
mission performed by the military, or a counterterrorism activity
conducted by a very few police departments with specially trained
dive teams. Clearly, this responsibility cannot be deferred to civil-
ian resources.

As a commercial enterprise, we do not enjoy the government’s
certain sovereign immunity, and, therefore, cannot be expected to
conduct either law enforcement or military operations. In fact, if
these responsibilities are thrust upon us, we doubt that any facility
would be able to obtain property or liability insurance.
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The Maersk SealLand container terminal here in Los Angeles is
the largest container terminal in the world. It is protected by the
Los Angeles Port Police, the Coast Guard, and the other Federal
agencies reporting to the new Department of Homeland Security.
These agencies are staffed by dedicated professionals who train and
operate as a unified team. They comprise the finest law enforce-
ment and port security cadre in this Nation.

The $8 billion—I want to repeat that, $8 billion—in Federal
funds used to protect our airports should serve as the benchmark
for additional resources that our local agencies require to enhance
their capabilities to secure this economically strategic harbor.

In conclusion, some of the pending Federal regulations blur the
line between commercial responsibilities and government duties.
We hope you will agree that any mandate to actually conduct
searches or to patrol public waterways must be performed by a gov-
ernment agency that is staffed with the trained personnel, the
proper equipment, and the legal jurisdiction and actual authority
to arrest potential terrorists, identify contraband, and detect explo-
sives.

I appreciate the opportunity to share our concerns with you here
this morning about how these regulations will impact the security
of our Nation’s strategic commercial seaports. Thank you, Mr.
Chairman, for your attention to the critical issues regarding the
partnership between the maritime industry and the government.

[The prepared statement of Mr. Ochs follows:]
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Good morming Mr. Chairman. I am Glenn Eddy, Vice President of Maersk Pacific Limited.
We are the marine terminal operators for the Maersk-Sealand steamship line.
Maersk-Sealand sails a fleet of 250 ships, owns 1 million containers, and manages 13 marine

terminals in the United States.

Maersk Pacific salutes the efforts of the Federal government to secure our Nation against
terrorism. Iam proud to report that Maersk was the very first ocean carrier to become certified
under C-TPAT { Cee — tee - Pa ¢ }, the Customs’ trade partnership against terrorism.

We are also active participants with both the Container Security Initiative and Operation Safe

Commerce.

Maersk Pacific enthusiastically suppofts the intent of the Maritime Transportation Security Act.
Iinstructed my staff to ensure we are prepared to comply with the M-T-S-A, and the related
interim final rules regarding port security that the Coast Guard is expected to promulgate this
summer. Our thorough review of the pending regulations has produced some concerns that [
would like to bring to your attention today. These issues are generic to every waterfront facility,
including refineries, nuclear power plants, and commuter ferry terminals. Although I do not
represent my peers in the container industry - who are also my competitors -

I am confident they would agree with our observations.
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The key point that I offer for your consideration is the basic concept that port security must be a
true partnership between the Government and the maritime transportation community.
We each have different roles, because we each have different responsibilities, jurisdiction, and

legal authority.

Over the last year prudent measures have been implemented to control access into waterfront
facilities. This process would be more effective if there was a common, tamper proof,
biometrically validated credential available. The Transportation Workers Identification Card, or
TWIC, is currently in the prototype test and evaluation phase. I encourage the T.S.A. to acceleratc
this process, expeditiously establish a National standard for the TWIC , and to actually issue the

credentials this year.
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Terminals are guarded by watchmen. Their job description is to “observe and report”.

The pending regulations imply a mandate to randomly inspect and search individuals and vehicles
entering waterfront facilities. Although we can inspect vehicle passenger spaces and trunks as a
condition of entry, the watchmen do not have police power to detain or arrest, and clearly do not
have the legal authority to conduct searches. Further, the watchmen lack the equipment or dogs
required to actually detect explosives and are not trained to identify potential hidden explosive

devices — these arelaw enforcement activities.

The pending regulations suggest that each waterfront facility deploy their own security boats.

We do not conduct patrols on the public roads outside of our property line, and should not be
expected to conduct waterside security operations on public waterways. We do not have the legal
authority to police the navigable waters of the United States. The regulations discuss the use of
diver’s to inspect pier structures prior to the arrival of a vessel. The detection of underwater
explosives is a National defense mission performed by the military, or a counter-terrorism activity
conducted by a few police departments with specially trained dive teams.

Clearly this responsibility can not be deferred to civilian resources.

In summary, the pending regulations imply that each terminal will hire a trained and fully
equipped posse to search personnel and vehicles, crew boats patrolling offshore from our docks,

and search for underwater ordinance.
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As commercial enterprises we do not enjoy the Government’s sovereign immunity, and
therefore can not be expected to conduct either law enforcement or military operations.
Additionally, waterfront facility operators would suffer from significant liability exposure if
deemed accountable for discovering hidden explosive devices. In fact, if this responsibility is
thrust upon our industry, I doubt that any facility would be able to obtain property or liability
insurance. As you know, ships carry 95% of the cargo that supports our Nation’s manufacturing
and agriculture export trade, and the consumer market import supply chains.

The L.A. - Long Beach port complex handles more then 40% of the containerized cargo shipped

to and from the U.S.

The Maersk-Sealand container terminal here in Los Angeles, Pier 400, is the largest proprietary
container terminal in the world. Tt is protected by the L.A. Port Police and the various Federal
agencies reporting to the new Department of Homeland Security. These agencies are staff by
dedicated professionals who train and operate as a unified team. Collectively, they comprise the
finest law enforcement and port security cadre in the Nation. The 8 billion dollar Federal
appropriations to protect our airports should serve as the benchmark for the additional resources

these agencies require to enhance their capabilities to secure this economically strategic harbor.
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In conclusion, some of the pending Federal regulations blur the line between commercial
responsibilities and governmental duties. I hope you will agree that any mandates to search
personnel, baggage, cargo, vehicles, watercraft or underwater structures must be performed by a
Government agency that is staffed with the trained personnel, the proper equipment, and the
legal authority to arrest potential terrorists, identify contraband, and detect explosives.

Thank you, Mr. Chairman, for your attention to these critical issues regarding the partnership
between the maritime industry and the Government. 1 appréciate the opportunity to share our
concerns with you today about how these regulations will impact the security of our Nation’s

strategic commercial seaports.
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Mr. OStE. Thank you, Mr. Ochs. I appreciate your sharing with
us your testimony.

Our next witness is Mr. Rob Marshall-Johns who is the director
of operations and quality control of Oppenheimer Co. Thank you for
joining us. You are recognized for 5 minutes.

Mr. MARSHALL-JOHNS. Thank you, Congressman Ose, thank you
to the committee for the opportunity to testify here today. The
Oppenheimer Group is an international marketer of produce, with
our imports into the United States and Canada.

The security rules and requirements, we believe, must be collabo-
rative in nature on an international basis. We see that the require-
ments for U.S. and foreign port security should be centered around
recommendations on a systematic approach for inclusion in the
global or international port security—for example, through the
International Maritime Organization, as a branch of the United
Nations.

U.S. Federal agencies should be focused more on an auditing
role. This will allow individual countries and ports flexibility due
to individual physical requirements, laws and requirements, simi-
lar in content to the C-TPAT, of which we are a member.

The focus, as it has been outlined in the proposal, shall be based
on three areas, and this is important for facility security. At the
present moment, the U.S. Coast Guard is adequately controlling or
monitoring vessel security. We see that any new rules or regula-
tions must be consistent across all agencies. For example, the 24-
Hour Rule for U.S. Customs and the proposed FDA Bioterrorism
Act have similar requirements, as far as presentation of informa-
tion prior to arrival. However, there are inconsistencies in how that
information is to be delivered, and, therefore, this is adding extra
costs to the exporter, in particular.

Port security. Again, we have been doing this for the consistency
required in terms of mandated requirements, and this has been left
up to the individual port facilities to undertake. We see that the
role of Federal agencies should be an auditing or monitoring role
in assuring that these requirements are met.

Facility and port security. We have to investigate the restrictions
of access to certain areas at certain times, whether its locked-
downs during lunch breaks, or whether its restrictions of personnel
to specific parts of the facility. Personnel security needs to be im-
proved, and we have heard a lot about the transportation workers
identification cards, the pilot program that is now about to be im-
plemented in the port of Philadelphia.

BC. Background checks and ID cards are an absolute necessity.
For instance, in the trucking industry, we see a need for the same.
This is part of the total transport network that is involved in the
ports. The screening and monitoring of cargo going into and out of
their ports must be checked on a random basis.

The cargo identification and screening, under the U.S. Customs
24-Hour Rule, we believe, is far too restrictive on the produce in-
dustry. The requirement is now 24 hours’ advance notice prior to
loading. Based on climate, based on the perishable nature of prod-
ucts, there should be some way that you would get some latitude
here.
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We believe that U.S. Customs screening, which is required now,
should be included as part of the previously discussed international
standards, we should see random screening in the ports of loading,
and also random screening at the ports of discharge. The costs can
be excessive, and they must be spread across the whole community.

At the moment, we are seeing charges of anywhere between $100
and $800 per container charged to the exporter for each screening.
We believe that perhaps we should be looking at a surcharge across
all cargo. The transportation security cards, as I was saying, we
need to ensure that anybody who has access to any of our port fa-
cilities across this Nation and perhaps internationally is carrying
them.

We see that product security is an important part of trying to de-
fend and ensure that the supply of food to the consumer is not in
any way jeopardized, and that we've tried to strengthen it. We see
this in the protocols that we have developed for our own internal
use—for our own company and for all of our service providers and
suppliers this is something that we have now—we’re not forcing,
but we'’re requesting that they adhere to.

Just in closing, September 11th changed our lives forever, and I
think we, as a community feel, the cost of security is for everybody
to be involved. It can’t be loaded on one person. It can’t be loaded
on one company. And, whether it comes through from Federal
agencies, taxes, whatever way, the consumer is going to end up
paying. Security is the responsibility of us all, and it should be
proactive versus reactive in nature.

[The prepared statement of Mr. Marshall-Johns follows:]
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“What Regulations Needed to Ensure Port Security”

From the Perspective of Shippers of Agricultural Produce

Presented by Rob Marshall-Johns
Director of Operations and Quality Control
David Oppenheimer and Company
April 24, 2003

Food safety and security are among the chief concerns of David Oppenheimer and
Company. In 2002, the Seattle, WA-based organization brought over three billion
individual pieces of fruit grown overseas and domestically into the North American
marketplace. As such, Oppenheimer recognizes the serious responsibility it has to
ensure that the produce it introduces into the American food supply is safe for

public consumption and enjoyment.

Oppenheimer is a full-service produce marketer with 11 offices throughout North
America and Chile. It represents thousands of growers from around the world,
importing apples, pears, kiwifruit, apricots and berries from New Zealand; oranges,
apples and pears from Japan; kiwifruit from Europe; oranges from Australia,

mangoes from Mexico; and a range of fruits from Chile, to name a few.

Last year, Oppenheimer undertook a survey of its customers in effort to learn more
about company performance and specific industry trends. Food safety and security
emerged as the most critical issue on the minds of American retailers, most of whom
believe this will be among the most critical areas of their business for the next half
decade.

The company is involved in all aspects of the supply chain. Its direct relationships
with growers enable Oppenheimer to ensure that the fruit it markets is grown and

packed in the safest manner possible. And once the fruit has been harvested,

Page 1 of 7
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Oppenheimer can influence food safety and security during the voyage, discharge,

storage, and ground transportation phases of the process.

Oppenheimer has long been cognizant of the importance of food safety. For
example, it has standards in place to represent only growers who adhere to Hazard
Analysis Critical Control Points (HACCP)-based growing practices. HACCP is a
system for identifying potential points of contamination during production. In
addition, Oppenheimer’s quality assurance protocols are able to trace each pallet of
fruit that enters its distribution system to the orchard where it was grown, so any

concerns can be quickly and efficiently addressed.

The events of 9/11/01 changed the scope of “food safety” forever. Now, it not only
encompasses hygienic growing, harvesting, packing, and shipping practices; it also
focuses on protection from bio (or agri) terrorism at all aspects of the post-harvest
chain.
Oppenheimer adheres to strict food security protocols which it put place in January,
2002. The protocols were developed to help ensure that imported products are safe
from potential acts of terrorism as well as contamination from natural sources.
Oppenheimer’s confidence in its ability to provide safe, secure produce to the
American market is so strong that the company brand now appears on a significant
proportion of the product packaging The Oppenheimer policy concentrates on three
key aspects of security:

1. Employee Security

2. Equipment Security

3. Product Security

Each of these areas are addressed at key points of the distribution chain, from vessel
transportation from the country of origin straight through to transportation of
product to American retailers and wholesalers (see flow chart, Appendix A). All
facets of the operation have been evaluated with a view to ensuring the security of

Oppenheimer product during all phases of the distribution process.

Page 2 of 7
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Critical areas include: Vessels at Sea, Vessels at Discharge, Stevedores, Pier

Facilities, Trucking Companies, Produce Industry, Off Port Cold Storage.

1. Employee Security: The disciplines in this area ensure that the personnel
who interact with the product along the chain are appropriate and have
passed security requirements. Protocols include:

m  Background checks for ship crew and others as appropriate

m  Screening process undertaken for any temporary employees

m  Identification badges to be worn at all times by crew, stevedores,
pier/off port storage staff and truck drivers, federal personnel

®  Truck drivers must hold TWIC cards, as per the pilot program
developed by the Transport Security Administration to be
implemented on the Delaware River and a West Coast location

m Personal items belonging to personnel are subject to search and must
be kept out of key areas on vessel, discharge and cool store areas.

= Access limited to physical areas specific to each person’s position

m  All personnel trained to be vigilant for signs of unusual behavior
among peers

s Any visitors to vessels, pier facilities and cold storage units must be
accompanied by authorized personnel

m  Visitor logs must be meticulously maintained.

2. Equipment Security: Protocols in this area relate to the security of vessels,
facilities and trucks. Requirements include:
= Security personnel assigned to watch such key areas as gangways,
waterside of vessels while docked, and areas where containers are
stored. Patrols also required at potentially vulnerable times, like
during discharge and truck loading, and at night.

= Automated entry systems/alarmed exit doors in place

Page 3 of 7
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»  Restricted access 1o sensitive areas, i.e. ship’s bridge, chemical storage
areas, etc.

w  Physically secure perimeter (e.g. fences with razor wire) that are
strictly patrolled.

m  Posted signs advising that a restricted area is being entered and
vehicles are subject to search

m  Parking allowed in designated areas only

»  All doors, gates, hatches and decks secured

= Any suspicious packages or signs of tampering with buildings must be

reported to authorized person.

3. Product Security: Disciplines in this area are dedicated to the security of the
actual product being transported. Key requirements are:

= Regular inspections of refrigeration and air intake systems on vessel
and in storage

m  Application of seals to hatch/decks, containers, and trucks. Log must
be kept to show record of seals being broken, and explanation
provided by person who broke the seal.

= Facilities where product is stored must be locked during work breaks
and at night.

»  Any evidence of tampering must be reported to authorized person.

Oppenheimer relies upon its staff, growers, and service providers (such as
stevedores, cold storage facilities, and shipping lines) to implement its food safety
and security requirements. The company makes adherence to these requirements

mandatory as it contracts with these groups.
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Cargo Identification and Screening

Oppenheimer contends that it is the responsibility of the country of export to
establish a system that satisfies U.S. requirements, and that U.S. Federal Agencies
will monitor these systems through such disciplines as the U.S. Customs 24-hour
rule and other means.

All cargo must be identified by unique identification systems — bar code readable
pallet numbers, bar-code readable individual case coding, and adherence to existing
federal regulations. Oppenheimer believes that this should apply across all products
and origins.

The U.S. Customs 24-hour rule (notification of shipment contents 24 hours prior to
the loading) for break bulk vessels and containers presents some challenges for fresh
produce. Unlike a manufactured product where the specifications are generally
consistent, many factors (different sizing, pack types, varieties, maturity issues at
harvest, etc.) come into play when dealing with fresh fruits and vegetables.
Sometimes the actual product specifications are not known until immediately before
the vessel is loaded. The North American produce industry would find a 24-hour

rule post departure from the country of export could be more easily implemented.

Cargo screening on a random basis at the time of arrival in the U.S. is imperative to
ensure compliance to any U.S. federal regulations. However, it should not be so
onerous that it causes significant delays which may affect product integrity, and
incur costs that have a negative impact on margins and returns to growers.
Initiatives such as C-TPAT {of which Oppenheimer is a partner) allow importers
(and their associated exporters) to show their proactive actions in minimizing the
potential for contamination on the product, should allow the importer to be on a
lower level of screenings/reward and penalty system.

Transportation Security

Anyone involved in any aspect (shipping, stevedoring, trucking, importing, storing,
processing, etc.) of the transport system must have a federally-issued ID card — the
opportunities for abuse of any other system are too great. Oppenheimer believes

that the pilot program for the TWIC (Transportation Workers Identification Card),

Page b of 7



46

as proposed by the TSA, is the correct process to ensute security of personnel and
believes this is a significant step forward in ensuring food security during the

ground transportation phase of the distribution process.

Background checks should be (and are required by Oppenheimer) part of the
natural process for the hiring of personnel involved in any way in the handling,

inspection, or transfer of any products — both domestic and imported.

Also, a system should be put in place for the advanced electronic screening for any
person involved in the transfer of any fresh produce on an international or domestic
basis. Such a system should include, but not be limited to, passenger and crew

manifests as well as cargo information.

Transfer of products by any means should follow strict procedures were the product
is sealed be any means (conventional seals, electronic locks which record any

opening/closing of the seal lock, etc.).

Food Safety and Security in the Produce Industry

While American grocery industry is very dynamic, one constant theme across all
levels is an overriding concern about food safety and security. A case in point:
recently a top North American retailer issued a letter to all suppliers indicating that
all product delivered to its warechouses must be transported in sealed trucks.
Oppenheimer expects other retailers will soon follow suit. Also, the U.S. and
Canadian Produce Marketing Associations are working together to create
traceability practices that can be implemented across the North American produce

trade and extend out to growers who export to this continent.

Thus, the produce industry, along with its retail partners, and service providers,
and growers, are pooling their efforts to ensure the American food supply is
protected from risk.

it

Page 6 of 7
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Mr. Osk. Thank you, Mr. Marshall-Johns.

I want to come back to the protocols that you mentioned, but I
would like to examine them, so don’t let us get away without com-
ing to those, OK?

Mr. MARSHALL-JOHNS. Sure.

Mr. OseE. Ms. Williams, we appreciate your coming. Stephanie
Williams joins us as the vice president of the California Trucking
Association. You are recognized for 5 minutes.

Ms. WiLLIAMS. Thank you. Good morning, and thank you for in-
viting the California Trucking Association to this hearing. We ap-
preciate being participants in this and want to continue being par-
ticipants as this moves along.

We, of course, are most concerned of the landside operation, and
I think, as you look at the ports, especially in California, the
landside has been ignored for a very long time, and it has caused
lots of conflict with communities, with the trucking industry, in
general, in the State of California.

We have actually had a number of bills move forward on security
in California that may conflict with what is happening federally,
and we are hoping that the Federal Government would preempt
and make consistent the protocols for all ports. Either way, they
would include what California has done but in a way that is fair
to the ports in California from a competitive side versus those on
the East Coast.

There was initially, a bill passed, S.P. 1257, by the Senate Trans-
portation Chair Murray that requires trucks moving interstate/
intrastate loads to lock their facilities with some particular lock
right now. So this particular bill is going to have far-reaching im-
pacts on interstate trucking.

There are 1.8 million intrastate/interstate trucks allowed to come
into California registered in the IRP. There are only 207,000 intra-
state trucks registered here. Some of the things that are happening
in California with respect to intrastate loads carried by interstate
carriers, they are going to have far-reaching impacts. So, we would
hope that the Federal Government does step in and prevent some
of the things that are happening as we move along.

The definition of a port facility will have long-lasting impacts on
some of the carriers located near the port facilities. There are
trucking companies that have facilities on port operations, and it
would make sense for a trucking company to be held to a port secu-
rity protocol, because they truly are moving freight and moving
boxes from point A to point B. So, we would like that to be consid-
ered when rules are coming down.

Our biggest concern is the background check and the
credentialing. Although we feel supportive that it is a good time to
do that, if you look at the land-side facilities you imagine that
there are more trucking people, drivers, moving through those fa-
cilities than probably port people moving through those facilities.
You really can see that the problems can come from both sides.

The number of drivers and the type of drivers that we have at
our port facilities, we really need to be considerate of congestion
and people standing around with idle time. There is really a lot
more concern on the land side that we see that is worth being ad-
dressed that is being addressed on the port side.
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When a big ship comes in, there are a lot of people that handle
that one big ship. Just on the land side you have got 12,000 people
interfacing on the streets and at the terminal gates. It is a time
when you need to look at how much the trucking industry should
interface in the port side, and should we even be inside the ports?
Should we stop at the gate and remain there, and let the port peo-
ple handle what is on the inside of the port and the truck people
handle the outside land side?

There are lots of things that could be considered here, but, on a
safety side, there are more trucking individuals operating inside
port facilities right now than port employees.

Our comments go through our concerns on credentialing, and the
American Trucking Association and California Trucking Associa-
tion have a common interest in this. The background checks, we
want to see them done once. There is a lot of duplication between
aviation imports, hazardous materials credentialing, explosives,
goods for the Department of Defense, carrying those, border cross-
ings.

I think the worst-case scenario is Florida, which has 14 ports, 14
credentials, 14 background checks, and I am sure the FBI is not
very happy with them. It is costly, it is duplicative, and it seems
like we could just come up with one really good credential and that
would apply to everybody, and we could have periodic checks where
you could make sure that something hasn’t gone wrong.

The disqualifying criteria: we have a driver shortage. It is dif-
ficult to find drivers that want to work in the ports because of the
conditions. We don’t want to have the drivers we have disqualified,
so we would like to be more involved in that. We would like to see
what it is that would possibly disqualify a driver.

It is very arbitrary to us, and there is too much delegation to the
Secretary, meaning that the disqualifying standard is if the Sec-
retary determines the applicant poses a security risk. We would
like that defined and possibly have the criteria defined, and then
the security can disqualify it after one of the criteria were met.
Just so we would have a better idea what we could expect from our
drivers.

We would like to see the background check tied to the
credentialing card just done once, possibly have that card be in lieu
of the hazardous waste and hazardous materials; have those put
together, combined.

I think the most important part is we want to be at the table,
because there are more people interfacing on the truck side at the
ports right now than are on the marine side. But for some reason,
we are just not at the table. I think we have a lot to bring to this
as far as safety for the ports, as far as safety for the communities,
as far as safety for the State of California.

Thank you for the opportunity to testify.

[The prepared statement of Ms. Williams follows:]
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April 22, 2003

Comments Submitted to: Subcommittee on Energy Policy, Natural Resources &
Regulatory Affairs

Comments Submitted by:
Stephanie Williams
Vice President
California Trucking Association
3251 Beacon Blvd.
West Sacramento, CA 95691
(916) 373-3548

Subject: CTA Position and Items of Concern on Port Security
1: Definition of facility under the port area security plan.

In some ports, trucking terminals are located on port property. Even though their
function is not of a “marine” nature, these terminals will dispatch equipment to deliver
cargo and containers in an out of the “maritime environment.” While the portion of
the operation that interfaces with maritime operations will need to take into account
the requirements of the port security plan, clearly many of the International Maritime
Organization (IMO) security protocols do not directly apply to truck operations.
Facilities located adjacent to navigable waterways may be designated under the port
security plan. If a trucking terminal (on private, non-port property) is located near a
critical maritime infrastructure, such as a dock, or could be used to launch an attack
on shipping, such as a fuel operation located next to a critical ship canal, these
facilities could be required to participate in the port security plan, and to submit a
security plan for approval by the captain of the port.

Potential inter-agency inconsistencies, planning requirements and needs must be
recognized and reconciled to avoid conflicting and potentially disruptive requirements.

Concern 2. THERE SHOULD BE ONLY ONE BACKGROUND CHECK OF A TRUCK
DRIVER AGAINST THE FEDERAL DATABASES THAT IS UNIVERSALLY
APPLICABLE AND RECOGNIZED.

e A truck driver today may potentially be subject to background checks against
the same NCIC database under the following regimes: 1) aviation; 2) ports; 3)
carrying hazardous materials; 4) carrying explosives; 5) carrying goods for the
Department of Defense; 6) border crossings under the voluntary Free and
Secure Trade (“FAST’) program; and 7) numerous state and local criminal
background check requirements (e.g. ports in Florida and South Carolina)

e It is costly and duplicative to check the same driver against the same database;
however we support periodic checks/renewals (i.e., requiring one check every
three years)
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¢ The federal background check for truck drivers must preempt all other state
and local requirements

3. THE BACKGROUND CHECK MUST BE QUICK, EFFICIENT AND COST-
EFFECTIVE

s Earlier estimates by FMCSA regarding implementation of the USA PATRIOT Act
predicted the turnaround time for a hazmat endorsement to be between 3-6
months

¢ Many states do not even allow a person to apply for renewal of a hazmat
endorsement more than 30-60 days out (a chart listing state requirements is
attached); thus any greater delay would put drivers out of jobs

* The states have neither the infrastructure nor the funds to put in place an
efficient system

e Private sector models, including the aviation and banking industries, turn
around NCIC checks in 4-7 days

e Any background check regulation should be flexible enough to allow private
sector solutions

4. THE DISQUALIFYING CRITERIA SHOULD BE CLEAR AND CONSISTENT AND
THE RESULTS OF THE BACKGROUND CHECKS COMMUNICATED TO THE
EMPLOYER.

e Under the USA PATRIOT Act, the disqualifying standard is if the Secretary
determines the applicant poses a security risk; what does that mean?

*» When the Secretary makes a determination that the driver poses a security risk,
the driver’s employer should be informed concurrently as to why

e THE EMPLOYER, AT A MINIMUM, SHOULD BE AFFORDED LIABILITY
PROTECTION FOR EMPLOYMENT DECISIONS ARISING OUT OF A MANDATED
BACKGROUND CHECK

5. THE ONLY WORKABLE SOLUTION APPEARS TO BE TYING THE BACKGROUND
CHECK TO THE ISSUANCE OF A TRANSPORTATION WORKER IDENTIFICATION
CREDENTIAL AND NOT A DRIVER’S HAZARDOUS MATERIALS ENDORSEMENT.

¢ There are background check requirements at ports and airports; not all drivers
carrying goods there have hazmat endorsements to their CDLs

* Many shipper-customers are requiring second forms of identification; a TWIC
could become the universally accepted standard
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* The CDL was always aimed at a driver’s safety fitness; the TWIC could be
developed with security fitness in mind

6. IMPLEMENTATION OF THE BACKGROUND CHECK RULE MUST NOT DISRUPT
THE FLOW OF COMMERCE.

e Any background check rule should be phased in over a reasonably sufficient
period of time to ensure compliance is feasible given the volume of drivers that
will be subject to such rule

e Drivers must be permitted to continue driving while the background check is
being conducted

¢ The impact on the trucking industry’s ability to continue hauling the Nation’s
freight must be carefully considered

¢ Qualifications for facility security officers in “non-marine” facilities must take
into account the relationship between trucking and the maritime environment.

7. THE TRUCKING INDUSTRY SHOULD BE AT THE TABLE

While it makes sense for marine facilities to have security staff with expertise in the
IMO security protocols, it does not make sense to require a land-based facility like a
motor carrier to have marine/IMO security expertise. The fact that trucking
operations require different skills and knowledge must be reflected in the security
requirements placed on their facilities, and the associated port security committees
and plans. Intermodal motor carriers must have a seat on each local port security
committee.

At many ports it is quite likely that more trucking personnel enter ports with greater
frequency and numbers than any other category of persons, including port employees
themselves. Accordingly, their perspectives and expertise are crucial to assure
development and implementation of a successful security plan, and at the same time,
maintain the efficiencies of the intermodal freight system that yield universal benefits.
To assure proper localized representation, a state-based motor carrier industry
organization, or its designee, should hold this seat.

8. System Interoperability — The personnel credentialing system at one port
should match all other ports. Resulting interoperability is fundamental to
intermodal freight systems’ efficiencies, and vital to governments’ intelligence
and security objectives.

Myriad data collection and processing systems are currently available for both freight
tracking and secured facility access. Most of them are proprietary and many have
associated subscription fees. To move freight throughout the country, motor carriers
and others often must subscribe to several different systems. This is equivalent to
having to use multiple transponders. If government develops newly required systems,
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the picture only gets worse. Government leadership and responsiveness to private
sector stakeholders is the key to achieving interoperability across all freight systems.

A perfect example of how not to implement security objectives and related technology
is found in Florida. Prior to September 11, 2001, the Florida legislature mandated
that each of their 14 marine ports establish an identification card system with an
associated criminal background check. Void in this plan were any requirements for
interoperability, so that the system at one port was interoperable with any other port.
This was done in spite of the fact that the Executive Director of the Florida Trucking
Association cautioned and pleaded with lawmakers to make the system interoperable.
The legislature ignored industry. As a result, each truck driver seeking access to all
14 ports must fill out 14 applications, pay 14 processing fees, get fingerprinted 14
times, be in possession of all 14 cards, and renew them periodically. This means that
all 14 applications from a solitary driver are sent to the same Florida law enforcement
agency for processing, and for that lone driver, the FBI is burdened 14 times to
conduct a fingerprint and background check, and return 14 reports to the Florida
agency. The resulting burden to the driver is truly ridiculous. Moreover, American
businesses struggling to be globally competitive are reliant on cost-effective intermodal
freight service. Ultimately, they suffer from the cost of this boondoggle too. But
perhaps the most unacceptable result from ignoring interoperability, is that to do so,
creates security system redundancies that enlarge the potential for security failures.

By stark contrast, the trucking industry commends the United States Coast Guard for
seeking the participation of the private sector.

9. Port Driver/Worker Credentialing System — The trucking industry strongly
supports an interoperable Port Worker’s Identification Card, which works in an
open-architecture environment.

The technology of the Port Worker’s Identification Card should closely resemble the
concept developed by the Credentialing Direct Action Group. The day after September
11, Secretary Norm Mineta organized the National Infrastructure Security Committee
(NISC), and charged that group with fortifying America’s infrastructure against
terrorists’ nefarious aims. The NISC formed several subgroups where the trucking
industry is well represented. Under the NISC, the Credentialing Direct Action Group
developed the conceptual framework for a Transportation Workers’ Identification Card.
This concept generally incorporates protocols, open architecture, protection of
confidential personal and corporate information, and technical features that result in
an efficient and interoperable system vital to truckers’ interests. In its Federal
Register Notice on December 30 of 2002, the USCG (at page 79750) states its intention
to incorporate these concepts to provide secured personnel access to security sensitive
port areas and facilities. America’s trucking industry strongly supports USCG in this
objective.

Technology Selection Criteria: When good security proposals also portend increased
economic efficiencies, this helps to offset costs (both start-up and perpetual costs).
The trucking industry astutely understands the need for accurate, dependable and
secure driver credentials. Increasingly, motor-carriers’ customers are pressuring them
to develop a system that not only identifies a driver as holding a valid CDL, but also
confirms who he works for and that he or she is authorized to pick up a load. The
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features associated with the Credentialing Direct Action Group meet these criteria.
Accordingly, motor carrier customers could voluntarily adopt the same technologies
for security at their places of business. The effect would be to drive down costs
through efficiencies of scale.

10. Data Privacy must be protected.

The trucking industry, like the other three freight modes, does not collect freight data
and information without a clear purpose. In almost all cases it is collected as part of
conducting business in a competitive environment. Consequently, while there is a
substantial amount of freight data, much of it is proprietary. The trucking industry
supports security programs but government, and the systems they propose building,
must be extremely sensitive about protecting data.

Any drivers’ personal data, and business’ proprietary and confidential information,
must enjoy robust protection by the system. Laws must severely punish criminals
unlawfully obtaining or using this information, and include far-reaching financial
sanctions and lengthy incarceration.

11. Mandated Vs. Performance-Based Systems: Government should focus on
functional needs and let the industry decide how to meet and deliver those
functional requirements. :

Among other objectives, terrorists seek to destroy our economy. Government, with the
assistance of industry, must make every effort to effectively build sufficient security
infrastructure without being so costly or cumbersome as to destroy the economy it
seeks to protect. USCG should be praised for its deliberate and copious efforts to
develop optimum systems, procedures and policies. In this vein, it is important to
understand that the trucking industry has already invested in highly sophisticated
and very expensive systems. Since September 11, thousands of government agencies
and private businesses have been waiting for Congress, and the agencies it controls, to
provide leadership to specify the open architecture and protocols necessary and
antecedent to further investment. The intervening uncertainty has been extremely
frustrating to all stakeholders. Key to America’s success in thwarting domestic
terrorism is to shun mandates reliant on proprietary vendors, and to engage in
industry and government partnerships to jointly analyze, field test, and determine
security programs.
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Mr. OsE. Thank you, Ms. Williams, for joining us today.

The next witness comes to us as a senior liaison to the ports of
L.A. and Long Beach from the International Longshore and Ware-
house Union. It is Dr. Domenick Miretti.

Dr. Miretti, before I recognize you, I want to extend to you and
your colleagues in the union here, the appreciation of the Members
of Congress. It is little known, but it is a fact that after September
11th, in the face of great uncertainty as to what other threats or
dangers existed, the longshoremen took upon themselves a con-
scious decision to go back on the docks and load commerce, and we
are grateful.

And, for no other reason, I mean, I want to say to you and your
colleagues that this country and this Congress is grateful for your
colleagues’ willingness to do that blind, purely blind.

You are recognized for 5 minutes.

Dr. MIRETTI. Thank you very much, Mr. Chairman, for your gen-
erous remarks and for including organized labor as a part of this
hearing and for asking me to speak on their behalf.

Because labor is involved in numerous maritime activities, we
have a wide range of port security concerns. For those additional
issues too numerous to mention, please see our written testimony.

The smuggling of weapons of mass destruction in containers
through our ports is labor’s worst nightmare. Those containers that
are empty provide the easiest, most logical hiding place. Labor be-
lieves that therein the soft underbelly of port security.

In the congressional subcommittee report, the ILWU put forth a
program based on standardized procedures for inspecting empty
containers. Under this plan, dock workers would inspect empty
containers. Container seals would also be checked to ensure that
they haven’t been tampered or altered. This ILWU proposal is in
keeping with the minimum criteria for a model port as set forth in
the Graham Commission on Port Security.

An additional area of concern is with those individuals entering
marine terminals. Included in this group are truckers, contractors,
vendors, or any occasional port visitor. Their arrival and departure
must be more closely scrutinized. Recently, a trucker was given
clearance to enter a containment facility. Once in the yard, two in-
dividuals hiding in the truck’s sleeper proceeded to strip yard
equipment for spare parts. They were apprehended, but this raises
the question, how secure are the terminal gates?

The ILWU has proposed the creation of holding areas where
truckers could drop off and pick up containers near terminal gates.
These secured holding areas would not only limit the number of
truckers in a terminal, but would also expedite the flow of cargo.

Organized labor working on the docks is also concerned about se-
curity force management and practices. The ILWU advocates mini-
mum men and training standards for security personnel at local
seaports. Presently, security guards at marine terminals have little
or no training in crime or terrorist detection, prevention, or what
course of action must be followed should a terrorist attack occur.

Unfortunately, some local port security guards with invaluable
on-the-job experience are being replaced by a less expensive work
force. When workers are paid a living wage, they provide a depend-
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able and responsible work force. Low-paid security officers become
a revolving work force creating weakness in port security.

If and when a terrorist event does occur, port contingency plans
will take effect. But, unfortunately, individual workers don’t have
a clue as to what they should do. Final instructions will be broad
and general in nature, and will vary from terminal and terminal.
What is needed is a worker port readiness plan. Once implemented,
port readiness exercises will be conducted with total worker in-
volvement.

In order for this plan to work, there must be a centralized and
integrated communication system that ties together all port termi-
nals. Should a terrorist event occur, all facilities could then act in
unison.

Mr. Chairman, I believe that the level of security at which our
ports will ultimately function will be driven in large part by port
productivity and the cost involved in funding anti-terrorist meas-
ures. Industry’s ability to increase revenues is critical in their stay-
ing competitive.

Unfortunately, as security measures are increased, most often,
productivity levels decrease. New anti-terrorist technology and
more on-the-job worker involvement could, and should, play a cru-
cial role in keeping our ports safe, secure, and productive.

Three critical questions still beg to be answered. One, what real-
istic level of funding will be required to develop best practices and
basic principles for marine terminal security? Second, is such an ef-
fort affordable or too costly to achieve? And, third, how involved or
committed will the Federal Government be in funding port security
programs and badly needed infrastructure improvements around
our ports?

Mr. Chairman, hopefully, you can help provide us with an an-
swer to my last question.

Thank you.

[The prepared statement of Dr. Miretti follows:]
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TESTIMONY OF DOMENICK MIRETTI
BEFORE THE
SUBCOMMITTEE ON ENERGY POLICY,
NATURAL RESOURCES AND REGULATORY AFFAIRS
APRIL 24, 2003

My name is Domenick Miretti. I am a professor at East Los Angeles College, and
director of International Commerce and Career Center. I am equally proud to be a
longshoreman and an active member of the International Longshore and Warehouse
Union (known as the “ILWU”) for 52 years, which since 1934 has been chosen by the
thousands of West Coast port and dock workers to represent us in all matters related to
our employment. Our union, the ILWU, presently represents about 60,000 working men
and women, not just in the longshore and maritime industry, but also in warehouse, hotel-
restaurant, health care, mining, office clerical and a variety of other industries in
California, Oregon, Washington, Alaska, Hawaii and Canada. I am honored that my
union appointed me to be ILWU’s liaison to the Ports of Los Angeles and Long Beach
where I have served for 19 years.

Before going further, I want to thank you, Chairman Ose, and the entire Subcommittee
for the opportunity to share with you my views concerning port security. For many of us
on the docks, port security is not just one among many issues on the post 9-11 American
agenda. For us, port security is a matter by which we, our families and our port
communities live and possibly may die every single day.

If you can imagine unloading thousands of containers, each filled with unknown items
packed by unknown people at any and all locations throughout the world, and virtually
none of these containers or ships go through any security screening before you, the
longshoreman, work the ship, then you can begin to appreciate the risks and fears we face
every day and understand why port security is our absolute, top concern. Working these
foreign flag ships is like boarding an airplane, owned, operated and crewed by foreign
nationals, a plane loaded with luggage from countless places and the luggage, for the
most part, has never, ever been inspected! And one wonders, will it explode? Am I being
exposed to some poison or bio-weapon infecting not just me but my family, friends and
neighbors? We hope you know that the members of the ILWU are committed to
making our ports and surrounding areas safe, secure, and free of criminal or terrorist
activities. It is a simple matter of survival for us.

And we hope you can also appreciate that our views on port security are formed by
actual, hands-on experience. We know better than just about anyone how ports and
commercial docks operate and what are real, and what are imagined security problems.
It is in this context that we present our views today and urge that Congress and the
Administration provide for effective, not cosmetic, security measures to protect our ports
and port workers.
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As you know, the Maritime Transportation Security Act was passed and signed into law
last year after Senator Hollings dropped his insistence that a user fee pay for the
necessary security enhancements to our ports. The Coast Guard is developing
implementing regulations that will soon be published. The U.S. Customs Service wisely
forced the industry to submit manifests 24 hours before loading cargo destined for a U.S.
port. The maritime industry is asking Congress and the Administration to provide the
funds to meet the mandates of the legislation. Funding is an important issue, but frankly,
the industry has failed to change its business practices to meet the security needs of the
country, and they continue to resist implementing common-sense changes to business
practices that would make a real difference in securing the port.

For example, the business practices subcommittee of the container security working
group, a private sector advisory committee moderated by Anthony Furst, Transportation
Security Administration specialist, recommended business practices that would enhance
security. The subcommittee recommended that empty containers be inspected prior to
entering a marine facility and again before the empty container is loaded on conveyance.
Many countries, including Japan, require such inspections because of the increased risk
that these empty containers pose for the placement of bombs, weapons and contraband.
The United States expects other countries to follow this common sense, affordable
procedure, to ensure the safety of empty containers yet our own industry continues to
resist this practice because they have chosen higher profits over the security of the nation.
One terminal operator, Stevedoring Services of America, which operates the terminal for
Chinese Ocean Shipping Company refuses even to inspect empty containers as they enter
the terminal, much less inspect them a second time.

Mr. Furst addressed the security working group of the Marine Transportation System
National Advisory Council and reiterated that the subcommittee recommended that
empty containers be inspected twice at a marine terminal. Yet the industry continues to
ignore this common-sense recommendation to enhance container security.

The containers on vessels and in port facilities need to be subject to some type of security
screening to protect U.S. seaports and international maritime commerce. Longshore
workers have the experience, training and knowledge to provide the type of security
screening that would greatly enhance the security of our ports. Port workers who receive
containers should be assigned to inspect the integrity of the outside seal on each
container. A broken seal would alert the port facility that the container has been
tampered and that it needs to be carefully inspected before entering a facility or being
placed on a vessel. A systematic check of container seals also provides authorities with a
record as to the parties responsible for placing the seal on any container that may be the
means of a terrorist act.

Forty-seven warheads shipped from Europe and destined for U.S. Department of Defense
use were discovered by the U.S. Coast Guard on a foreign owned and foreign crewed
containership at the Port of New York/New Jersey before the government allowed the
vessel to dock two days later, according to a story written by John McLaughlin and
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published in the April 8, 2002 edition of Lloyd’s List. McLaughlin’s investigative report
said the warheads were discovered by the Coast Guard boarding party in an on-deck
container after noticing that its safety seal appeared to differ from the one put on the
box when it was loaded. It was serendipity that allowed the Coast Guard to catch this
breach of national security. Longshore workers stand ready to assist the authorities in the
inspection of every seal on every container that moves through the Ports of Los
Angeles/Long Beach.

Our employers must also work with trucking companies to ensure that operations related
to pickups and deliveries are safer and more secure. For example, today truckers have
access to the entire terminal and have ample opportunity to commit a destructive act. The
terminal operators should set up secure “staging areas” at the entrance of each terminal to
protect the terminals and vessels from any possibility of attack by a truck.

Regulations should require security clearance requirements for all vessels, their owners,
and operator and crew before being allowed to enter a U.S. port. Presently, these vessels
operate under secrecy and without regulations by the scheme of flying the flag of a
country that lacks any meaningful regulations and scrutiny. The London Times reported
that the terrorist group, Al Quada, presently operates dozens of flags of convenience
ships. One of Osama bin Laden’s ships was reportedly used to transport weapons to
Africa for the purpose of blowing up the U.S. embassy in Kenya. Regulations must
require transparency in ship ownership.

As a general matter of policy, the ILWU membership opposes background checks on any
workers. During the investigation of the Interagency Commission on Seaport Security
(the Graham Commission) the ILWU challenged the Commission to prove their assertion
that internal conspiracies are a problem at many of our nation’s ports. We asked them for
an example of an internal conspiracy to commit crimes involving ILWU longshore
workers. They could not produce one example of ILWU workers at our nation’s ports
involved in criminal conspiracies. Not one. In fact, the only involvement our members
have with serious criminal activity is reporting to authorities suspicious activities and
cargo. In previous testimony before the Senate Commerce, Science and Transportation
Committee, we pointed out that the actions of one longshore worker at the Port of
Tacoma led to the largest cocaine seizure in the Port’s history

Obviously, the majority of members of Congress disagreed with our position and passed
legislation that required criminal background checks on individuals with access to secure
areas. Workers would be issued Transportation Worker Identification Cards. We
recommend that regulations require the highest level of privacy for individuals who are
subjected to federal background checks and that the TWIC card be used for positive
identification security purposes only. Based on the employers’ own statements, we have
concerns that the Pacific Maritime Association will use the information on cards for
purposes that should be in the venue of collective bargaining.

I was appalled to hear that American President Lines recently fired its experienced
security guards and hired other personnel to handle security on the docks. Security
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guards have not been adequately trained, nor equipped to help secure the ports from acts
of terrorism. We assume that APL fired security guards so that they could hire lower
paid and less qualified workers. This is wrong in terms of workers rights and it is so
wrong in terms of the security of our nation. These ports need more security guards that
are trained, well-paid, and professional. Some of the problems that the ILWU has cited
when adequate staffing and training standards are not enforced include:

¢ Unauthorized pedestrians enter waterfront facilities with little interference
through employee turnstiles, parking areas and unattended gates.

e Unauthorized persons embark upon vessels because there are no requirements for
terminal operators to provide gangway security.

* Unauthorized persons enter terminals where there is insufficient gate security to
handle the traffic on entry lanes for both truck and vehicular traffic and also exit
lanes simultaneously.

e Some terminal operators may have only one security officer for an entire facility,
leaving the operation vulnerable in numerous areas.

¢ Rail gates and rail operations will require greater security. As rail operations
increase so will the opportunity for stowaways and other unauthorized activity.

I believe the Congress erred in the Maritime Transportation Security Act by allowing
terminal operators to draft their own security plans rather than allowing the Coast Guard
in conjunction with the local port security committees to write the facility security plans.
The terminal operators have shown a propensity to cut corners on security if it means
increased productivity and profit. It is incumbent that the local port security committees
have an enhanced role to review security plans and ensure that operators actually institute
security and change business practices so that our ports will be as secure as feasibly
possible.

Finally, Congress can help the maritime industry deal with the costs associated with
security mandates by funding infrastructure improvements around our ports. For over ten
years, Long Beach has been pleading for improvements to the one, singe freeway that
acts as both the only artery into and out of the port, as well as the only citizen access into
Long Beach. The 710 Freeway is a small 6-lane artery that has not been significantly
improved for decades. Yet the Port of Long Beach has seen truck traffic double and
triple every couple of years. The freeway is choked with traffic between the hours of
8:00 am and 5:00 pm, unable to accommodate residents and visitors because of
unbelievable bumper to bumper, 5 mph truck congestion. Infrastructure investments can
make our port communities more productive and more secure.

Thank you for allowing me to testify today. I would be pleased to answer any questions
from the Committee.
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Mr. OsE. Thank you, Dr. Miretti.

All right. The way we are going to proceed here is that each of
the Members on the dais here, in a systematic manner, will be
given 5 minutes to ask questions. We will have as many rounds as
the Members wish to ask questions of the witnesses. The questions
may range far afield, but they are all adjoining.

To the extent that there are questions and we are running out
of time in terms of our scheduled period in this room, we have the
opportunity to submit written questions to you, in which case we
would appreciate timely responses back. That is the purpose of
leaving the record open.

The order we are going to proceed is I will go first, then the vice
chairman of the subcommittee will proceed, and then we will go to
Mr. Rohrabacher and then Ms. Harman, and we will just repeat
that process over and over. If a Member has no questions, then
they pass.

With that, we will proceed.

My primary interest in this is, what is the worst-case scenario
that the citizens of commerce would be as exposed to in a port se-
curity incident? I am going to proceed from my right to my left
here. Dr. Miretti, how do you view that question? What is the
worst-case scenario? What are we confronted with here?

Dr. MIRETTI. The worst-case scenario I believe would be a situa-
tion where security might be breached, some type of weapon of
mass destruction does find its way into the port, a bomb could be
detonated, some kind of chemical warfare could be used, something
of that sort.

So it would not only be devastating to life and limb, but it could
be catastrophic in terms of shutting down the port. Congresswoman
Harman indicated the devastation that would incur in terms of the
national economy. So that there, not just loss of life and limb, could
occur but could help bring the economy of the United States to its
knees.

Mr. Ost. Mr. Ochs, one of the things that we hear about in Con-
gress is blockading a port, or sanctions on perhaps some of the
other countries in the world that the United Nations puts in. Could
a ship be dropped in the entry to a port, and thereby just block it?
And, if that happened, how long would it take to clear the channel?

Mr. OcHs. I think folks look back on the incident with the USS
Cole and think that a similar situation could occur here and shut
down the port. I guess, to give you a brief answer, sir, the Cole is
a small ship. A small ship could be sunk in the channel here. I
think a small ship could be cleared in a matter of days.

A large ship, like most of the container ships are and the tanker
ships are, are literally unsinkable. And, if you think back to the ex-
perience you had in the Persian Gulf in 1988, where the Gulf was
mined after the USS Princeton was literally broken in half by a
I(I}liIilF, the Navy ships followed the tankers through the Persian

ulf.

So a USS Cole-type strike against a merchant ship, in my opin-
ion, is unlikely because it would be unsuccessful. Just from the
structural nature of the merchant ship, from the sheer size of the
ship, and the fact that a container ship, because it is full of steel
boxes, is essentially multi-hulled.
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Mr. OskE. Mr. Keller, do you agree with him?

Mr. KELLER. I do, Mr. Chairman. We have examined this at some
length. It is one of the worst scenarios that anybody could face.
But, in examining it in great detail, as Mr. Ochs says, the types
of ships that we have here, the large nature and the target types
that would be afforded, are essentially—I wouldn’t say unsinkable
but certainly have the capability of being maneuvered out of the
way rather than create some kind of inert blockage.

Adding to that, we have also made sure that we have standing
contracts with people with heavy lift equipment with the ability to
move these ships as quickly as possible to reopen our channels.

Mr. Ost. Congressman Janklow, you are recognized for 5 min-
utes.

Mr. JANKLOW. Thank you very much, Mr. Chairman.

If T could, Mr. Keller, in your testimony, you list several things
that you have requested funding for there on the second page.
Starting with construction of a high-risk container inspection facil-
ity, and ending with a security assessment for $300,000. Are these
in your order of priority, or are they just listed on there?

Mr. KELLER. I don’t believe they are in a list of priority.

Mr. JANKLOW. Something really bothers me. It is a practical
thing. Are you saying that for $15 million, in the estimation of you
and your team, you can make this port adequately secure? Or is
this just a round of funding that you are looking for?

Mr. KELLER. This is a round of funding, Governor. These are
some of the most important things that we see right off the top.
As I said in my testimony a few minutes ago, we really need to get
beyond using people to do things that technology can do better, so
we can redeploy our people.

Mr. JANKLOW. I notice that everyone wants to be at the table.
Has labor been at the table? Has the trucking industry been at the
table? Have the private shippers been at the table? Has the ship-
ping association been at the table? Have all of these people been
at the table, as you folks were preparing your plans for what is
necessary to make this port secure?

Mr. KELLER. I am not certain that there is a single table. I mean,
we have all dealt with multi-agencies at various levels.

Mr. JANKLOW. I am not so sure I know what that means.

Mr. KELLER. Well, we tend to be very maritime-focused. So we
have certainly been at the table with labor and the shipping com-
panies. I think the trucking companies probably deal with it at a
little different level of Federal and State officials and have prob-
ably been at that table.

Mr. JANKLOW. How do you get this stuff out of your port, once
it comes in on a ship or a boat?

Mr. KELLER. Truck and rail.

Mr. JANKLOW. Pardon me?

Mr. KELLER. Truck and rail, basically.

Mr. JANKLOW. Has rail and trucking been at the table with you?

Mr. KELLER. They have been at various venues, but not at all the
same.

Mr. JANKLOW. How many different law enforcement agencies are
there that you deal with that have different communication sys-
tems?
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Mr. KELLER. Myriad. I could begin listing them, but in terms of
the communication systems, there is probably two or three. I think
we have, in this area, certainly come a long way to harmonizing
those.

Mr. JANKLOW. Mr. Ochs, in your testimony you talk about the
Maritime Security Act and the things that you like about it, and
that you generally support it. With respect to the doing the secu-
rity things, you assume that, for example, you want to be watch-
man, but you don’t have the power to arrest them, you are not
looking for the power to arrest. It is not your job to go around and
figure out what are explosives and those types of things.

Mr. Keller, do you agree with that?

Mr. KELLER. I do, Governor. I think that is exactly right, and it
is particularly pertinent here, because we are what you call a land-
lord port, and we don’t operate. But, for instance, we do have our
own police force. We do have a dive team with that police force,
and we work very cooperatively with Federal agencies who do the
waterside and some landside enforcement as well.

Mr. JANKLOW. Mr. Marshall-Johns in your testimony you talk
about the programs that your company has implemented. When
you talk about employee security, you say that you do background
checks for ship crew and others appropriate, but you do a screening
process for temporary employees. Why should there be a difference
between temporary employees and full-time employees?

Mr. MARSHALL-JOHNS. The background checks and screening are
carried out on all employees, particularly the full time employees.
They are undertaken on all employees that have any possible safe-
ty contact with the product, and the concern was——

Mr. JANKLOW. But, they all have some background check, all of
those who have contact with the product?

Mr. MARSHALL-JOHNS. Yes, they do.

Mr. JANKLOW. OK. So we are looking at the difference, then, be-
tween temporary and full-time in that respect.

Mr. MARSHALL-JOHNS. In that respect, no.

Mr. JANKLOW. Why would you need to use the logs meticulously?
Wouldn’t that be an after-the-fact thing that would help you?

Mr. MARSHALL-JOHNS. It is part of precautions that we consider
that security is knowing who has been in a facility at what times.

Mr. JANKLOW. My time is about up, but I have one more question
for you, sir. You say, “Our personnel are trained to be vigilant for
signs of unusual behavior among peers.” Could you tell me how you
train people for that? What would the training modality be for
training people to be vigilant for unusual behavior among peers?

Mr. MARSHALL-JOHNS. What that involves is just being cognizant
of what has happened and what has consistently happened around
you at all times.

Mr. JANKLOW. Do you hold classes for that?

Mr. MARSHALL-JOHNS. Yes, we do. Internally, we hold classes.
We hold our own training sessions as part of our safety and secu-
rity program.

Mr. JANKLOW. Well, I am talking about goofy behavior of others.
I am just wondering what kind of class you would hold to look for
unusual behavior among peers. Before the witness answers, I just
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want to remind you that this is Congress you are talking to.
[Laughter.]

Mr. MARSHALL-JOHNS. It is a matter of just being logical and a
matter of just being observant of what is happening around you.
That is the key thing. Especially with new employees, the younger
employees, it is a matter of just identifying where a particular risk
could be.

Mr. JANKLOW. Thank you, Mr. Chairman.

Mr. Ost. Thank you, Congressman.

Congressman Rohrabacher for 5 minutes.

Mr. ROHRABACHER. Thank you very much. Obviously, there are
some things that we can do—watch out for goofy behavior, etc.—
that will not be costly, but other things seem to be very costly.

In your testimony, you suggested that, if I heard you correctly,
that it would cost $800 per container to have the proper inspection
of containers.

Mr. MARSHALL-JOHNS. That price would be in some ports for the
Customs screening of containers would be charged, depending on
the freight and the location, and it would be from $100 to $800 per
container for the screening.

Mr. ROHRABACHER. So $100 to $800?

Mr. MARSHALL-JOHNS. Yes.

Mr. ROHRABACHER. Not $800. That is your maximum cost?

Mr. MARSHALL-JOHNS. That is the maximum cost.

Mr. ROHRABACHER. And, that is at the current level of technology
when you are doing it on a very manual basis?

Mr. MARSHALL-JOHNS. Correct.

Mr. ROHRABACHER. All right. OK. I got you.

We have discussed a lot of issues here, and there have been a
lot of great suggestions, which I hope that there is a method of fol-
lowing up on some of the suggestions. I know from the trucking in-
dustry, you just had a whole lot of good things.

I want to know how we are going to be sure that we just don’t
listen to this, that we do something about it. I think your idea is
also—I mean, a lot of it stems from the fact that you are going to
have a new standard in terms of where the truckers were and
where the truckers weren’t.

That is a very interesting approach as well, and so I am going
to be watching this very closely and working with you. Please feel
free to call me at my office, and we will see what we can do to im-
plement some of these specific suggestions.

And, that would be true, for the others, except of course, you
weren’t just asking for money. A lot of people are just asking for
money. You are asking for a change in the way we do things. I
think that we have to handle every one of those type of rec-
ommendations that we can, and we also have to know, in terms of
spending money, I would suggest, Mr. Chairman, that, if we spend
money, it has to be in the beginning. We have to spend the money
in a way that will help us come to grips with the worst-case sce-
nario, which you, Mr. Chairman, had the panel outline. So what is
it going to cost us to handle this worst-case scenario? What will we
have to do? The worst-case scenario being someone trying to smug-
gle into the United States a chemical/biological weapon or a nu-
clear weapon.



65

We have to have the technology necessary and the system estab-
lished that will handle that worst-case scenario without major
delays box-side. OK?

We have heard the suggestion for overseas inspection as a part
of the new way we organize things. Again, that may not be a major
expense, but it may be a change in the way we do things. In terms
of inspection on the dock, it won’t cost $800 a container, because
we will try to—we have to develop a system, and probably using
technology where containers can be scanned as they are being
taken off a boat. By the time it reaches the dock, that has already
been taken care of.

We are a people, a bright people, and we should be able to de-
velop that technology. That, however, will be costly. Let me note,
again, these things are costly and will cost money. We should do
the things that we can do without costing money. The things we
need to pay money for, we should try to find new sources of reve-
nue.

Again, sorry to disagree with your testimony, the very best way
to do that is through a container fee that will permit people over-
seas to make a contribution, the people who are using the contain-
ers and using the system that we are developing, to sell their prod-
ucts, rather than simply taxing the American people in order to
come up with the revenue that lets people overseas make money
through using our ports.

Thank you very much.

Mr. OsE. I thank the gentleman.

I am pleased to recognize the Congresswoman from San Pedro
and the surrounding areas, Congresswoman Harman, for 5 min-
utes.

Ms. HARMAN. Thank you, Mr. Chairman. I want to apologize to
you and others that I have to leave shortly to return to the hydro-
gen event that Congressman Rohrabacher alluded to previous to
this.

But, first, I want to mention to Mr. Keller that—I think you
know this—Congressman Rohrabacher and I are supporting your
request for approximately $15.5 million additional for a command-
and-control center, a new screening facility, and an ID
credentialing system. We were happy to send a letter together, this
is true bipartisanship, in support of that request last week. I ap-
preciate the input of the Coast Guard, by the way, in making sure
that we understood what was needed.

I thought the testimony was very good. I particularly want to
commend Ms. Williams for the way she comes at these problems.
First of all, I learned a lot about trucking that I didn’t know. What
I liked about her testimony is that she said, “Here is the problem,
and here is a suggested solution.” Perhaps it is my advanced age
and depleted brain cells, but it is really refreshing to hear some-
body come up with some new ideas and suggested solutions, and
so I commend you for that.

I also want to say to you, Dr. Miretti, that it is great to see you,
and that I think that the comments made by our chairman about
the role that ILWU had right after September 11th are correct, and
I want to associate myself with him. I thought that was very con-
siderate of him and appropriate of him to say that.
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Dr. MIRETTI. If I may respond, I would like to thank you very
much. You played a very active role with the ILWU. In fact, I had
the pleasure of serving on a maritime advisory committee with you
8 years ago. Thank you very much for your involvement.

Ms. HARMAN. Well, you are welcome. I am glad that we had a
happy outcome, some months back, to that lockout situation. It put
that before us again as kind of the idea of what it would be like
if we truly had a terrorist attack here. It would be like that times
10, and that is what we should keep in mind when we talk about
worst case.

Let me just ask one question. I think Congressman Rohrabacher
is right that it is not only about money. I think you all agree with
that. No matter how much money we provide here, there are things
that money can’t pay for. It can’t pay for courage. It can’t pay for
a cooperative spirit. It can’t pay for true, creative innovation. It can
buy stuff, but the creative ideas have to come from folks who truly
apply themselves and think up new systems and technologies and
programs and ways to share. So we can’t buy all that stuff, and I
think he is right about that.

I also think that there are things the Federal Government can
do other than provide money, including help you bring best prac-
tices within the ports, provide for an integrated system of port se-
curity across the country, because I think we all get it, that even
if we made these ports 99 percent secure, there is no such thing
as 100 percent security.

The Port of Oakland, if it were not secure, would be an easy way
for the bad stuff to get here anyway. So port security isn’t port se-
curity unless there’s an integrated system of port security.

The last comment, and I am just going to ask you for your reflec-
tions on what I am saying. What have you heard with these con-
gressional people who have odd behavior—I'm trying to think about
ways in which we can add value, in addition to paying for things.
But, this whole notion of pushing borders outward, it does seem to
me that, in addition to money, Congress, the Federal Government,
through negotiation with foreign governments, can help push the
borders outward, can make certain that foreign countries, points of
embarkation, do what they are supposed to do to ensure that the
cargo going into containers is safe, that those containers are in-
spected and hopefully sealed in some fashion so that we know what
is coming along and don’t have to inspect it offshore, don’t have to
worry about it offshore or onshore or on trucks or on rail.

My light is going off. If someone has a response to this, I wish
you would make it briefly, so that I don’t take any extra time.

Thank you, again, Mr. Chairman, for letting me participate.

Mr. Ost. Thank you, Congresswoman Harman. Does somebody
have a response?

Mr. KELLER. Congresswoman:

Mr. OsE. Ladies first. We will go to Ms. Williams first.

Ms. WILLIAMS. As a newcomer to the congressional side of this—
I always worked in a State—I understand why the world’s big-
gest—the country’s biggest port, L.A./Long Beach complex, is so far
down in the highway moneys.

The communities in your district are bearing the burden. The
trucking industry is congested, and, you know, at high levels of
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frustration. But, when it comes time for doling out highway mon-
eys, we are a donor. We provide the United States—you talked
from Wilmington to Wilmington, why haven’t they provided us the
money to build 17?

Mr. OSE. Mr. Keller.

Mr. KELLER. I would just like to answer the question about ac-
cessibility of foreign ports. I think the U.S. Government has done
a marvelous job of fashioning agreements in China, Hong Kong,
Singapore, among other countries, overcome sovereignty issues, pri-
vacy issues, and some of the other things, too, and they really get
it as a result of what the government has done. And, I do applaud
Federal resources.

Mr. OsE. Mr. Ochs.

Mr. OcHs. I fully concur with the concept of extending our bor-
ders overseas. Right now we are playing defense. For us to scan or
sniff the box on our dock and realize that we have something that
is ticking or glowing here is bad. We need to sniff or scan it over-
seas and fix the problem prior to it arriving, not just at our port
but at any of the ports in North America.

Your concept about a common approach for all of the ports in the
United States is valid. I would say that it should also extend to the
ports in Canada and Mexico under NAFTA and the free trade. Lots
of the boxes that arrive in those ports end up here.

Thank you.

Mr. OSE. Mr. Parker.

Mr. PARKER. Yes. I think that is money that would be well spent.
Protecting the borders is money well spent. I would much rather
see us put that $100, or whatever fee we want to put on it, over
there to ensure that nothing gets to the gate, rather than having
a fee placed on something once it is inside the gate.

Mr. OsE. Mr. Marshall-Johns.

Mr. MARSHALL-JOHNS. From a Canadian company’s perspective,
from the Canadian international perspective, we see this pushing
out the borders as part of a global problem. Terrorism is a global
problem, and pushing the borders out to our international trading
partners is part of trying to resolve the problem. So, I see that as
a possibility and it’s often mentioned in my oral presentation.

Going through the International Maritime Organization as part
of the United Nations is a possible solution. That’s one way of
pushing them out, but I see that as a very real need.

Mr. OsE. Dr. Miretti.

Dr. MIRETTI. Yes. I think pushing the borders out is an excellent
idea. However, I still think that we need to be very much con-
cerned about what is exported from the United States. A lot of
things can be put in containers prior to being loaded onto the ship.
You can push the borders out all you want to, but we still have to
know what’s in the containers here, what is being exported.

There is an awful lot of non-intrusive kinds of technology today
that might be able to help us with that, and checking containers,
things of that sort. I think we need to be concerned about what is
exported, as well as merchandise that is being imported.

Mr. Ost. I want to extend the subcommittee’s appreciation for
the participation of Congresswoman Harman. It is nice to be down
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here visiting your district and the surrounding areas. We are grate-
ful for your hospitality. Thank you for participating.

Ms. HARMAN. Thank you, Mr. Chairman.

Mr. OSE. One of the issues that we are struggling with—and I
think Ms. Williams talked about it in Florida, in particular—had
to do with every single different port having their individual identi-
fication cards. These are the folks who have the transportation
worker identification credentials. I call it the TWICs for simplicity’s
sake.

Mr. Keller, Mr. Ochs put some written comments in asking to ac-
celerate the development of TWICs. The question I have is: do you
have any concerns about the viability of a standardized smart card,
so to speak, for identification purposes?

Mr. KELLER. Mr. Chairman, as I said in my testimony, they are
one of three areas that is now funded to test the prototype here.
I think my greatest concern is the maintaining of the system once
it is begun. As workers move from workplace to workplace, or from
geographical location, or from one transport profession to another,
the updating of the system I think is crucial. And, in there could
lie a possible weakness, if these things aren’t thought through.

Mr‘.? OsSE. Mr. Parker, does your enterprise have any input on this
issue?

Mr. PARKER. Yes. As a matter of fact, I sit on the committee that
meets out here for the Port of Los Angeles. We have been exposed
not only to what is happening here in the port but also at the air-
port. I have a very strong feeling that the technology that we are
moving toward is already there. We just have to decide what is the
best one.

I share Mr. Keller’s concern that we have to keep the database
right, and that is a very difficult thing, with a very large work
force and a very transient work force at times. Today, they can be
working at one facility, and tomorrow they can be working at an-
other. The question is: can we readily identify who the person is?
Does that person belong here, and do they belong here today? And,
those are the issues I think that are going to be critical to the suc-
cess of the TWICs.

Mr. Ose. Well, one of the things I have been trying to be sure
I understand is that of the pilot projects, of which one is here,
there are different technologies that are being attempted to be im-
plemented, the purpose being that we need to check the efficacy of
these against each other.

Is there any indication yet from where you sit that one is supe-
rior to the other?

Mr. PARKER. No, not yet. Actually, they just identified, you know,
first of all, where they are going to do it, and they are going to do
it at two container terminals, one in Long Beach, one in Los Ange-
les. Those are perhaps harder to control, but the ones that are real-
ly going to be the proof in the pudding is going to be definitely, how
do we deal with that terminal, with all of the people coming in and
out of it?

Now, some of the test cards are going to be blind. The people
won’t know it. They will just get a green light when they go
through. They will be able to test and see what it does, and it will
be more sophisticated as we move on.
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The fast track that TSA is operating under I think will come into
fast decisions, and we have to get this thing identified, and then
go for a full-scale test of one operating system.

Mr. OsE. Ms. Williams, you testified that you have probably
more truckers moving around the immediate areas than there are
employees onsite. What input, if any, would you provide us regard-
ing the TWICs proposal?

Ms. WiLLiaMS. I don’t think we should be in the port facilities.
I think the trucks should be on the land side, and staff on the land
side, and the people inside should be part of the inside. That would
be a number of things because yesterday many of us were at a fu-
neral for a trucker who was killed pulling in his truck and another
truck hit him. It’s just not a safe environment for us, the untrained
or truckers. Education not only reflects important work conditions,
but with congestion in different areas this becomes more com-
plicated. I think it is not safe, it is not fair, and I think that secu-
rity would be better served by moving this outside.

Mr. OSi. I'm for it, because I have watched waterside and dock-
side. I've seen them moving the containers off the vessels onto the
trucks. How do you move a container off the vessel and unto the
truck or have the truck come in

Ms. WiILLIAMS. Yes. A train hostler is a smaller piece of equip-
ment that transports it.

Mr. OSE. So, then you have to pick up the container twice?

Ms. WiLLIAMS. Well, actually, if you look at what’s going on right
now. I have a presentation that, if you come to the office, we can
actually give you. But we move in through the facility, and we drop
them off empty. And then, depending on if it is the right brand
then we put them over there. So then we would do that and come
back and move the container onto the mounting chassis and we
will move to go to the next turn to pick up a fill and “Oh this one’s
messed up.“ Then they will pick it up and take it over to the main-
tenance shop.

Mr. OSE. My concern is more related to the person driving the
vehicle. In your testimony before you mentioned “It’s just a mess.“

Ms. WILLIAMS. Right.

Mr. OsiE. You mentioned a chain around their neck with 14
parts. The standardization in that it would seem to me a great deal
of eliminating that concern of yours.

Mr. WiLLIAMS. Right. We don’t want to be inside doing this,
doing the land side. We want to pick up something else.

Mr. OsE. Right. Congressman Janklow.

Mr. JANKLOW. Thank you, Mr. Chairman. Let me touch briefly
on what you've seen, Ms. Williams, to all of you. Are there any of
you that feel that when it comes to let’s say, an identification card
there shouldn’t be a uniform standard? You all agree that would
be one. I assume you all agree there is some concern by different
interests on the panel—and I read your testimony Ms. Williams—
but with respect to the privacy of this information that is gathered
by individuals from a background security check. Are there any of
you that don’t have concerns about a centralized place in the gov-
ernment where this privacy is guided? You have some concern,
don’t you? Yes, Mr. Keller.
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Mr. KELLER. I think there is a natural concern of having any-
body’s personal data reside anywhere. The level of security and
how that is assured is probably our greatest concern.

Mr. JANKLOW. I don’t speak for others when I say this, but to all
of you, but the fact that some of those do have a DWI in their back-
ground may be of keen interest when it comes to getting a CDI li-
cense or a current DWI, a drug conviction in the past, let us say.
But for those things, are there any of you that feel that those
things in and of themselves should make you a national security
risk? I mean, I can’t imagine anybody would suggest that makes
you a national security risk.

Mr. KELLER. Not at all.

Mr. JANKLOW. The information that would really be gathered,
and that we would look into as a country, ought to be whether or
not the person that is giving you the ID card is someone that this
Nation can trust, at least not be concerned about with respect to
the security of others in the country. Do you all agree with that?

The question has come up about Federal corruption, and I would
like to think I am probably the last of the Federalists. Do you agree
that—and maybe this is targeted toward you, Ms. Williams. In
your testimony, you talk about the fact that there may be Federal
corruption with respect to identification cards. Do you disagree
with that Mr. Keller—and I hear that, because you are operating
the facility around here, so you focus on the other side?

Mr. KELLER. No, I don’t disagree at all, Congressman. Part of the
reason that I say that is that as this situation has gone on from
September 11th, and people get frustrated, they see, you know,
very little visible progress in the area of securing our facilities.

They tend to introduce legislation at State/local levels, as well as
Federal, and the fact is there should really only be one standard.
There should only be one national standard by which these things
are done. There should be flexibility within those, so that it ac-
counts for local conditions. But I think Federal preemption is abso-
lutely necessary.

Mr. JANKLOW. If I can take, in a spare moment, the question I
asked in your comments. When it comes to the plan, our standards
if I can use it that way, our protocols that are necessary for defend-
ing the ports, if we do have some national standards and then a
lot of things that are done by each port themselves call it semi-
sovereignce. Or, we can have a pretty rigid set of national stand-
ards that courts have to follow with things that they could volun-
tarily add to that.

Are there any of you that are opposed to the latter? Go ahead,
Mr. Parker.

Mr. PARKER. Thank you.

Mr. JANKLOW. Do you understand what I am getting at?

Mr. PARKER. I do. I do understand. Yes, I do believe that there
should be some very, very rigid Federal standards, because the law
wants to say every transportation worker, that’s me, that’s Mr.
Keller, that is—and I am not just talking about workers. I am talk-
ing about the whole system of defense.

But, at the same time, let us say that because the State of Cali-
fornia decides it wants to do something, I am concerned about the
overall effect on the economy of southern California if we say, for
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example, we are going to have a modified, enriched TWICs pro-
gram that has a separate database, costs more, costs $15 million
a year, and that has to somehow flow into the cargo and flow back
to the shipper, or they may choose to go somewhere else.

And so, we don’t have trucks showing up at our front door, be-
cause there would be no cargo. Clearly, there will always be cargo
in southern California, but, we would like to see it be as much as
it always has been.

Mr. JANKLOW. Thank you.

Dr. MirReTTI. If I might respond to that. Thank you. Mr. Con-
gressman, you indicated at some point that we were asking the
question about individual concerns about information that might be
gathered about someone. I think there is a certain amount of con-
cern on the part of workers. First of all, I think a worker would
be very concerned about the confidentiality of that information.

Something else that might be of concern to the worker is, how
might that information be used? Could it be used, for example, to
terminate some individual’s employment? Would it infringe, for ex-
ample, on an individual’s civil liberties? Just thinking off the top
of my head.

As a recommendation, let’s just say that post September 11th, or
excuse me, pre-September 11th, I had developed a geopolitical in-
terest in the Middle East. Let’s just say that I had subscribed to
a Taliban publication, attended some of their meetings simply to
gain an understanding as an academician of what might be hap-
pening in that particular region.

If there was a background check, would that send up a red flag?
Would I be suspect, for example? So I think there is a certain
amount of concern in that particular regard.

I've owned a Coast Guard identification card that was issued in
1969. I was a bit concerned when I filled out the application for
this particular card because of the questions that were asked. Have
you ever read any of these publications? Have you ever attended
any of these meetings? Do you belong to any of these organiza-
tions? How many times did you contribute to Harry Bridge’s depor-
tation defense?

Did that send up a red flag? Would that be of concern? These are
the kind of concerns that I have. I am not against the TWICS kind
of program, but I think we have to be very sure of how that pro-
gram is developed, how it is implemented, and who is involved in
that program, and what happens to that information. Thank you
Congressman.

Mr. Osk. Congressman Rohrabacher for 5 minutes.

Mr. ROHRABACHER. Thank you, Mr. Chairman. I have to leave
after this. Thank you very much, Tim, for your leadership. I appre-
ciate the opportunity to participate. I also appreciate the fact that
you are here in this area focusing on these ports and what we can
do to make them safer, more secure, and at the same time not in-
jurg the effectiveness of the ports in doing the job that they have
to do.

By the way, I would hope that some of you went to a—some sort
of a school in Iran or Libya or someplace like that. I would hope
that they are investigated and that we know that they are not en-
gaged in activities that could put us at risk. There is certainly
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some concern for people’s privacy, but we really have to be con-
cerned right now, because we know that there are people out there
who have a grudge against the United States, simply for our way
of life and they want to hurt us.

And so, I think it will take a high level of goodwill and coopera-
tion on the part of all of us to, you know, overcome these chal-
lenges.

You asked a question earlier about why we don’t get our share
of the highway money. One of the first things I was approached on
when they redistricted me into this area, again was how we need
to change—put so much money into changing the 710 freeway or,
you know, redoing it in a way.

Frankly, again, this is going to demonstrate what I meant by
there are things you can do that will make things safer, make
these ports safer, and make it more effective without having to
spend large amounts of money.

When I went to the 710 Freeway to check on this, I found it to
be absolutely vacant. There was no one on the freeway. I was told,
“Oh, my gosh, the freeway is totally crowded, and you can’t—“ of
course, I was there at 1 a.m. [Laughter.]

However, we have a freeway that is totally vacant and available
to use, a huge asset that is available to use at that time of the
morning. The Union would have to pay more money to work an
overtime shift. That is why we don’t have a 24-hour port. They can
pay more money.

Why not pay a little more money to do an overnight shift? If an
overnight shift is going to be a little bit more of a hardship on
somebody, which it is, you pay them a little more money, and then
do it, for Pete’s sakes. I think we need to have some very serious
and frank talks with one another about what specifically we can do
to change the way things are operated. You give a lot of great sug-
gestions. We have heard a lot of good suggestions today that will
make it better.

We have to figure out what exactly we have to spend in order
to at least bring down our vulnerability on our No. 1 scenario that
we would hope to avert, which is some sort of mass chemical weap-
on or weapon of mass destruction being brought into the port.

So with that, thank you very much, Mr. Chairman. I have bene-
fited by everything that is here, and I am looking forward to work-
ing with all of you to see if maybe we can have some sort of big
pow-wow and come up with a list of those things that we all agree
on how to restructure the way things are done, and then go about
doing it.

So, you know, I am here to help. Thank you very much.

Mr. OsE. I would like to add my thanks to Congressman Rohr-
abacher for his hospitality here. He is a source of great influence
and information for those of us in Congress who don’t have large
ports that are such academic engines. You serve the district well.

We are grateful for your attendance this morning. Thank you.

I wanted to examine a particular part of the new law, and that
is the law that requires each facility with vessels to submit a secu-
rity plan for Federal review and approval. My question is: what
should such plans include for establishing and maintaining phys-
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ical security, passing communication security, and personnel secu-
rity and the like?

In the interim final rules before we go beyond this. The process,
as it works, is that the law allows the agency to issue what are
called interim final rules. They can do that without what is ordi-
narily called due process where they publish their rules for com-
ment, people will comment, the agency responds to their comments,
the agency amends the rule, and then the agency publishes it
again.

The interim final rule process allows the agencies to issue such
rules permanently without going through this particular process.
There are people in the audience today who are prescribed, in other
words prevented from participating in our discussion today, but
who are involved in writing these interim final rules.

This is a new poll that we did on the interim rule thing shortly
after September 11, 2001. We put out some proposed interim final
rules. We didn’t have time to go out and have a long, deep process
exchange. We brought in a bunch of witnesses from El Al and else-
where to talk about the steps that needed to be done. We need a
public setting with people in attendance who are part of the in-
terim final rulemaking process, listening but not participating. We
were able to put forth a number of ideas.

That is the purpose of this hearing today is to convey to those
individuals who are with us today but unable to participate by stat-
ute the ideas that industry and operators have for what ought or
ought not to be included in these interim final rules. This is a very
arduous piece of the process, but it is very critical for our success.

I want to come back to the original question that I started deal-
ing with. And that is, what are the minimum requirements on
these issues establishing and maintaining physical security, and
establishing personnel security, establishing communication sys-
tems? What are the minimum requirements that the interim final
rules can incorporate? Mr. Keller.

Mr. KELLER. Mr. Chairman, we have thought a lot about this.
We certainly think that access control through the use of ID cards,
the TWIC card, is probably the No. 1 issue in terms of the facili-
ties, securing the facilities. It allows control of the access. It allows
identification of people. It allows us to know who is in and who is
out or the facility operated in and know at any given time who is
in and who is out. We think that this is exceedingly important.

On the vessel side, and I am going to try to touch on a number
of things, obviously, because there are so many pieces. On the ves-
sel side, we think that the Coast Guard and Customs rules right
now adequately define what is on a vessel and give some indication
of the condition of the vessel as it approaches the port. We have
the 96-hour, 72-hour, 24-hour notifications, which have served well
on personnel, on possible intrusions on board the vessel as well as
any indication that there might be cargo difficulties.

And also, incidentally, it has served as a good notification for
people coming who are possibly ill with SARS, for instance.

On the trucking side or the railroad side, again, I think the idea
that you know who is coming to the terminal and that the person
who represents themselves is, in fact, the person who is designated
to come to the terminal is exceedingly important.
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In terms of physical security, which is the subject of some of the
grant material that we have put in, we think that things such as
fence heights, locks, and security, video surveillance, the physical
barriers should have minimum standards that are observed as you
so rightly said. Enhancements can come as necessary for adapta-
tion.

Captain Holmes, in fact, our captain of the port, has done a fine
job of taking a first cut at defining these minimum requirements.
And, we have those, to some extent, in place already.

Mr. OSE. Dr. Miretti, do you have input on this?

Dr. MIRETTI. Yes. I would concur with what Mr. Keller indicated.
I would like to add something, though. I think we are vulnerable
in terms of rail access. We have a lot of stack trains, trains coming
into the container facilities. And, they aren’t being monitored quite
as closely, as, let us say, a truck coming in.

We also have a lot of rail cars coming into our bulk container fa-
cilities. Those I think should be more closely monitored.

Mr. OstE. Your point being that a train that’s waiting to come
onto a boat, that’s a pretty big piece of equipment, so to speak, for
an engineer to keep an eye on, as compared to, say a cab in a trail-
er.
Dr. MIRETTI. Yes, that is correct. As I understand it, some of the
stack trains are 8,500 feet long. And, certainly, as they come into
the facilities, any one of those cars could have something illegal on
the train.

Mr. OsE. Ms. Williams, any input?

Ms. WILLIAMS. Separation of the land side and the water side in
the rules are completely separate.

Mr. OsSE. On message, on task.

Ms. WiLLIAMS. On message, on task. A fingerprinted Federal
TWICs that is quick, efficient, efficiently turned around, doesn’t
disrupt the flow of commerce, and that there should be greater
thought put in this big port in California in the adequate funding
to supply the Nation the goods they have that are cheap.

Mr. OSE. Mr. Parker, any input?

Mr. PARKER. The issue that you raised on the security plan, obvi-
ously every terminal should have a security plan. Every ship that
calls on a liner basis with containers should have a security plan.
It covers the gate side, it covers the gangway side, but it also
should cover the cargo side. Congressman Janklow mentioned the
initial effect of if something were just put out in the yard, and
somebody can get to it easily through non-traditional means rather
than just a truck or a train, but right out the back door.

We need to make sure that part of the security is also dealt with,
and I think we are doing a good job in getting it there. It is not
perfect, but it is much improved, and both the city and the county
are helping us.

Mr. OSE. Mr. Ochs.

Mr. OcHS. A national standard for all ports, a national TWIC
that is on the street this year, and continued recognition of the
partnership between the tenant and the landlord. We are very for-
tunate here that both the port and the Coast Guard are doing more
than their fair share. They have met us more than halfway on se-
curing our terminal.
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Our concern is under the new regulations some of those lines are
blurred, and some of the responsibility may be shifted to us as the
civilian tenant.

Mr. OSE. So you need greater clarity in those areas.

Mr. OcHS. Yes, sir.

Mr. OsE. All right. Mr. Marshall-Johns.

Mr. MARSHALL-JOHNS. Yes. I think it is just focusing on the three
areas again. The physical security of the premises that is defined
as Ms. Williams put to be between the land side and the dock side.
It is security of the personnel. And, it is also, last for the food in-
dustry, the security of the product, in particular. Reducing the sus-
ceptibility of some products we are discharging from vessels and
the fumigation process, to the contamination of food, and effects on
the people of America if such a contamination did occur. I think
that is a real threat.

M(I)‘ OSE. Are the protocols operated in any of those areas in the
port?

Mr. MARSHALL-JOHNS. No, they are not. They are just requests.
What we did was establish minimum protocols that would be sup-
plied to the service providers in that flowchart that I showed that
was on the screen earlier. It was basically looking at our whole
chain of sequence, and all of those people that are involved in the
process of working, handling, or delivering the product, or distrib-
uting the product. And, it is asking them to develop protocols to en-
sEre that their product was kept as safe as possible throughout the
chain.

Mr. Ose. Well I have some questions I don’t want to ask in pub-
lic, and so I might ask you the specifics in the protocols. [Laugh-
ter.]

Mr. MARSHALL-JOHNS. Thank you.

Mr. OsE. Mr. Janklow.

Mr. JANKLOW. Thank you, Mr. Chairman.

Dr. Miretti, in your testimony, about three pages in, it says,
“Based on an employer’s own statements we have concerns that the
Pacific Maritime Association will use the information on cards for
purposes that should be reviewed in collective bargaining.” Specifi-
cally, what did you mean by that? What is that concern that none
of them are more than you said?

Dr. MIRETTI. Thank you. In terms of utilizing information as
to

Mr. JANKLOW. I know they could use it, but what have they said
that triggered that statement?

Dr. MIRETTI. I think anyone who belongs to a union, who is in-
volved in union activities, who might become involved in any kind
of a collective bargaining type of activity, might be looked at as
someone who could be looked at, I guess, by the employer as being
favorable to the outcome of contract negotiations. And, if they could
gather information on that particular individual.

Mr. JANKLOW. I know they should do that, but it says, “Based on
the employer’s own statement.” I understand that it could be done.
But, I am wondering, is there a basis now, based on what some-
body has said? If there is not, fine.

Dr. MIReTTI. I think that is basically a general term, taken in
a general sense, because I think those kinds of things certainly
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have happened over the years, and, if we go back a bit, certain
kinds of information was used against individuals.

Mr. JANKLOW. I understand that it can be done. I just wondered
if that was a prospective statement or a historical statement?

Dr. MIRETTI. I think that’s a general term indicating that there
certainly are possibilities it can happen and have happened in the
past.

Mr. JANKLOW. All of you seem to feel very strongly that the
Coast Guard and the Customs Service, since September 11th, have
done a pretty good job. Are there any of you who don’t feel that
way? Are there any of you who feel there ought to be an expanded
role for, first of all, the Coast Guard, with respect to port security,
that they don’t now have available to them in the existing law?

Is there any of you who would suggest, if you were in Congress
or the executive branch, an expanded role for the Coast Guard? Is
there anything they list in their timeline that they are required to
do that you think ought to be taken from them?

Dr. MIRETTI. If I can respond, I think more Federal funding for
the Coast Guard certainly would be in order. They are doing a tre-
mendous job, and they’re doing this enormous task without the
funds that they desperately need.

Mr. JANKLOW. That is true for most of the government, we’re
$400 billion short——

Dr. MIRETTI. That is true.

Mr. JANKLOW. That’s a problem. I understand that’s 40 percent
of the total, and I just don’t know how much more we should send
to the kids of America for what would be—are there others of you
who feel that there’s more or less of a role the Coast Guard ought
to be doing? What about the Customs Service? Mr. Marshall, what
do you think?

Mr. MARSHALL-JOHNS. I think, and I put in my oral presentation
here, that the Customs Service and what they are doing; they are
doing a tremendous job as is the Coast Guard. The one thing I see
here is that, when you are looking at other Federal agencies,
whether it is USDA, PPQ, or whether it is FDA, the only thing that
I see is there is the inconsistency between the departments and
how they do things.

And perhaps, Customs could take the lead, whether it comes
under homeland security, whether it comes under transport secu-
rity, there needs to be some more consistency in how procedures
and processes are implemented.

Mr. JANKLOW. Did you say they are inconsistent?

Mr. MARSHALL-JOHNS. They are not seemingly consistent.

Mr. JANKLOW. Ms. Williams.

Ms. WILLIAMS. Are you talking about Customs at the border,
which is

Mr. JANKLOW. I am talking about ports. But, if it is more than
:cihat, go ahead. I am aware that they are probably used on the bor-

ers.

Ms. WiLLIAMS. I think there is so much congestion on the land
side, the trucking and communities are dealing with inefficiencies
that should be resolved. And, that lines at the border—4 hours to
get into the country, take back an empty, 4 hours to stay at the
port.
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I spent last night with a Wilmington community group, and
something should be done. Something should be put there, because
the taxpayers are being burdened that are closest to the facilities
and providing these services for the Nation.

Mr. JANKLOW. So, Mr. Keller, you had something?

Mr. KELLER. I just wanted to say that we asked for certain en-
hancements for Customs after September 11th, and happily enough
the appropriators saw their way to fully funding the ACE cus-
tomers’ computer, which it is pushing back the borders doing the
work here. We think is absolutely necessary in determining which
containers should be looked at and how frequently. But aside from
that, no, we have had splendid relations here with our Federal
partners.

Mr. JANKLOW. Thank you, Mr. Chairman.

Given the fact that within most of our lifetimes we haven’t had
to be concerned about this type of issue, at this magnitude, gen-
erally port security has been something related by theft or smug-
gling of things for profit as opposed to foreign attacks. Customs
issues as opposed to national security.

And, recognizing that this is an immense port area—good grief,
the impact it has on the—not just this local area, but the Nation
and the world’s commerces almost, you know, unfathomable. I'm
thinking what the impact would be if it was shut down. But, also
understanding that a weapon of mass destruction that could wreak
havoc on America, could just as easily come into a very small port
as it could the Nation’s largest port.

And, I also recognize that it’s one of the best ways to issue Con-
gress to authorize the President to go to war against a country, if
necessary. We don’t fund it in advance. The President comes back
with a supplemental to tell us what it costs and who will fund it.
I don’t understand why this, frankly, is any different. It is part of
the war effort to protect America.

What mechanism do any of you have to suggest that—I mean,
you are citizens, you are also in the industry, but you are also citi-
zens—to the executive branch that’s promulgating the rules now?
Let me ask you this, first of all, do you all feel there’s sufficient
authority within the executive branch to solve the problem, or do
you think it will take more legislation? How many of you think it
will take more legislation? If so, what would it be? Ms. Williams.

Ms. WILLIAMS. Preemption legislation. Legislation that would
preempt States from moving ahead in different directions. For ex-
ample, the

Mr. JANKLOW. I understand.

Ms. WILLIAMS [continuing]. Very important.

Mr. JANKLOW. OK. And what else? Anybody else? Dr. Miretti.

Dr. MIRETTI. Yes. I think if any kind of legislation were to occur,
especially if it involves ports, that there has to be total involvement
by the stakeholders to make sure that any kind of legislation really
benefits the port itself.

We have 200, at least 200 ports in this particular country that
are commercial ports. And, they all operate a little bit differently,
so we have to be careful as to what kind of a standardized law that
we might pass. We have to be careful that each individual port has
a certain amount of latitude as well.
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Mr. JANKLOW. With the concept that you'’re using, we can’t keep
cocaine and marijuana out of this country. I don’t know what
makes you think we can keep out small weapons of mass destruc-
tion. I just saw a shipment of a load of marijuana. [Laughter.]

We can’t keep people from coming into this country by the hun-
dreds of thousands, if not the millions. And so, I'm not saying it
to be derogatory but I just feel like the task you folks have is al-
most unbelievable. It is a feeling about every place. What can be
done to make your job easier in making this country safe? That is
really what it comes down to.

Mr. KELLER. I don’t think there is any magic bullet, Governor.
You know, it is a lot of hard work. We have our Port Police working
with the Federal and the county and the local guys. And, frankly,
a lot of it is putting up a credible defense. I mean, getting out there
letting the bad guys and the good guys know that we are working
hard to make this safe.

It wouldn’t hurt to put up TV cameras. It wouldn’t hurt to see
people see new fencing going up. It wouldn’t hurt to see more uni-
formed guards at the gates. It wouldn’t hurt to have people know
that the equipment is overseas, as we talk about pushing back the
borders, and that as containers come flying off ships from Indo-
nesia and Pakistan and Manila and other places through Singa-
pore, that they are going past radiation detectors. So, we take off
that whole piece of it.

I think basically what we are suggesting is, when you see that
level—not of a perfect system but of a system that addresses a va-
riety of threats—that it makes people turn their eyes elsewhere. If,
in fact, we are going to have a continuing threat against this coun-
try, I think what we want to let the bad guys know is this isn’t
the place to do it.

You do it here, and you are going to get caught, or your efforts
are going to be frustrated. Or, if it costs you hundreds of thousands
of dollars to put together the effort, it is not going to work here,
because we are going to blunt it. That is the best we can do. This
is a huge business. We are part of a global network now. We
couldn’t shut that down if we wanted to. That’s such as our inter-
dependence. But I think best measures, best practices, cost effec-
tive measures, are the best we can do.

Mr. PARKER. The issue or issues is not just money. There are
other efforts. There are things—Ilet us put the people in places
where they can do the most good. If there is technology out there,
let us not be blind to the fact that may cost a little bit of money,
and spend it there. We can build a better, a bigger mousetrap be-
cause we have more money than anybody. Let us not do that. I
don’t think anyone is asking for that.

What we are asking for is a combination of that, and I think you
have heard the common theme from my friend Dr. Miretti all the
way down to over here, we think that there is a Federal Govern-
ment role in things that make the most sense.

I don’t want the PMA having information on people. I think that
is a Federal function. I think that is something. I don’t know how
much that is going to cost, but I will come back with a supple-
mental on it and let you know.
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Mr. JANKLOW. One last question. Thank you, Mr. Chairman, for
the expanded time. I appreciate it.

Have each of your industries or all you been solicited or involved
in the regulations that are being written at the national level? Has
there been any request to have you submit your opinions in terms
of what ought to be done, and how it ought to be done, when it
ought to be done, and where it ought to be done? Have any of you,
I mean, as you felt to write for the issue of regulations?

Dr. MIRETTI. We do have legislative representatives back in
Washington who have been involved. However, we firmly believe
that their involvement should be much greater than it is at the
present time. Although we solicit the support of legislators, we also
hope that they would contact us at the appropriate time and say,
“Look, we would like to hear what you folks have to say. After all,
you are the folks who work in the trenches, who work on the docks,
and we would appreciate your input or submissions.”

Mr. JANKLOW. We have been?

Ms. WiLLiAMS. No, we haven’t.

Mr. JANKLOW. Thank you, Mr. Chair.

Mr. Osk. I want to followup on something. We talked about a lot
of things that need to be done. Mr. Keller’s list is a little bit over
$15 million. I just want to make sure I have this right. The infor-
mation I have is that the surplus in Customs revenue over expense
is $15.6 billion nationally in 2001.

Mr. KELLER. That is income. That is income. It is the gross in-
come.

Mr. OsE. All right. Forty percent of that would be $6.2 billion.
I don’t have my calculator, but I presume it would be 42. But the
share of these facilities relative to that overall number is over $6
billion. Over $15 million that we are talking about in terms of the
list you put forward, Mr. Keller, constitutes one-quarter of 1 per-
cent of the revenue generated from these facilities. Is my math on
target here?

Mr. KELLER. You haven't lost a thing, Mr. Chairman.

Mr. Ose. OK. The question then becomes, what’s the financing
mechanism resource used to fund these port security upgrades, it
seems to me that there is a whole lot of logic between tying the
source of the revenue to the excess revenue over cost that is gen-
erated here with the facility that would otherwise benefit. Am I
missing something here? Mr. Keller.

Mr. KELLER. Not at all. Not at all, Mr. Chairman. We think
sources and uses is the perfect answer to this. I know that the Cus-
toms revenues go to the general fund with about a 30 percent ex-
ception that goes to agriculture and food programs, which is prob-
ably appropriate given the fact that much of that material is ulti-
mately exported.

But, this is a growth industry, and we have submitted in our tes-
timony the growth in Customs revenues from year to year, and it
grows at almost $1 billion a year in the last 5 or 6 years. We are
talking about possibly taking a single year’s increment, not for the
port of Los Angeles, but for all ports in the United States, as a set
aside to allow us to have security material that we need in the
ports.

Mr. Oske. Mr. Parker.
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Mr. PARKER. I think that is a key point. We don’t want what is
happening now just give us the growth. Now, just focus in on what
happened between 2003 and 2004 for your fiscal budget and say
that is going to be set aside for security.

Mr. OsE. I mean, I want to zero in particularly on the steamship
issue. I am not doing it pejoratively. I just need to make sure I un-
derstand this. If someone gets on a plane, there are some fees that
get tacked on to their ticket through transportation that is pro-
vided. And then, a semi-fee for cargo that’s moved by air.

Ultimately, if I were one of the appropriators, I'd say, “Look, we
have to tie at least a portion of these funds going back to the place
where they are generated from.” They are going to say, “How much
of it is cargo, and how much of it is passenger?” That will lead to
discussion as to whether or not steamship passengers can pay a fee
similar to what airline passengers pay. What arguments can we
logically use to defeat the assessment or imposition of a new fee
on customers and steamships?

Mr. PARKER. Well, I do think that we are looking at values of
goods as they increase in the marketplace. That is part of this in-
crease in the billion dollars. It is where the fees are coming from.
You know, every shoe that comes in or every television set that
comes in has a fee attached to it.

Mr. OsE. Right.

Mr. PARKER. Just in ad valorem value they are growing over
time. And obviously, when a passenger comes in, we don’t cus-
tomize the bill. You know, he can come in for free, but he pays that
security fee. So they found a mechanism of a head count, and that
is exactly what happens in a passenger terminal.

Mr. OSE. What you are telling me is that your passengers, your
human passengers, are already paying a fee?

Mr. PARKER. Right.

Mr. OsE. That is my question.

Mr. PARKER. I think that is right, because they are using the fa-
cility. I think the shippers of the cargo are paying it by paying du-
ties and paying certain fees to each and every port. The operating
port receives certain fees as well, and some of that goes into their
general fund, and some of that goes into their general security
measures.

Now, we are taking this quantum leap to get up to what needs
to be done to bring us up to your worst-case scenario, and that is
going to take something more than just the norm.

Mr. Ose. Mr. Ochs, in terms of risks positional risks, what feed-
back would you provide?

Mr. OcHs. Mr. Chairman, I would have a two-part answer. In re-
gard to, is there any additional legislation needed, the answer
would be no. I think the goals and the missions of the Coast Guard
and the Customs Service are very clear. I think what their chal-
lenge is, that they are mandated to do many things that they are
not funded for.

So I think from the Maersk standpoint, the cargo that we ship,
our customers are already paying a fair share of this $16 billion
that you talk about. I think we would like to see the money that
is currently going into the general fund end specifically at this
problem of port security as we attempt to defend our Nation.
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Mr. OsE. Mr. Marshall-Johns, what is your experience around
the world in terms of how such improvements are funded?

Mr. MARSHALL-JOHNS. Generally, it is a cost that is taken from
the fund, that Customs regularly generates through duties, etc.,
from my experience is what is used to generate funding.

Mr. OSE. So they are tied together elsewhere? Is it practiced any-
where else but here?

Mr. MARSHALL-JOHNS. To some extent. It is the same all over the
world. They are looking at what they can do as far as security in
their ports, their facilities, and how we can be sure—it is a similar
situation to where we are now.

Mr. Ose. Ms. Williams, you talk about the 710 the capacity of
Mr. Rohrabacher’s observation on 24-hour cycles used in examina-
tion. Could the money be used to address perhaps the capacity
issues in 7107

Ms. WiLLIAMS. I think it is important if the ports, especially in
California, are going to service the entire United States, then I
think the Federal Government is responsible for providing us high-
ways that can do the job. If you look at 710, it is just awful. I have
done it today——

Mr. OSE. So we’ve been hearing.

Ms. WiLLIAMS. Yes. [Laughter.]

Mr. OSE. Dr. Miretti.

Dr. MIRETTI. On the question of funding port anti-terrorist pro-
grams and infrastructure improvements outside of the port, there
has been a lot of talk about a container tax. We certainly want to
look at that very carefully, we don’t want to tax our ports out of
business. I have heard talk about a gasoline tax.

Can a trucker afford any more costs attached to his equipment?
He would basically go out of business. He has a very small profit
margin that he works on. User fees are high. Maybe this is the
question to ask: why can’t the increase go to the allocation of funds
for iq}frastructure improvement for terrorist activity programs and
s0 on?

As I understand it, for road use we need to allocate even more
money and funds for infrastructure improvement for terrorist activ-
ity preparedness?

As I understand it, for variable use or for low spending, I think
the allocation from the Federal Government has dropped from 20
percent down to about 2 percent. So I would like to take a look at
how we could allocate, or have the Federal Government allocate,
even more money for the things we need here in the port.

Mr. OskE. Chair recognizes Congressman Janklow for 5 minutes.

Mr. JANKLOW. You know, there is another side to the user fee
issue. It’s the obvious one. Everyone who collects revenues for the
government thinks that it ought to be spent on their particular
issues. The liquor tax people think it ought to be spent on alcohol-
ism treatment, and the lottery people think it ought to be spent on
lottery advertising and compulsive gambling problems.

I mean, it doesn’t work when everybody collects their piece of the
pie and then eats their piece of the pie. I think we ought to under-
stand that.

I think we also ought to understand these are unusual times. We
are dealing with the national defense of this country. During the
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Second World War, if I recall, they passed things like a luxury tax
on jewelry, which lasted until the late 1960’s. They passed various
taxes to assist in financing the war.

Absent that, they fund it out of the National Treasury. This is
war. I mean, we keep forgetting the only reason we are even here
today, all of us, is because we are trying to figure out how to better
protect the people of the United States before a number of cata-
strophic things happens to us in this war that people have declared
on us.

I understand you have to labor in this port, except for the folks
in southern California, maybe the trucking group. Has anyone esti-
mated what it would cost to come up with the defense of the ports
in this country? Is there a number that anyone has used, and I re-
alize nothing is perfect, as you say. Mr. Keller, you said it very
well. We should just keep doing things and hoping that each one
incrementally is more effective.

Is there a number that it is going to take from someone’s pock-
ets, to fund all of this? Does anybody know the number? Have any
of the industries pulled it together?

Mr. KeELLER. Congressman, I am going to guess that maybe in
some of the first rounds of grant requests somebody might at TSA
or MARAD or someone else might have collected the numbers. Our
first guess when MARAD asked last year was $36 million here to
begin. We figured for something approaching a thorough system,
just for the port of Los Angeles, it was probably $100 million. I
mean, this is with the bells and whistles and all of the things that
would say, “Hey, we have got this wired.”

Mr. JANKLOW. Do you think if you had $100 million you would
be wired? I ask that because I realize you have hundreds of ports
in this country. But to take care of 42 percent of them, of all the
traffic for $100 million, may be a cheap investment. I mean, we
can’t do them all at once.

Mr. KELLER. We are at a little over half of that 42 percent. Long
Beach would require probably about the same amount of money.
So, now we are at $200 million. We are getting into some strato-
spheric numbers here, and there is a lot of American ports. They
are all going to need protection in some fashion.

I don’t think we are looking for perfect solutions. At the same
time, let me say this. We have to be looking, if I can argue with
you for a moment, we have to be looking for the perfect solution,
because all the security in the world doesn’t make any difference.
If 'm in the airliner that hits the building, it only takes one inci-
dent. It’s no different from the gentleman sitting there in the po-
liceman’s uniform, the chief. It only takes one person to rob the
store from all the citizens.

The way I look at it, you might not find it, but we have to be
looking for the perfect solution. We shouldn’t kid ourselves. Our en-
emies truly understand where we are vulnerable. They don’t say
that we want to talk about this. We're not the only ones that are
going to talk about it. They talk about it every day. They aren’t
going to hit us where it’s obvious; they’re going to hit us where it
isn’t obvious.

And again, that is the best that we can do. I mean, we can go
on with bells and whistles and some of these other things, but real-
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istically when we say $15 million, and you see our list of things
here, we think this is a big takedown. Now, maintaining it over the
longer term, that is where the numbers come from. And, adding on
and replacing, that is where the numbers come from.

Mr. JANKLOW. Good point. Well, let me just go back to your point
about the liquor tax and some of these other taxes and the jewelry
tax, and maybe, arguably, even airline taxes. Those to some point
are choices that people make, whether you are going to drink or
whether you are going to buy a diamond bracelet, or whether
you’re going to fly unless perhaps on business.

When we are talking about the goods now that we are moving,
both the stuff that goes for retail and further manufacture, we are
talking about America’s goods. I understand it is tempting to think,
for instance, that the exporter in China or Singapore is going to
pay that bill, but somehow that is going to end up on the total cost
of goods. It is going to be passed along.

Our economy over the last 3 or 4 years hasn’t been so strong.
This has been a strong sector, and we think, in our own small way,
that we have contributed, through inexpensive transportation and
the like, to keeping inflation low and keeping this vigorous.

Please understand, personally I agree with the comments that
the chairman made when he was asking the questions. It is just
given that the fact that our budget is $440 billion, depending on
whom you listen to, it’s $400—$500 billion out of whack, one. And,
two, the excess money goes into the Treasury. So, to take a billion
out of there is just to add a billion to the shortfall, or take a billion
off the income. It still has the identical effect.

There may be no shortage of people that would think that what
you do is, given the fact just that the trade deficit alone this year
will be about $300 billion for this country. The total amount of
goods that are imported into this country is just—the deficit of that
is $300 billion, and it wouldn’t be cheap to put another tax on to
go ahead and pay for it all. I am trying to avoid heading in that
direction in my comments. That is all.

Thank you, sir.

Thank you, Mr. Chairman.

Mr. OsE. We do have a little bit of information on the cost in
terms of the port security plans. The Department of Transportation
published a notice dated December 30, 2002, on behalf of the Coast
Guard indicating that the plans alone—the present value of creat-
ing the plans—plans, not the actual improvements but the plans,
the present value total through 2012, we estimate at $477 million.

I don’t have any additional information beyond that. That is just
the plans themselves, the submittals, if you will.

Let me take a second here.

I want to ask a question in terms of how we go about implement-
ing these port security standards, if you will, at the forward point
of contact, if you will, the foreign port. One of the ways it seems
to me is either by negotiating on a very specific basis. What would
be the feedback, or what would your feedback be individually in
terms of suggesting to the administration that as they go into these
international trade agreements that one of the pieces of those trade
agreements is a resolution of how we are going to implement, if you
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will, a forward security point? Would that make sense? Mr. Mar-
shall-Johns, do you have any feedback on that?

Mr. MARSHALL-JOHNS. Yes, I believe it would make sense. Also,
you have to look at going around to those international trade
agreements already in place and how would you then develop the
needs or the minimum requirements on that side of it. So, I think
it is part of, when you look at the whole picture, it is part of an
agreement. This is one of the requirements for importing into the
United States.

Mr. OsE. Mr. Ochs.

Mr. OcHsS. I would concur, Mr. Chairman. It would seem that
again, a staying requirement to work with whatever the process
that our Customs Service wants to do overseas should be a point
of entry in order to participate with trade.

As the government with a $3 billion trade deficit to the folks
overseas to sustain their own economic well-being, they are going
to be very anxious to sustain the current relationships that they
have with us. In effect, it takes the port security plans in the ag-
gregate, develop the standards that we want to have implemented,
that would otherwise be able to, if you will, project to the forward
point, and put it as an integral whole. So we have a consistent
message and implementation, if you will.

Mr. Osk. Yes, sir. Then set that as the U.S. standard. If you
want to trade with the United States, you will comply with this
standard.

Mr. Keller, would that present complications relative to the oper-
ation of the port?

Mr. KELLER. I don’t really think so, Mr. Chairman. I think this
is a matter of getting people’s attention when it’s best had. Self-
interest after all is important, and the United States is probably
the world’s largest consumer of goods from other countries. I think
that would be the perfect time to make those agreements.

Mr. OstE. How do you deal with the need for flexibility as you go
into the future? Because, I mean, the means of defending against
such attack necessarily evolve as the means of delivering such an
attack evolve. Do you have any feedback as to how you would pro-
vide the flexibility under an international agreement?

Mr. KELLER. That is difficult to say. Once the doors were opened,
though, in Hong Kong and in Singapore, we found a great deal of
flexibility in the ability to have our consultants work with their au-
thorities and the like to come up with technologies and procedures,
on-the-ground procedures that would work.

Those will have to be worked out with the U.S. Customs officers
who are stationed there, but one of the comments that came out
of one of the ports that we were working with was, “My God,
maybe now we ought to be pushing back the borders to the people
who send us goods for transshipment to the United States.” I think
awareness builds as well.

Mr. OsE. I want to go back to a couple of things we have talked
about, and I have read about in the last couple of days. First of all,
I am unclear on the issue of the unsealed container. That is, the
empty container if you will, the empty container. I don’t quite
grasp, Dr. Miretti, your point about needing to inspect an outgoing
empty container. Can you explain that?
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Dr. MIRETTI. Yes. Let us start first with a container that might
be coming into a particular facility. Often times, and in most cases,
that container is not opened. It is not inspected. It doesn’t have a
seal on it. There could be something in there. It is then parked into
the yard, and it’s left there until it is loaded on the ship. When
that empty container comes off the ship the same thing happens.
It is just waiting until someone comes to pick it up. It has not been
opened.

In the ground report, they indicate that the containers that
would be coming into a particular facility should be opened and
should be inspected. Any empty container that comes off the ship
should be opened and looked at then stacked in the yard. They
should be stacked door-to-door. That is pretty stringent stuff. In a
sense, we are not asking for that, but that is in the ground report.

So what they are saying is that an empty container is a good hid-
ing place.

Mr. OSE. When I see the vessels dockside, and I look at large
stacks of containers, generally speaking, what percentage of those
containers on the vessels, dockside, unloaded are empty?

Dr. MIRETTI. Many of the vessels, as they come into port, dis-
charging containers, are full. It is when a vessel is going out.

Mr. OsE. Taking empty containers back.

Dr. MIRETTI. Taking a lot of empties back.

Mr. Osk. OK.

Dr. MIRETTI. So a larger percentage of empties are going out on
the outbound ships. A large percentage of the containers that are
coming in are basically fully loaded containers.

Mr. OSE. So the empty containers will be basically warehoused
until a vessel comes in, off loads their existing containers, then the
cranes would load the empty containers back on that ship, and
then leave?

Dr. MIRETTI. That is correct. They would be staged out in the
yard until the vessel comes in, and then from that staging point
on the dock, it would be brought up to the ship.

Mr. OSE. So, if I understand your point, it is when those empty
containers come back into the dock itself, that is the concern, that
something more being placed in there at that point, and then
they’d get dockside, and then we have a problem because we
haven’t inspected it.

Dr. MIRETTI. Well, it could very well be that if a container is sit-
ting there in the yard, and it is empty——

Mr. OSE. Let us say somebody walks up and puts something in
it

Dr. MIRETTI. Yes, somebody could put something in it, and if it
igoes up to Los Angeles to get loaded, it might explode in Los Ange-
es.

Mr. OSE. From an operational standpoint, the suggestion that
Dr. Miretti said, the point about door to door. How difficult is that
to implement?

Mr. OcHs. It is tough. It would certainly be an added chore, and
depending on the type of container, it may need to be physically
spun around.

Mr. OsE. It would seem from a logistics standpoint the contain-
ers are stacked on the ships in a particular area—you know, in a
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particular mode, so it structurally can be loaded up high. And then,
the cranes themselves off load them in an appropriate manner so
they get loaded on the chassis appropriately.

Dr. MIRETTI. Right. When you are loading on the ship, it is actu-
ally a fairly complicated matrix on the actual weight, the weight
of that stack of containers in the ship, and then, when the ship ar-
rives, the final destination of that box. All of the boxes in a certain
stack are probably going to the same city.

Mr. Ose. The same cranes that unload the ships, are they the
same cranes that move the empty containers into the warehouse
area for, if you will, sending them back out?

Dr. MIRETTI. No. The cranes that load and off load the ship are
fixed pierside, and then we have smaller mobile cranes inside the
terminal that stack them up for short-term storage.

Mr. OSE. So the point that those empty containers are in-loaded
on the ship for departure, you've got a piece of equipment that
brings the container dockside. The crane lifts that box up, puts it
on the ship, and picks up another one, and so on and so forth.

Dr. MIRETTI. Yes, sir.

Mr. OSE. And, that has to occur in a particular manner, in terms
of how the container itself goes on the ship.

Dr. MIRETTI. Right. There is a very set and logical order to the
way they are loaded and off loaded.

I think the more general topic is we are making the assumption
that there is a threat to our terminal from inside the United States
and the way that a weapon would be brought into our terminal is
in an empty container. I think theoretically that is possible. As we
look at the current threats and the risks to our terminals and our
ports, I think most of those threats and risks are deemed from
coming from overseas.

And, therefore, we need to focus on that threat first more than
we need to focus on the potential threat of someone already here
in America who has a weapon and is going to choose to use that
weapon at one of the terminals.

Mr. OsE. Dr. Miretti, thank you. I was unclear on what you were
trying to get at. I appreciate your clarification.

Dr. MIRETTI. It’s my pleasure.

Mr. OsE. The other issue that I have heard is that we passed in
the act standards or direction to the Homeland Security Depart-
ment to develop performance standards for these containers, in-
cluding the types and standards of seals, and locks. And, implicit
in that was a concern of ours about the structural integrity of the
container itself.

I heard some people talking lately that we now need to add that
into the law that we need to have bomb-proof or blast-proof con-
tainers, and the like. As far as I am concerned, that is already in
the law. What should the container performance standards include?
I mean, obviously, we have structural necessity, because you stack
them on top of each other. Then, you have to seal them satisfac-
torily, so that when they get here you know the seals haven’t been
broken and it is, if you will, secure. What should those performance
standards be? Mr. Keller.

Mr. KELLER. Well, you have already addressed the idea of the
strength of the container needed to do its primary task. In terms
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of securing the container itself, frankly, I think the idea that we
would build a blast-proof container that could contain a small ther-
monuclear device is

Mr. OsE. No, that is not going to happen.

Mr. KELLER [continuing]. Probably not going to happen. Right.
The hinges have always been an issue, tampering with the hinges
on the container, which prevent the doors from being lifted off,
with or without a seal on them, has always been an issue. Any
structure of the type of a container or a trailer, I mean, could be
breached is similar to doing it an obvious way—cut a hole in the
side, rip up one of the aluminum sheets. But, that in itself is prob-
ably not what somebody would do if they were wishing to smuggle.

So, again, the means of entry and egress in the container, focus
on the doors. So its hinges, its hardware, it will remain secure with
a lock or seal in place in such a way that you will know that the
lock or seal, in fact, has been locked for the duration of its voyage.
That there was not some other point of entry. And, typically speak-
ing, that is a concentration on the doors and the hardware.

Mr. OstE. Mr. Marshall-Johns, you guys bring a lot of fresh vege-
tables, and the like, into the country. It seems to me from a tort
exposure standpoint, you have done quite a bit of work to ensure
the sanctity, if you will, of the cargo. Is it possible for us to come
up with a system, as Mr. Keller says, for egress and ingress into
these containers, so that it is absolutely 100 percent secure?

Mr. MARSHALL-JOHNS. I think it is, but at the same time you've
also got to look at the cost of that system. I agree entirely with Mr.
Keller’s comments about the one source of entry into the container
is the doors, the hinges, and the locking mechanisms. Whether the
existing seal units are the right way to go, whether it’s an elec-
tronic seal unit, or whether there’s some other control system in
place, that was to be decided, as far as looking at the cost of it.

Mr. OSE. Mr. Ochs, do you agree with this? Are you in agreement
with Mr. Marshall-Johns?

Mr. OcHs. Yes, sir. Maersk owns 1 million of these boxes. They
are rigid shipping boxes. They have a lifespan of about 7 years.
When you start to look at a Kevlar box or extra locks on the box,
at some point you are going to start to build bank vaults. At some
point, the value of the box may exceed the value of the cargo.

The thicker the box gets, the harder it is to use any type of tech-
nology to x-ray or sniff or scan what might be inside of that box.

So, I think, from our standpoint, under the general concept of
Operation Safe Commerce, which is to maintain the integrity of the
container from the time it starts overseas to the time it is opened,
somewhere once it arrives here, is a standard, smart, high-security
seal that may have the capability to transmit some type of signal
that can be tracked through the entire transit of that box, both
when it is loaded overseas, on the ship, on the rail, or on the local
truck, until it finally arrives at the warehouse or the store.

So, yes, we think that the solution is a smarter and better seal
and not necessarily a bank vault-type box.

Mr. OsE. All right. Congressman Janklow for 5 minutes.

Mr. JANKLOW. Thank you very much.

If I could, Ms. Williams, let me ask you a question. In your testi-
mony under No. 11, you say, “Government, with the assistance of
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industry, must make every effort to effectively build sufficient secu-
rity infrastructure without being so costly or cumbersome as to de-
stroy the economy it seeks to protect,” which goes to the heart of
what the chairman was just asking you and what you were re-
sponding about, Mr. Ochs, and all of you have.

“Since September 11th, thousands of government agencies and
private businesses have been waiting for Congress and the agencies
it controls to provide leadership to specified local architecture and
protocols necessary to further investment.”

Now, you make that statement within the framework that talks
about mandated versus performance-based systems. I mean, it is a
statement that could almost be applied to all of this. With respect
to mandated versus performance-based systems, is there any indi-
cation as to which direction the administration is headed with re-
spec‘;c to that very issue of mandated versus performance-based sys-
tem?

Ms. WiLLIAMS. No, there isn’t. I think it is important to note
these were part of the comments, and this particular section was
written by ATA. They have been working on the Federal level, and
we have been working on the State level. California has a pattern
of moving ahead quickly. There is a bill this year specifically intro-
duced by Senator Feinstein, Assembly Chair Detra, that requires
trucks to use these GIS devices.

It is really expensive. The manufacturer is promoting the bill. So,
they have put over the first week, because it started to slow down.
But, these things keep happening in California. In our legislature,
people are moving ahead, people want to pass this bill, get their
name in the paper, and a picture, and——

Mr. JANKLOW. Which creates, as you know, a tremendous prob-
lem, because then they amended something out here that you have
implemented, they had costs, to find out the national standards
going to be something different. So, that is what you are getting
at?

Ms. WiLLIAMS. It’s the second bill that could possibly pass since
this has happened, and there hasn’t been one assembly.

Mr. JANKLOW. Is this something that has really been very clearly
expressed to the administration?

Ms. WiLLIAMS. No, it hasn’t. We here in California, with our lim-
ited resources, try and carry these bills ourselves. But, if you could
preempt it, that would help us a great deal, of course. There needs
to be some action; there needs to be a public dialog. I don’t under-
stand the congressional manner. When you say “intramurals,” to
me that sounds like going and getting public input and affecting
taxes. I have a problem with that.

It doesn’t seem like you have the right people at the table to
make the decisions, and I appreciate you disagreeing like this.
There’s people with their pencils in the back of the room, and they
are going to stay until the end. But it is important that everybody
is on the same page and we don’t have manufacturers lobbying for
devices that get adopted.

Mr. JANKLOW. If I move to you, Mr. Parker, for a moment. In
your testimony you say, “State and local governments are also im-
posing more military conditions of port operations. Some events
may actually divert resources from port security.” You don’t have
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to come up with it right now, but can you give me a list of those
kinds of specific things that you could submit in your supplemental
testimony? Because that would be of a lot of assistance.

Mr. PARKER. I would be happy to. But one of them would be ac-
tually this bill, and I think in terms of what we are looking at, the
CTA and the steamship association, at times have been at different
sides of it. But in this particular case, we both I think agree that
perhaps this bill is ill-timed at best.

[NOTE.—No information provided.]

Mr. JANKLOW. When you say “this bill,” are you referencing the
bill that——

Mr. PARKER. 575. Yes.

Mr. JANKLOW. OK. And then, you also say a proposed $1 billion
bond issue would secure $200 million for port security for southern
California. I'm sorry I haven’t given this to you earlier, but specifi-
cally, is this a State bonding proposal? Is that what it is?

Mr. PARKER. Yes, it is. But, it would not be funded until the
State solves its own set of funding

Mr. JANKLOW. Its own problems?

Mr. PARKER [continuing]. Problems, yes.

Mr. JANKLOW. OK.

Mr. PARKER. So, it could be a significant period of time.

Mr. JANKLOW. Would this be an authorization for a bonding, but
not the authorization to issue the bonds?

Mr. PARKER. Yes, sir.

Mr. JANKLOW. OK. Mr. Ochs, if I could go to for a second, as I
saw in your testimony. In a couple of spots you say, again, I can’t
remember the text, the pending regulations imply a mandate to
randomly inspect and search individuals and vehicles into water-
front facilities. And then, you talk about contracting law enforce-
ment officers or watchmen.

Is this or isn’t this in the regs? I don’t understand what that
“simply” means. I understand the word, obviously, but is there
something that you have asked them, is it in or out of the regs?
I will jump to the next one. I will hit them all at one time.

Then, in the next paragraph, “The pending regulations suggest
that each waterfront facility deploy their own security boats.”
Then, you talk about how to police them out in the waters. Then,
you say the regulations discuss the use of divers to inspect pier
structures. Then you say, in summary, “The regulations imply each
terminal hire a trained and fully equipped posse to search person-
nel vehicles, crew boats, patrolling offshore from our docks, in
search for underwater ordnance.” That is incredible.

You have contacted the administration about that, haven’t you?
What is their response? Where do you think this is going to be re-
quired in the regs?

Mr. OcHs. It is our current interpretation of the language in
those regs that requirement could be mandated on us. The lan-
guage is written fairly wishy-washy, but you can interpret it that
all of those functions could be transferred to each terminal.

Mr. JANKLOW. Do you agree with that, Mr. Keller?

Mr. KELLER. I haven’t studied that.

Mr. JANKLOW. I am not actually arguing with you, but I am just
saying this is new to me, this is a big deal.
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Mr. KELLER. I haven’t studied the reg or read it the same way
that John has, Congressman.

Mr. JANKLOW. What about any of the rest of you? Yes, ma’am.

Ms. WiLLIAMS. This goes to the point of when we bring the chas-
sis in the terminal, who’s in there, what’s in the empty chassis, and
begs the point, why are you letting 4,000 truckers with empty con-
tainers in there at all?

Mr. JANKLOW. What you are saying is, Mr. Ochs, at this point,
you are not able to tell whether or not it is going to be your compa-
ny’s job, or the terminal’s job, the port of Los Angeles or Long
Beach or Miami, their job to inspect all vehicle passenger spaces
and trucks, to deploy security boats, to be in the underwater explo-
sive detection business, to patrol offshore, etc.

Mr. OcHs. The short answer is yes. We have 13 terminals in the
United States. Most of our terminals are on smaller ports where
the local port authority and/or the Coast Guard doesn’t have the
same resources that we have here where, for example, the local
port does, in fact, have a dive team.

So, at those ports where the government resources may not be
available, if it is a requirement under these interim final rules
that, for example, a pier be searched for underwater bombs, then
does that put the burden on us as the terminal to make sure that
search is done, if there is no local group working under the protec-
tion of the government sovereign immunity to actually conduct that
function?

Mr. JANKLOW. I think it was your testimony is it not, it was Mr.
Parker’s, that expresses a concern that in the event you do have
these responsibilities, you are going to be self-insured.

Mr. OcHs. We are going to be self-insured, because as the tenant
of that leased property, we probably will not be able to obtain li-
ability insurance.

Mr. JANKLOW. Mr. Marshall-Johns, if I could go to you for just
a second, you say Oppenheimer contends it is the responsibility of
the country of export to establish a system that satisfies U.S. re-
quirements. What you are saying there, then, I assume is that, if
we set the standards in this country, people exporting to the
United States have to meet them?

Mr. MARSHALL-JOHNS. Yes, exactly. That is what I discussed in
Congressman Ose’s request before, about extending the borders.
Again, setting the minimum standards and then allowing the party
responsible to adhere to them.

Mr. JANKLOW. At their expense?

Mr. MARSHALL-JOHNS. Yes, at their expense.

Mr. JANKLOW. In your written testimony you talk about the 24-
Hour Rule, and how Oppenheimer would prefer if it was modified
to the point where it would be 24 hours post-departure that would
be allowed to be reported, correct?

Mr. MARSHALL-JOHNS. Correct.

Mr. JANKLOW. What do you think, Mr. Ochs, Mr. Parker, all of
the rest of you?

Mr. PARKER. Well, there are an awful lot of companies that are
really struggling with this rule. Just from the standpoint of they
have multiple containers, they have hot cargo that is arriving at
the——
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Mr. JANKLOW. Do you think post 24 hours would be OK?

Mr. PARKER. I think post would be a great improvement.

Mr. JANKLOW. Mr. Ochs.

Mr. OcHS. Speaking very selfishly, just for Maersk, once the box
is on our ship, the 24-Hour Rule is useless, because the ship has
sailed. So, we would prefer that the inspection is done on the dock
overseas for the safety of the ship.

Mr. JANKLOW. OK.

Mr. OcHs. But for the safety of our country, the post-24 Hour
rule would be an improvement.

Mr. JANKLOW. I was being a little facetious, but I just want to
make sure I understand what you are saying.

Mr. OcHS. Yes, sir.

Mr. JANKLOW. I think from a practical standpoint, if the ship has
4,000 boxes on it, and we do the electronic inventory of the mani-
fest after it has sailed, and there is some type of red flag that pops
up, are we going to turn that ship around because of the one box?

Mr. OcHS. Sure.

N Ml:? JANKLOW. Dr. Miretti, do you have a problem with post-24-
our?

Dr. MIRETTI. Yes, I think so. For worker security, I think we
would certainly like the 24-Hour Rule to apply.

Mr. JANKLOW. What about you, Mr. Keller?

Mr. KELLER. I think you have already heard our comments about
CSI and pushing back the borders. I don’t think there is any way
to do that without the 24-Hour Rule being in place.

Mr. JANKLOW. It has to be in place.

Mr. KELLER. I think it has to be in place.

Mr. JANKLOW. Mr. Marshall-Johns, in your testimony you talk
about the identification card and the issue of the identification
card, and you previously discussed, we all basically agree. On the
way out here yesterday, I read it and left it in the airplane, I read
an article in the U.S. News and World Report where on the new
Florida statutes that have been imposed on the trucking industry.

Four of the state employees just in the last week have been in-
dicted for selling the cards to people that weren’t eligible to get
them. So that problem could happen with any system. But, that’s
a system that would probably make a lot more sense under these
circumstances with Federal preemption.

Mr. Chairman, that is all the questions I have. Thank you very
much for giving me this extra time.

Mr. OSE. You are welcome.

I want to go back to something Mr. Ochs and I were discussing
on these containers and making them bomb-proof. Now, I want to
try and understand your comment. If I understand your comment
correctly, it was that the type of bomb that we need to be worried
about would not be contained under any circumstances by a con-
tainer whose structural integrity is such as to contain the explosive
power of that bomb. In other words, if it’s a thermonuclear bomb,
it doesn’t matter.

Mr. OcHs. It doesn’t matter.

Mr. Osk. You also have problems in terms of screening contain-
ers, as we get a heavier and heavier and heavier container. In
other words, our technology is diminished. Our technology, our
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means of detection of something within that container, as that con-
tainer gets heavier and heavier structurally, is our ability to detect
something we want to prevent from happening, is that diminished?

Mr. OcHS. Yes. I think with the current technology that is on the
street with the MRU and the back-scatter type x-rays, and the
types of gadgets that are out there that can detect radioactivity,
the thicker the box is, the less chance that you have to detect
something that’s bad inside.

Mr. OsE. So, if the Federal Government mandated a structural
integrity requirement, such as to contain an explosive force of X,
we may very well undermine the effectiveness of our CSI systems,
and the like, to detect what we are trying to keep out of the coun-
try in the first place?

Mr. OcHS. Absolutely. In fact, it has been suggested that, if any-
thing, the boxes should be made out of plexiglass, so you can actu-
ally see what is inside. So this would go against a bank vault or
Kevlar box.

Mr. OsSe. Mr. Marshall-Johns, do you agree with that analysis?

Mr. MARSHALL-JOHNS. Yes, I do. I think this is pretty straight-
forward, that as you build strength, the integral structure of a con-
tainer, your ability to scan or view anything inside is going to be
greatly diminished.

Mr. OSE. So your advice to elected officials, who might otherwise
put that forward, would be very careful?

Mr. MARSHALL-JOHNS. Yes, I think so. I think it certainly adds
some huge costs into the container industry.

Mr. OsE. Dr. Miretti, do you concur?

Dr. MIRETTI. Yes. I think, if you are going to build a box that
is like a bank vault, it is not only going to cost a tremendous
amount of money, but then, you are also going to have to consider
the fact that you are not going to be able to put as much cargo into
that box, because now you are looking at a load weight that has
to pass over the street. So that would be a factor that would have
to be taken into consideration.

Mr. OsSE. Wouldn’t it also diminish the ability of vessels that are
bringing cargo to or from the United States in terms of the weight
that they would have to carry?

Dr. MIRETTI. Yes, it would diminish the number of containers
that it could carry.

Mr. OSiE. Yes. The displacement tonnage would be reduced in
terms of the number of containers.

Dr. MIRETTI. Right, right.

Mr. OsE. Mr. Keller, do you concur?

Mr. KELLER. I do. Transportation is a practical business, when
you talk about container weight, it is called tare weight as opposed
to cargo weight for a reason. And, that is because it is basically
non-productive in terms of the customer’s needs.

Mr. OsE. All right. Mr. Parker.

Mr. PARKER. If you are concerned about that, and then every con-
tainer in the world was a bank vault, you could just do it in a cargo
ship that was non-containerized. So it wouldn’t solve anything.

Mr. OSE. So the technology, at least the logistical systems, would
have to be thrown out the window. Ms. Williams.
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Ms. WiLLiaMS. I would just say something about the trans-
parency, to be able to look inside these. Is that clearly——

Mr. Osi. The issue is, if your wall is this thick, and you have
a gamma-ray system that is in place, you can see through that, and
you double or triple the thickness of the wall, then your gamma-
ray system can’t get through. My question is, logically, it seems to
me what we want to have is a minimum protective shield, if you
will, on these containers in many cases, so we can, in fact, see what
is inside them.

Ms. WiLLIAMS. We don’t really have any great problem in this in-
dustry at the port, so it seems good.

Mr. OSE. In terms of the containers being bank vaults, if you
will, putting them on the truck, then putting them on the road, and
then we have all sorts of maintenance problems on the roadways.

Ms. WiLLIAMS. Caltrans just did a study that showed there are,
on California roads, 13 percent of the trucks are over 80,000
pounds. I don’t know how valid. I haven’t seen the background, but
we already have a problem. Increasing the container weight would
be problematic.

Mr. Oskt. All right. I don’t have any other questions. I do have
a statement. Do you want to add anything? All right. I do want to
express my appreciation to all of the witnesses here.

Again, Ms. Williams, I understand your skepticism about the
manner in which we are doing this in the interim final rules. But
trust me, it works.

Ms. WiLLiams. OK. Great.

Mr. Osk. It does work. The system forced upon us is kind of up-
side-down, but this does help those who are writing these interim
final rules the concerns that they need to account for.

Ms. WiLLIAMS. Great.

Mr. OSE. Or, at least it did the one time we’ve done it before.

Today’s hearing did show how much we still have to do, but it
is as a Federal Government and in partnership with the people
who are in the day-to-day business of maritime transportation, to
ensure effective implementation of this law and port security.

I encourage my colleagues to reflect upon the combined wisdom
of today’s witnesses and those implementing the regulations. I
mean, you are the experts. We are not the experts. You are the ex-
perts, and we need to access your wisdom, and we are talking
about security of our citizens and the potentially serious effects on
commerce, so we really have very little room, if any, for error.

This is an important step in the whole process. We are trying to
make sure our ports are safe. As we have evidenced in the record,
these facilities here are enormous economic engines for California
and for the country as a whole. They are crucial to our well-being.
We need to protect them.

I will tell you, it has not been missed by me, but given the excess
revenue over cost generated from these facilities in terms of Cus-
toms duties, I will be going back to Washington next Tuesday, and
shortly thereafter we will be putting in a bill that at least starts
the debate about committing those revenues for reinvestment in
ports from which they come from.

That process is long, and it might take some time, but we are
going to start that today and attempt to force the issue. So, that
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these economic engines and the jobs that are so dependent upon
their success, and the States that depend upon them have the op-
portunity to have the funds and the resources to meet the man-
dates that the Federal Government is going to lay on them.

I appreciate the time you all have taken to come down here and
educate Ms. Harman, Mr. Rohrabacher, Mr. Janklow, and me. It
is a positive experience. We thank you.

We are adjourned.

[Whereupon, at 1:05 p.m., the subcommittee was adjourned.]

[Additional information submitted for the hearing record follows:]
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Questions for Port Security Witnesses

Identification of Workers & Others with Port Access. Various Federal agencies —
including the Transportation Department’s Research and Special Programs
Administration (RSPA), the Homeland Security Department’s Transportation
Security Administration (TSA), and the General Services Administration (GSA) —
are jointly developing a standardized “smart” common Transportation Worker
Identification Credential (TWIC) for all transportation workers and others
requiring access to secure areas and functions of the transportation system. This
smart card would include biometric information to ensure a person’s identity.

The new Maritime Transportation Security Act requires the Homeland Security
Department to issue regulations governing transportation security cards and a
waiver process for individuals ineligible for such a card. Maersk’s written
statement called for TSA to accelerate development of TWIC (p. 2).

a. Concerns. What, if any, concerns do you have with such a standardized smart
card?

b. Biometrics. Are you concerned with use of a biometric? Do you object to
any specific kind of biometric? If so, which and why?

c. Background Checks. In his written statement, Dr. Miretti stated, “As a
general matter of policy, the ILWU membership opposes background checks
on any workers” (p. 3). In her written statement, Ms. Williams supported
background checks, with periodic renewals, which should be used across
transportation modes, should be made quickly (i.e., within 4-7 days), and
“must preempt all other state and local requirements” (p. 2).

¢ Do you have any concerns about background checks before issuance of a
transportation security card?

e Who should be subject to a background check and who should be exempt?
For example, what about gatekeepers? Guards? Computer operators?
Truckers?

e What are your views on Federal preemption in this area?

d. Access to Background Information. In her written statement, Ms. Williams
expressed concern about the “protection of confidential personal and
corporate information” (p. 4). Do you have any concerms about employer
access to background information obtained during a background check? For
example, its-use in employee wage setting.

e. Data Sharing. In his written statement, Dr. Miretti stated, “We recommend
that regulations require ... that the TWIC card be used for positive
identification security purposes only” (p. 3). Do you have any concerns about



Q2.

Q3.

Q4.

97

the interface of the TWIC system with other databases for a “watch list” and
intelligence information?

f. Coverage.
+ Should all contractors, vendors and truckers servicing a port be
required to receive a transportation security card?
®  Who should be excluded and why?

g. Rules. What provisions should be included in the Homeland Security’s
forthcoming regulations governing TWIC?

Federal vs Private Sector Roles. Maersk’s written testimony stated, “As
commercial enterprises we do not enjoy the Government’s sovereign immunity,
and therefore cannot be expected to conduct either law enforcement or military
operations” (emphasis added, p. 4). Maersk opposed a Federal regulatory
requirement for private parties to “randomly inspect and search individuals and
vehicles entering waterfront facilities,” “deploy their own security boats,” and use
divers “to inspect pier structures prior to the arrival of a vessel” (p. 3). Mr.
Parker’s written testimony stated, “while shipping companies are ready, willing
and able to support and assist the government to protect our ports, we cannot act
as government functionaries. We cannot, for example, perform law enforcement
activities, such as patrolling the waters around the port” (p. 2) and “inspecting
cargo or checking the identification of seafarers” (p. 3). Lastly, Ms. Williams’s
written testimony stated, “it does not make sense to require a land-based facility
like a motor carrier to have maritime/IMO security expertise” (p. 3).

In air transportation, the new air security law required the Federal government to
takeover the screening of all passengers and baggage. What maritime security
functions do you believe should be the responsibility of the Federal government?

Minimum or Prescriptive Rules. Should the Homeland Security’s forthcoming

interim final regulations - which are targeted for issuance by June 30th - set a
core, minimum, baseline standard set of requirements for every port, facility and
vessel or should they include more prescriptive requirements? And, should the
Department allow self-certification of compliance by non-Federal private parties?

Content of Port, Facility & Vessel Rules. The new law requires each facility and
vessel to submit - 6 months after issuance of the interim final rules - its security
plan for Federal review and approval. The law requires that these plans shall
include provisions for: establishing and maintaining physical security, passenger
and cargo security, and personnel security; establishing and controlling access to
secure areas; procedural security policies; communications systems; and other

security systems.

Which of these subjects should be addressed in the interim final rules as
minimum requirements?:
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for Ports ~  perimeter security zones, barriers, patrol requirements, police,
armed guards, alarm/surveillance system control, lighting, fencing,
training, drills, exercises, firearms, advance scheduling of
vendors/contractors/visitors, search/inspection of
persons/packages/vehicles, verification by a 3rd party?

for Facilities (e.g., waterfront facilities, cruise ship passenger terminals, oil or
buik hazardous material facilities, waterfront facilities handling liquefied natural
gas or liquefied hazardous gases)

- personnel screening, lighting, fencing, gates, other equipment,
locked doors/windows, armed guards, manned TV monitoring
systems, security alert systems, alarms, communications systems,
training, drills, exercises, advance scheduling of
vendors/contractors/visitors, search/inspection of
persons/deliveries/packages, verification by a 31d party,
recordkeeping?

for Vessels — regular inspections by the vessel security officer, security guards,
locked or secured restricted areas, lighting, security doors,
motion detection equipment, surveillance equipment, training,
drills, exercises, inspections by the U.S. Coast Guard,
recordkeeping?

Training. In the Subcommittee’s November 2001 hearing on air security
regulations, we heard testimony about the need for training for screeners, pilots,
flight attendants, and others. How many hours of classroom and on-the-job
training do you think should be required for port security personnel? Who should
be trained? And, what subject areas should be required to be covered in the
training?

Security Performance Standards. In the Subcommittee’s hearing on air security
regulations, we heard testimony about Transportation Secretary Mineta’s “zero
tolerance policy” for failures in a training test or in an on-the-job performance

situation.

Should the Homeland Security Department establish performance standards for
port security, facility security, and vessel security? If so, what should be
included? And, should there be a “zero tolerance policy” for failure in a training
test or an on-the-job performance situation?

Advance Scheduling. In February 2003, the Coast Guard’s Captain of the Port
Los Angeles — Long Beach issued a “Security Advisory” which stated his
“expectation” that vendors, contractors, and pilots visits “shall be scheduled in
advance.” Should the forthcoming interim final rules require advance scheduling
of all vendors and contractors, including the truckers who move in and outof a

port?
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Vessel Information - Advance Notice of Arrival (NOA). In October 2001, the
U.S. Coast Guard issued a temporary rule (and then a final rule in February 2003),
which changed the 24-hour advance Notice of Arrival (NOA) of a vessel to a 96~
hour NOA, and suspended some exemptions (33 CFR §160). The NOA now
includes detailed information on the cargo, crew, passengers, and the vessel.

Do you have any objections to this revised Coast Guard regulation? If so, how
would you like it to be changed?

Cargo Information - Advance Manifests. In October 2002, the U.S. Customs
Service issued a final rule requiring 24-hour advance information before cargo is
loaded at a foreign port onto a U.S.-bound vessel; previously, cargo declaration
information was not available until the ship arrived at the U.S. port (19 CFR §4,

113 & 178).

In his written statement, Mr. Marshall-Johns of Oppenheimer stated, “The U.S.
Customs 24-hour rule ... presents some challenges for fresh produce” (p. 5). Do
you have any objections to this revised Customs Service regulation? If so,

how would you like it to be changed?

Container Security. The U.S. Customs Service has a two-part Operation Safe
Commerce initiative. In January 2002, Customs initiated a Container Security
Initiative (CSI), where U.S. Customs inspectors identify “high-risk” containers
and pre-screen U.S.-bound high-risk containers at major foreign ports, using
technology (radiation detectors and large-scale x-ray-type machines) so thatit can
be done rapidly. Another aspect of CSI is the development of smarter, “tamper-
evident” containers (e.g., with electronic seals, sensors, or tracking devices).

In Aprii 2002, Customs initiated the Customs-Trade Partnership Against
Terrorism {C-TPAT), which offers importers expedited processing of cargo if
they secure their entire supply chain (not just at foreign seaports) and are certified
by the Customs Service. Currently, only a small percentage of cargo is screened
by Customs after a risk assessment is made.

a. Random Screening. In his written statement, Mr. Marshall-Johns of
Oppenheimer stated, “Cargo screening on a randem basis at time of arrival in

the U.S. is imperative” (emphasis added, p. 5).

What changes in container screening, if any, do you recommend for U.S. or
foreign ports to better reduce risk to U.S. port workers and the American
public? For example, besides sereening of high-risk containers, should a
random sample of non-high-risk containers be screened?

b. Supply Chain. What requirements, if any, should be included in the
forthcoming interim final rules regarding containcrs themselves? For
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example, what requirements, if any, should be included to ensure security
along the entire supply chain (i.e., procedural security, physical security,
personnel security, education and training, access control, manifest
procedures, and conveyance security)?

Container Performance Standards. The new law requires the Homeland Security
Department to develop performance standards to “enhance the physical security
of shipping containers, including standards for seals and locks” (Sec. 102 §
70116 & Sec. 111).

What do you recommend should be included in these container performance
standards?

Unsealed Empty Containers. In his written statement for the ILWU, Dr. Miretti
recommended that the U.S. follow the “common sense, affordable procedure™
used by other countries to inspect empty containers (p. 2). Do you think that
unsealed empty containers, which U.S. transportation workers have to handle,
should be screened? If so, how?

Screening Fresh Produce. The Oppenheimer Group and the Dole Food Company
have worked with the U.S. Customs Bureau to ensure that certain fresh produce is
prescreened abroad before loading, Should all fresh produce or certain kinds of
fresh produce or fresh produce from certain countries be required to be
prescreened abroad?

Improving Port Security Abroad. The Ports of Los Angeles and Long Beach have
taken the initiative to work with certain ports abroad to ensure adequate
prescreening before cargo is loaded on a vessel coming to the U.S. Curently,
many but not all ports abroad have radiation detection equipment {some designed
by the Energy Department’s Sandia National Laboratories) to screen for weapons
of mass destruction.

Should the U.S. government buy and place such equipment at all key ports
abroad? Should the U.S. government require prescreening abroad of certain kinds
of containers? If so, which kinds? What about “consolidated” cargo (with more
than one kind of good) containers that account for over one-fourth of all
containers? And, should the U.S. offer other financial support to developing
countries to improve their port security?

International Trade Agreements. To raise international port security, should the
11.S. require compliance with certain port security standards in its international
trade agreements?

Passenger and Crew Manifests. In January 2003, the Immigration and
Naturalization Service (INS) published a proposed rule requiring all passengers
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and crews departing from or arriving at U.S. ports to submit additional
information (8 CFR §217, 231 & 251).

Did your organization submit a comment on this proposed rule? And, do you
have any objections to it? If so, what changes would you like INS to make?

Passenger Interviews & Searches. In the Subcommiitee’s hearing on air security
regulations, we heard testimony about the need for interviews of all or selective
passengers, screening baggage, and possibly matching passengers and baggage.

Should cruise passengers be interviewed? Should their baggage be searched?
Should there be matching of passengers and baggage? What Federal rules, if any,
should govern this process?

Drug and Alcohol Testing. Currently, various Federal agencies use drug and
alcohol testing for employees engaged in national security sensitive or health and
safety sensitive fumctions. Should any port employees (e.g., guards and crew
members} or others requiring access to secure areas and functions of a port be
subject to random drug and alcohol testing?

Enforcement and Penalties. In her written testimony, Ms. Williams stated, “Laws
must severely punish criminals unlawfully obtaining or using [driver’s personal
data, and business’ proprietary and confidential] information, and include far-
reaching financial sanctions and lengthy incarceration” (p. 5). In its December
30, 2002 netice of seven public meetings to discuss maritime security, the Coast
Guard stated that the public previously “stressed the importance of uniformity in
the application and enforcement of requirements” (67 FR 79743).

The new law requires the Federal government to issue an interim final rule
governing civil penalties up to $25,000 for each violation of the new law or any
implementing regulation. What provisions do you think should be included in
Federal rules for statutory or regulatory violations by a facility or vessel owner or
operator or other persons? .

Tederal Preemption of State/Local Requirements. Mr. Parker’s written testimony
stated, “State and local government are also imposing more regulatory conditions
on Port operations - some of which may actually divert resources from port
security” {p. 2). He recommended that the Federal government “should ensure —
by federal preemption where necessary — that operating requiremnents and
restrictions imposed by state and local government are consistent with the goals of
overall port security” (p. 3). What are your views on Federal preemption of State
and [ocal requirements?

Distribution of Federal Grant Dollars. In his written statement, Mr. Keller
outlined the Port of Los Angeles’s applications for and receipt to date of
insufficient Federal grant dollars, especially concerning that the Ports of Los
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Angeles and Long Beach handle more than 42 percent of the nation’s
containerized commerce. He believes that the Port of LA “need[s] to receive a
reasonable and appropriate share of the federal port security funding” (p. 3).
Should Federal grant dollars be distributed proportionately to a port’s size and
contribution to the Nation’s commerce?

Financing Improved Port Security. Currently, there is insufficient Federal
funding to fully ensure port security. Some in Congress advocate a new user fee
on vessels, sea containers, bulk cargo, and cruise passengers. Others suggest that,
instead of being deposited in the Federal government’s general fund, customs
revenues be used to fund improved port security. In Fiscal Year 2001, the U.S.
Customs Bureau collected $15.6 billion in duties on commodities entering the
U.S. through the marine transportation.

In his written testimony, Mr. Keller stated, that the Port of LA opposes additional
“user fees” to shippers and truckers and “strongly believe[s] that Customs
revenues can provide the appropriate source for funding the additional security

required at our nation’s ports” (p. 4).

What financing mechanism or source do you recommend to fund port security
upgrades?
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Supplemental Responses by Larry Keller, Executive Director, Port of Los Angeles
as Requested by Chairman Doug Ose for the Record of the April 24, 2003
House Government Reform Subcommittee on Energy Policy,

Natural Resources and Regulatory Affairs Hearing

Ql.  Identification of Workers & Others with Port Access. Various Federal agencies —
including the Transportation Department’s Research and Special Programs
Administration (RSPA), the Homeland Security Department’s Transportation Security
Administration (TSA), and the General Services Administration (GSA) — are jointly
developing a standardized “smart” common Transportation Worker Identification
Credential (TWIC) for all transportation workers and others requiring access to secure
areas and functions of the transportation system. This smart card would include
biometric information to ensure a person’s identity.

The new Maritime Transportation Security Act requires the Homeland Security
Department to issue regulations governing transportation security cards and a waiver
process for individuals ineligible for such a card. Maersk’s written statement called for
TSA to accelerate development of TWIC (p. 2).

a. Concerns. What, if any, concerns do you have with such a standardized smart
card?

Response: The port complex of Los Angeles and Long Beach is one of three venues in the
nation chosen to test the Transportation Worker Identification Credential (TWIC) prototype. We
believe there should only be one standard for an identification card set by the federal government
that preempts all and any other state or local requirements. There should only be one national
standard for card issuance. There should be flexibility within the standard that accounts for local
conditions, but federal preemption is absolutely necessary.

There is a natural concern for having anybody’s personal data reside within a database. Our
greatest concern, however, is the maintaining of the system once it is started as workers move
from workplace to workplace or geographic location, or from one transport profession to
another. The updating of the system is crucial and therein lies a possible weakness for things
that may have not been thoroughly investigated. The level of security and how that is assured is
our greatest concern.

b. Biometrics. Are you concerned with use of a biometric? Do you object to any
specific kind of biometric? If so, which and why?

Response: We believe that biometrics should be part of the TWIC Smart Card. Biometrics is a
failsafe method of identifying the possessor of the card. Without biometrics you really don’t
know if someone is using someone’s borrowed card. The biometric verifies that the person
presenting the card to gain entry is the actual identified person. Absent that, anybody can use the
card just as they can use someone else’s driver’s license. Driver’s licenses are sold on the streets
all the time. Although they have a biometric electronic strip with a person’s information on the
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card, it doesn’t test that person against the driver’s license card. We don’t want a TWIC Smart
Card that can be easily purchased on the blackmarket.

The biometric method would also be the most efficient. We are in the business of moving people
and cargo and we don’t want to waste a lot of time. However, we do not have a preferred
biometric method. We would only request that the biometric technology utilized whether
thumbprint, retina or facial recognition, be 99.9% accurate. This methodology must identify the
person who is presenting the card without a possibility of security being breached.

c. Background Checks. In his written statement, Dr. Miretti stated, “As a general matter
of policy, the ILWU membership opposes background checks on any workers” (p. 3).
In her written statement, Ms. Williams supported background checks, with periodic
renewals, which should be used across transportation modes, should be made quickly
(i.e., within 4-7 days), and “must preempt all other state and local requirements™ (p.
2).

¢ Do you have any concerns about background checks before issuance of a
transportation security card?

s  Who should be subject to a background check and who should be exempt? For
example, what about gatekeepers? Guards? Computer operators? Truckers?

e What are your views on Federal preemption in this area?

Response: 'We support background checks for issuance of the TWIC Smart Card, but this
background should be separate from an employer who requires a background check for
employment. We do not wish to comingle the two. We don’t want labor issues to become
involved in security issues.

All persons issued a TWIC Smart Card should undergo a basic background check. Increased
levels of background checks should be administered based on an increased level of security to
gain access to security-sensitive areas. Those in the security/law enforcement field should
receive a full background check.

We support federal preemption in this area to set the standard of what is required and allow a
federal agency to perform the background checks to ensure no irregularities between employers
and their work force.

d. Access to Background Information. In her written statement, Ms. Williams expressed
concern about the “protection of confidential personal and corporate information” (p.
4). Do you have any concerns about employer access to background information
obtained during a background check? For example, its use in employee wage setting.

Response: Employers should have no access to the TWIC Smart Card background check.
Background checks for employee hiring by the employer should be separate and apart from
background checks for issuance of the TWIC Smart Card for security purposes.
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e. Data Sharing. In his written statement, Dr. Miretti stated, “We recommend that
regulations require ... that the TWIC card be used for positive identification security
purposes only” (p. 3). Do you have any concerns about the interface of the TWIC
system with other databases for a “watch list” and intelligence information?

Response: One of the goals of confirming background checks is to identify persons who would
be a threat to national security. Data sharing is needed for federal, state and local law
enforcement agencies to work collectively against a threat to our nation.

f. Coverage.
e Should all contractors, vendors and truckers servicing a port be required to

receive a transportation security card?
e  Who should be excluded and why?

Response: All workers requiring access to any port facility should receive a TWIC Smart Card.
Visitors and tourists to the ports should be excluded from background checks.

g. Rules. What provisions should be included in the Homeland Security’s forthcoming
regulations governing TWIC?

Response: The provisions need to clearly state that it is a federal regulation that will set the
standard to ensure uniformity and consistency throughout the nation. Thus, truck drivers and
dockworkers nationwide will have the same rules apply. The Department of Homeland Security
should direct the appropriate federal agency to perform the background checks for the issuance
of the TWIC Smart Card.

Q2.  Federal vs Private Sector Roles. Maersk’s written testimony stated, “As commercial
enterprises we do not enjoy the Government’s sovereign immunity, and therefore cannot
be expected to conduct either law enforcement or military operations” (emphasis
added, p. 4). Maersk opposed a Federal regulatory requirement for private parties to
“randomly inspect and search individuals and vehicles entering waterfront facilities,”
“deploy their own security boats,” and use divers “to inspect pier structures prior to the
arrival of a vessel” (p. 3). Mr. Parker’s written testimony stated, “while shipping
companies are ready, willing and able to support and assist the government to protect our
ports, we cannot act as government functionaries. We cannot, for example, perform law
enforcement activities, such as patrolling the waters around the port” (p. 2) and
“inspecting cargo or checking the identification of seafarers” (p. 3). Lastly, Ms.
Williams’s written testimony stated, “it does not make sense to require a land-based
facility like a motor carrier to have maritime/IMO security expertise” (p. 3).

In air transportation, the new air security law required the Federal government to
takeover the screening of all passengers and baggage. What maritime security functions
do you believe should be the responsibility of the Federal government? '
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Response: We certainly think that access control through the use of I.D. Cards, the TWIC Smart
Card, is probably the number one issue in terms of securing the facilities. It allows control of the
access. It allows identification of people. It allows us to know who is in and who is out, and the
facility operators to know at any given time who is in and who is out. This is exceedingly
important and a huge role for our federal government.

The roles and the missions of the U.S. Coast Guard and U.S. Customs Service are very clear.
Their challenge is what they are mandated to do, including many duties for which resources have
not been fully funded since they inherited these extra responsibilities to improve security since
9/11.

If, in fact, we are going to have a continuing threat against this country, we want to let those of
bad intent know that this is not the place to do it. If they do it here, they are going to get caught,
or their efforts are going to be frustrated. That’s the best we can do. This is a huge business; we
are part of a global network. Now we couldn’t shut that down, even if we wanted to. Such is our
interdependence. We think best measures, best practices, and cost effective measures are the
best we can do.

We have asked for certain enhancements for U.S. Customs after 9/11, and happily enough, the
appropriators saw their way to fully fund the ACE Customs computer. Whether it’s pushing
back the borders or doing the work here, we think that ACE is absolutely necessary in
determining which containers should be looked at and how frequently. We have had splendid
relations with our federal partners and look forward to the federal government taking the lead.

Response: We agree with the concern that the private sector expressed, specifically Maersk in
their written testimony, that the federal government should not impose demands on the private
sector that they are unable to meet in patrolling the waters and the areas surrounding the terminal
operations.

Ultimately, the responsibility is with the federal government, U.S. Coast Guard, U.S. Customs
and Immigration and Naturalization Service. However, we do believe that we need to set a
security benchmark for the private sector to meet. There has to be some benchmarking where
the terminal operators need to be told what the minimum standards are.

If necessary, these security standards could be written into future lease agreements, and existing
leases could be amended to identify minimum security standards.

Q3.  Minimum or Prescriptive Rules. Should the Homeland Security’s forthcoming interim .
final regulations - which are targeted for issuance by June 30th - set a core, minimum,
baseline standard set of requirements for every port, facility and vessel or should they
include more prescriptive requirements? And, should the Department allow self-
certification of compliance by non-Federal private parties?

Response: The interim final regulations should set a core minimum standard for all ports,
facilities and vessels. Again, we think the TWIC Smart Card is part of that minimum standard.
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Currently, on the vessel side, the Coast Guard and U.S. Customs regulations now adequately
define what’s on a vessel and gives some indication on the condition of the vessel as it
approaches the port. We have the 96-hour rule, the 72-hour rule, and the 24-hour rule
notification, which have served well on personnel, on possible intrusion on board the vessel, as
well as any indication that there might be cargo difficulty.

On the trucking or the railroad side, the idea that you know who is coming to the terminal and
that the person who represents themselves is in fact the person who is designated to come to the
terminal, is exceedingly important.

In terms of physical security, which is subject to some of the grant funding that we have applied
for, we think that such things as fence heights, lock security, video surveillance, and physical
barriers should have minimum standards that are observed and as you so rightly said,
enhancements can come as necessary for adaptation. Our Captain of the Port, Captain Homes, in
fact, has done a fine job of taking a first cut at defining these minimum requirements, which we
have to some extent in place.

If you do not have that minimum standard baseline, you will find, for example, ports like the Port
of Los Angeles being very proactive by expending a huge amount of money to meet that
minimum standard, and other ports that have not spent money and will not unless mandated to do
so. This lack of consistency allows for easy access to unsecured areas and a clear breach in
security. We need to make it clear that there should be a minimum standard uniformity applied
to.

Terminal operators must also be mandated to meet a benchmark, or else the more proactive
terminal operators, like APL and Maersk, will find themselves funding security needs and their
competitors will not. It is very important to set established minimum security standards.

To meet this minimum standard, self-certification does not work. That will not serve the interest
of security. It is very subjective and those firms that don’t want to spend money on security will
certify themselves. Therefore, self-certification is not appropriate, and the responsibility has to
be certification by the appropriate federal agency like U.S. Coast Guard or U.S. Customs.

Q4.  Content of Port, Facility & Vessel Rules. The new law requires each facility and vessel
to submit - 6 months after issuance of the interim final rules - its security plan for Federal
review and approval. The law requires that these plans shall include provisions for:
establishing and maintaining physical security, passenger and cargo security, and
personnel security; establishing and controlling access to secure areas; procedural
security policies; communications systems; and other security systems.

Which of these subjects should be addressed in the interim final rules as minimum

requirements?:

for Ports —  perimeter security zones, barriers, patrol requirements, police, armed
guards, alarm/surveillance system control, lighting, fencing, training,
drills, exercises, firearms, advance scheduling of
vendors/contractors/visitors, search/inspection of
persons/packages/vehicles, verification by a 3rd party?

5
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for Facilities (e.g., waterfront facilities, cruise ship passenger terminals, oil or bulk
hazardous material facilities, waterfront facilities handling liquefied natural gas or
liquefied hazardous gases)
- personnel screening, lighting, fencing, gates, other equipment,
locked doors/windows, armed guards, manned TV monitoring
systems, security alert systems, alarms, communications systems,
training, drills, exercises, advance scheduling of
vendors/contractors/visitors, search/inspection of
persons/deliveries/packages, verification by a 3rd party,
recordkeeping?

for Vessels — regular inspections by the vessel security officer, security guards,
locked or secured restricted areas, lighting, security doors,
motion detection equipment, surveillance equipment, training,
drills, exercises, inspections by the U.S. Coast Guard,
recordkeeping?

Response: The interim final regulations should set a core minimum standard for all ports,
facilities and vessels. Again, we think the TWIC Smart Card is part of that minimum standard.

Our Port Police are working with the federal, the state, and the local authorities, and frankly, a
lot of what is being done is putting up a credible defense.

Improved fencing, TV monitoring and uniformed guards must be used. It would help to have
people know that the equipment is overseas as we talk about pushing back the borders and that as
containers come off ships from Indonesia, Pakistan, Manila and other places, through Singapore,
that they are going through radiation detectors. So we neutralize that threat at origin.

Basically what we are suggesting is that a system that addresses a variety of threats makes people
turn their eyes elsewhere. If, in fact, we are going to have a continuing threat against this
country, we want to let our enemies know that the port is not the place to do it.

Also an important issue that needs to be considered is to mandate monthly or quarterly meetings
between the federal, state and local agencies to exchange intelligence and share information to
secure the ports, and act as a conduit to convey information to the port authorities. This panel or
committee could also act to help private terminal operators in establishing their security
standards.

Q5. Training. In the Subcommittee’s November 2001 hearing on air security
regulations, we heard testimony about the need for training for screeners, pilots,
flight attendants, and others. How many hours of classroom and on-the-job
training do you think should be required for port security personnel? Who should
be trained? And, what subject areas should be required to be covered in the
training?
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Response: The Port of Los Angeles supports the development of training classes that would be
applied throughout the country to establish the minimum standards. Training is critical to a
successful security program and presently there are no training requirements for security
personnel that work for the private terminals.

The training that is currently conducted is specifically for seaport police officers through the
American Association of Port Authorities, and perhaps other groups that may be organized at a
regional level. However, these classes are only for public officers and not for private security
personnel. There should be a set program established for private security personnel that would
include integrating the public police officers in this training.

Los Angeles Port Police is an organization, one of a very few, that has established some training
standards. However, our counterparts around the country have not. Bonafide training is lacking
throughout the seaport securities programs and there is no mandate that training be at a minimum
level.

Forty to 80 hours of training would be appropriate. The training should consist of arrests, rules
of arrest, port operations, collection of data, documentation procedures, methodologies for
patrolling, up-to-date training on technology, and recognition of how tourists operate within a
port community.

The Port of Los Angeles has recognized the importance of training and its contract with Sandia
National Laboratories includes for Operation Safe Commerce dealt with training and establishing
training for the overseas ports as well as for those trade lanes and personnel that handle security
within the Port of Los Angeles. We do see the value of training and have directed Sandia
National Laboratory in this effort.

Q6.  Security Performance Standards. In the Subcommittee’s hearing on air security
regulations, we heard testimony about Transportation Secretary Mineta’s “zero
tolerance policy” for failures in a training test or in an on-the-job performance

situation.

Should the Homeland Security Department establish performance standards for
port security, facility security, and vessel security? If so, what should be
included? And, should there be a “zero tolerance policy™ for failure in a training
test or an on-the-job performance situation?

Response:  Yes, we should have security based standards. The Department of Homeland
Security should establish those minimum performance standards for port security, facility
security and vessel security. These standards should be part of a required auditing process and a
refresher training process that addresses state-of-the-art security issues.

We would support a “zero tolerance policy” regarding training. Those not meeting the minimum
training performance standards should not be allowed, permitted or licensed to operate a port
terminal.
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Q7.  Advance Scheduling. In February 2003, the Coast Guard’s Captain of the Port
Los Angeles — Long Beach issued a “Security Advisory” which stated his
“expectation” that vendors, contractors, and pilots visits “shall be scheduled in
advance.” Should the forthcoming interim final rules require advance scheduling
of all vendors and contractors, including the truckers who move in and out of a
port?

Response: Advance scheduling could act as a deterrent to prevent the infiltration of terrorists
through port vendors and contractors who are needed by port operators. However, this is a very
complicated process due to the fact that about 11,000 truckers are registered in the Southern
California region. Many of these truckers change from company to company and many are
independent operators. These differences complicate the issue of advanced scheduling for
truckers. There should be an effort to establish some type of minimum advance scheduling.
Vendors should also be credentialed and scheduled.

Q8.  Vessel Information - Advance Notice of Arrival (NOA). In October 2001, the U.S. Coast
Guard issued a temporary rule (and then a final rule in February 2003), which changed
the 24-hour advance Notice of Arrival (NOA) of a vessel to a 96-hour NOA, and
suspended some exemptions (33 CFR §160). The NOA now includes detailed
information on the cargo, crew, passengers, and the vessel.

Do you have any objections to this revised Coast Guard regulation? If so, how would
you like it to be changed?

Response: We agree with and support the 96-hour Notice of Arrival.

Q9.  Cargo Information - Advance Manifests. In October 2002, the U.S. Customs Service
issued a final rule requiring 24-hour advance information before cargo is loaded at a
foreign port onto a U.S.-bound vessel; previously, cargo declaration information was not
available until the ship arrived at the U.S. port (19 CFR §4, 113 & 178).

In his written statement, Mr. Marshall-Johns of Oppenheimer stated, “The U.S. Customs
24-hour rule ... presents some challenges for fresh produce” (p. 5). Do you have any
objections to this revised Customs Service regulation? If so,

how would you like it to be changed?

Response: The advance manifest notification is an important instrument that U.S. Customs has
required to prevent last minute cargo loading. This makes it more difficult for a terrorist to wait
for the very last minute to put something undesirable like a weapon or other contraband in a
container. The 24-rule does act as a deterrent and we support that effort. The Container Security
Initiative depends on the 24-hour rule for its effectiveness.
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Q10. Container Security. The U.S. Customs Service has a two-part Operation Safe Commerce
initiative. In January 2002, Customs initiated a Container Security Initiative (CSI),
where U.S. Customs inspectors identify “high-risk” containers and pre-screen U.S.-
bound high-risk containers at major foreign ports, using technology (radiation detectors
and large-scale x-ray-type machines) so that it can be done rapidly. Another aspect of
CSI is the development of smarter, “tamper-evident” containers (e.g., with electronic
seals, sensors, or tracking devices).

In April 2002, Customs initiated the Customs-Trade Partnership Against Terrorism
(C-TPAT), which offers importers expedited processing of cargo if they secure their
entire supply chain (not just at foreign seaports) and are certified by the Customs Service.
Currently, only a small percentage of cargo is screened by Customs after a risk
assessment is made.

a. Random Screening. In his written statement, Mr. Marshall-Johns of Oppenheimer
stated, “Cargo screening on a random basis at time of arrival in the U.S. is
imperative” (emphasis added, p. 5).

What changes in container screening, if any, do you recommend for U.S. or
foreign ports to better reduce risk to U.S. port workers and the Ametican
public? For example, besides screening of high-risk containers, should a
random sample of non-high-risk containers be screened?

b. Supply Chain. What requirements, if any, should be included in the forthcoming
interim final rules regarding containers themselves? For example, what
requirements, if any, should be included to ensure security along the entire supply
chain (i.e., procedural security, physical security, personnel security, education and
training, access control, manifest procedures, and conveyance security)?

Response: The Port of Los Angeles believes that the 24-rule, the 72-hour rule and 96-hour rule
need to be in place as part of the process of detecting the anomalies as well as pushing back the
borders. As we stated earlier, the Container Security Initiative, as part of Operation Safe
Commerce, is the vehicle currently being utilized to review the supply of containerized cargo.
The inspection of containers performed by the U.S. Customs Officers overseas ensures the safety
of our nation and of the ships sailing to our ports.

We do support inspection of containers upon arrival but believe that random inspections might
not be truly effective unless U.S. Customs uses screening criteria that enhance “random”
selection in order to produce a better result. Inspection is too costly and time consuming but
U.S. Customs should be the final authority on the issue.

Supply chain security must, as previously, stated begin at cargo origination points and at the load
ports. Containers must be made secured against intrusion after inspection with secure door
hardware and with high security locks or seals. Seal and container security must be checked
upon arrival in U.S. ports and prior to handing off to truckers or rail carriers. Beyond that, it
would seem that concerns would shift to cargo security (theft prevention) and not national
security, as the container is now within the U.S.
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While we support the use of tamperproof seals, we do not believe that protocols for their use
have been sufficiently developed that ensures a container can truly be certified as “safe.”

Q11. Container Performance Standards. The new law requires the Homeland Security
Department to develop performance standards to “enhance the physical security
of shipping containers, including standards for seals and locks” (Sec. 102 §
70116 & Sec. 111).

What do you recommend should be included in these container performance
standards?

Response: We would recommend to the Department of Homeland Security to set performance
standards for containers that addresses tamperproof hinges and seals. Hinges have always been
an issue. Tamperproof hinges on the container that would prevent the doors from being lifted off
with or without a seal on them would be ideal.

Any structure of the type of a container or trailer could be breached if someone were to do it in
an obvious way, cut a hole on the side or rip open one of the aluminum sheets. However, such
breaches are probably not what somebody would do if they were wishing to smuggle. Again, the
means of entry and egress in the container focuses on the doors. So the critical issue is hardware
that will remain secure with a lock or seal in place in such a way that you’ll know that the lock or
seal in fact has secured the container for the duration of its voyage. It is necessary to know that
there was not some other point of entry and typically speaking, that’s a concentration on the
doors and the hardware.

The issue of establishing container performance standards is a very complicated issue, and one of
the problems with this issue, of course, is establishing the minimum requirements for what is a
security device. There has been a lot of research conducted by the Cargo Handling Cooperative
and this research should be provided to the policy makers and applied to establishing what
standards may by acceptable.

Q12. Unsealed Empty Containers. In his written statement for the ILWU, Dr. Miretti
recommended that the U.S. follow the “common sense, affordable procedure” used by
other countries to inspect empty containers (p. 2). Do you think that unsealed empty
containers, which U.S. transportation workers have to handle, should be screened? If so,
how?

Response: We believe in considering this question, it is important to determine, what it is that
you are trying to accomplish. If federal authorities believe that there is a chance that someone
would send a device of some type back into the port from within the United States, then perhaps
this needs to be seriously looked at.

10
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Q13. Screening Fresh Produce. The Oppenheimer Group and the Dole Food Company
have worked with the U.S. Customs Bureau to ensure that certain fresh produce is
prescreened abroad before loading. Should all fresh produce or certain kinds of
fresh produce or fresh produce from certain countries be required to be
prescreened abroad?

Response: Fresh produce should be prescreened abroad.

Ql4. Improving Port Security Abroad. The Ports of Los Angeles and Long Beach have
taken the initiative to work with certain ports abroad to ensure adequate prescreening
before cargo is loaded on a vessel coming to the U.S. Currently, many but not all ports
abroad have radiation detection equipment (some designed by the Energy Department’s
Sandia National Laboratories) to screen for weapons of mass destruction.

Should the U.S. government buy and place such equipment at all key ports abroad?
Should the U.S. government require prescreening abroad of certain kinds of containers?
If so, which kinds? What about “consolidated” cargo (with more than one kind of good)
containers that account for over one-fourth of all containers? And, should the U.S. offer
other financial support to developing countries to improve their port security?

Response: We agree that pushing back our borders will make our nation, the ships calling at our
ports, and most importantly, our workers safe. Prescreening of specific containers abroad is an
excellent concept. How to go about doing that is best left to our law enforcement agencies to
develop the best practices and procedures about which containers should be screened and what
constitutes a “red flag.” Local intelligence, computer profiles and physical screening should all
play arole.

With respect to how this will be funded can be a shared partnership with the federal government
and our trading partners overseas. This concept of prescreening is for the safety of all concerned
in the transshipment of goods since we are an interdependent global market.

Radiation detection devices placed in key overseas load and transshipment points can be very
effective in lessening the threat of a radiological weapon of mass destruction being loaded to a
vessel bound for a U.S. port. Some can screen without slowing the speed of commerce and
should be considered at a minimum.

A determination should be made that all containers originating from specific countries that are
known to be hostile or have terrorists cells must pass chemical, radiation and biological
screening. This mandate may encourage those countries’ authorities to crackdown on such
behavior and be less tolerant. Additionally, they should share in the costs of prescreening
containers if they wish to continue trading with the United States.
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Q15. [International Trade Agreements. To raise international port security, should the
U.S. require compliance with certain port security standards in its international
trade agreements?

Response: International Trade Agreements would be the right opportunity to require compliance
with specific U.S. port security standards implementation of inspections at the ports of origin.
This is a matter of getting attention when it is best had. Self-interest, after all, is important and
the United States is the world’s largest consumer of goods from other countries.

In our experience, once the doors were open in Hong Kong and Singapore, we found a great deal
of flexibility and the ability to have our consultants work with their authorities to come up with
technologies and on the ground procedures that would work. Those were worked out with the
U.S. Customs officers who are stationed there. The concept of pushing back the borders to the
people who send goods for transshipment to the United States was from such a relationship.

1 continue to believe that cargo inspection overseas is our best means of ensuring safe cargo
arrivals in the U.S. We need to make certain that foreign countries and points of embarkation do
what they are supposed to do to make sure that the cargo going into containers is safe, and that
those containers are inspected, and sealed in some fashion so we know what is coming our way.
We then don’t have to worry about it offshore or on-shore, on trucks or on rail.

It is imperative that terrorists know that every container, whether it’s under international
agreement or not, or whether it’s coming from a small non-descript port, is going to meet
minimum standards and prescreening under certain conditions. No container will have am
immediate seal of approval simply because it’s under an international trade agreement.

Q16. Passenger and Crew Manifests. In January 2003, the Immigration and
Naturalization Service (INS) published a proposed rule requiring all passengers
and crews departing from or arriving at U.S. ports to submit additional
information (8 CFR §217, 231 & 251).

Did your organization submit a comment on this proposed rule? And, do you
have any objections to it? If so, what changes would you like INS to make?

Response: The Port of Los Angeles did not submit a comment on this proposed rule. However,
we support the Immigration and Naturalization Services proposed rule requiring all passengers
and crews departing from or arriving at U.S. ports to submit additional information.

Q17. Passenger Interviews & Searches. In the Subcommittee’s hearing on air security
regulations, we heard testimony about the need for interviews of all or selective
passengers, screening baggage, and possibly matching passengers and baggage.

Should cruise passengers be interviewed? Should their baggage be searched?
Should there be matching of passengers and baggage? What Federal rules, if any,

12
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should govern this process?

Response: Yes, cruise passengers should be interviewed, and their baggage searched both on a
random basis or by selective process if questionable. Every piece of baggage should be matched
up to an existing ticketed passenger.

Qi8.

Drug and Alcohol Testing. Currently, various Federal agencies use drug and
alcohol testing for employees engaged in national security sensitive or health and
safety sensitive functions. Should any port employees (e.g., guards and crew
members) or others requiring access to secure areas and functions of a port be
subject to random drug and alcohol testing?

Response: Port employees, sworn officers, civilians and private security personnel that have
access to critical terminal operations, data and information should be at a minimum randomly
tested for illegal drugs. We would be concerned with tests for all drugs and alcohol due to the
obvious problems that could result if a person having consumed legally, and then is
unfortunately tested positive. Illegal drugs should be the focal point.

Ql9.

Enforcement and Penalties. In her written testimony, Ms. Williams stated, “Laws must
severely punish criminals unlawfully obtaining or using [driver’s personal data, and
business’ proprietary and confidential] information, and include far-reaching financial
sanctions and lengthy incarceration” (p. 5). In its December 30, 2002 notice of seven
public meetings to discuss maritime security, the Coast Guard stated that the public
previously “stressed the importance of uniformity in the application and enforcement of
requirements” (67 FR 79743).

The new law requires the Federal govermnment to issue an interim final rule governing
civil penalties up to $25,000 for each violation of the new law or any implementing
regulation. What provisions do you think should be included in Federal rules for
statutory or regulatory violations by a facility or vessel owner or operator or other
persons?

Response: Appropriate penalties should be established by those in position to know the impact
for deterring terrorists and violators of the rules. Possible penalties could be giving U.S. Coast
Guard and/or U.8. Customs the authority to shutdown a terminal operator or to refuse entry to a
vessel for flagrant violations.

Q20.

Federal Preemption of State/Local Requirements. Mr. Parker’s written testimony
stated, “State and local government are also imposing more regulatory conditions
on Port operations — some of which may actually divert resources from port
security” (p. 2). He recommended that the Federal government “should ensure
by federal preemption where necessary ~ that operating requirements and
restrictions imposed by statc and local government arc consistent with the goals of

13



116

overall port security” (p. 3). What are your views on Federal preemption of State
and local requirements?

Response: We believe that the federal government must take the lead in national security issues
and security procedures. The failure to do so opens the door to local and state procedures, which
will prove costly, duplicative and possibly counter productive.

We’ve found that federal preemption works best in addressing the concerns of overall port
security because it creates one standard for all to follow without contradiction or confusion.

However, it is also important that local authorities, especially security authorities, are provided a
method for providing input to the federal structure prior to implementing federal rules. For
example, federal rules that apply to the Port of Los Angeles may not be appropriate at the Port of
San Diego or some other venue. The Port of Los Angeles has a working force of some 25,000
people including dockworkers and truckers. There needs to be some flexibility and
understanding as to the problems at hand and to application of those rules in such a diverse
workforce. There needs to be a vehicle for allowing some local interpretation on methods to deal
with rules that apply to unique local situations.

Q21. Distribution of Federal Grant Dollars. In his written statement, Mr. Keller
outlined the Port of Los Angeles’s applications for and receipt to date of
insufficient Federal grant dollars, especially concerning that the Ports of Los
Angeles and Long Beach that handle more than 42 percent of the nation’s
containerized commerce. He believes that the Port of LA “need[s] to receive a
reasonable and appropriate share of the federal port security funding” (p. 3).
Should Federal grant dollars be distributed proportionately to a port’s size and
contribution to the Nation’s commerce?

Response: Absolutely. We think sources and uses are the perfect answer to this. The San Pedro
Bay port complex comprised of the Ports of Los Angeles and Long Beach should receive federal
grant dollars based on its size and its contribution to the nation’s commerce.

When the nation’s largest port complex was shutdown during the International Longshore and
Warehouse Union lockout, our nation felt the tremendous ripple effects of halted goods
movement and the stoppage of work that occurred as a result. This was a lesson which provided
us an example of our nation’s dependence on an efficient and safe transportation network to
distribute cargo efficiently along our trade corridors. The ability to move cargo seamlessly
through the Port of Los Angeles is crucial to the overall economic vitality of the nation. We
cannot do this if our security is hampered or breached. A terrorist attack at the Port would not
only cause havoc in our region, but also seriously affects the maritime trading system, thereby
further disrupting U.S. and international commerce.

As part of the nation’s largest port complex, we need to receive a reasonable and appropriate
share of the federal port security funding. Security funding needs to be based on the potential
consequences of terrorist activities and the sheer volume of cargo requiring security. Prototypes
developed here can be implemented rationally, for example, the 12 million containers coming
through the Ports of Los Angeles and Long Beach obviously have a high risk of intrusion.

14
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Therefore, it requires a lot more expense to secure 12 million containers than it would a lesser
amount of cargo at another port.

Q22. Financing Improved Port Security. Currently, there is insufficient Federal
funding to fully ensure port security. Some in Congress advocate a new user fee
on vessels, sea containers, bulk cargo, and cruise passengers. Others suggest that,
instead of being deposited in the Federal government’s general fund, customs
revenues be used to fund improved port security. In Fiscal Year 2001, the U.S.
Customs Bureau collected $15.6 billion in duties on commodities entering the
U.S. through the marine transportation.

In his written testimony, Mr. Keller stated, that the Port of LA opposes additional “user
fees” to shippers and truckers and “strongly believe[s] that Customs revenues can provide
the appropriate source for funding the additional security required at our nation’s ports”

(. 4).

Response: There has been discussion on a number of fronts regarding the proposal of adding
additional “user fees” to shippers and truckers to fund security enhancements at our nation’s
ports. We do not believe such proposals to be warranted. The economics of such proposals
should be carefully analyzed, even with regard to seemingly “minimal” fee assessments.

In an already weak economy, adding these “user fees” to shippers and truckers will result in
higher overall costs to consumers and ultimately cause additional inflation. The ripple effect will
be felt in the imported goods lining the shelves of stores across the U.S., and will also further
impact the markets of U.S. manufactured products exported to overseas markets, many of which
incorporate some imported content. Exporters might, in fact, end up paying twice, thus
disadvantaging U.S. manufacturers and exporters.

If these costs are too high, other nations will get their goods from someplace other than the U.S.
The highest overall benefit to the American consumer can only be achieved through unhampered
access to reasonably priced, high quality goods, and the American exporter must have the ability
to compete without costly fees.

The Port of Los Angeles believes that U.S. Customs revenues, collected from imported
commodities using maritime transportation, can be applied to security infrastructure and security
improvements. According to U.S. Customs, Port of Los Angeles users pay approximately $12
million each day in Customs duties, with the Los Angeles Customs District leading the nation in
total duties collected for maritime.

We know that most of U.S. Customs duties collected are deposited into the general fund in
support of federal activities, with the exception of approximately 30% of the gross Customs
receipts specifically designated for agricultural and food programs which is appropriate given the
fact that much of those products are ultimately exported.

This is a growth industry. We have previously submitted in our written testimony that growth in
U.S. Customs revenues increases from year to year, and that it grows almost $1 billion a year.

15



118

We are suggesting taking a single year’s increment, not just for the Port of Los Angeles but for
all the ports in the United States, as a set aside to allow us to have the security materials that we
need in the ports. It is key that the funds should be distributed based on a port’s size and overall
contribution to the nation’s commerce. We, therefore, continue to strongly believe that Customs
revenues can provide the appropriate source for funding the additional security required at our
nation’s ports.

16
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May 2, 2003

Steamship Association of Southern California
900 Wilshire Blvd — Suite 1434

Los Angeles, CA 90017

Dear Mr. Parker:

HENRY A WAXMAN, CALIFORNIA,
RANKING MINORITY MEVIBER

TOM LANTOS, CAUFORNIA

BMAJOR R, OWENS, NEW YORK

CA DUTCH AUPPERSBERGER,
MARYLAND

ELEANOR HOLMES NORATON,
DISTRICT OF COLUMBIA

JM COOPER, TENNESSEE

CHRIS BELL, TEXAS

BERNARD SANDERS, VERMONT,
INDEPENDENT

This letter follows up on the April 24, 2003 hearing of the Government Reform Subcommittee
on Energy Policy, Natural Resources and Regulatory Affairs, entitled “What Regulations are Needed to
Ensure Port Security?” First, let me thank you for your extremely helpful written and oral testimony,
including your thoughtful recommendations for how the Federal government can better ensure port
security. Second, as discussed during the hearing, I am enclosing followup questions for the hearing

record.

Please send your response to the Subcommittee majority staff in B-377 Rayburn House Office
Building and the minority staff in B-350A Rayburn House Office Building by May 26, 2003. I you
have any questions about this request, please call Subcommittee Deputy Staff Director Barbara Kahlow
on 226-3058. Thank you for your attention to this request.

Enclosure

Sincerely,

] o

Chairman

Subcommittee on Energy Policy, Natural
Resources and Regulatory Affairs

cc The Honorable Tom Davis
The Honorable John Tierney
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Questions for Port Security Witnesses

Questions the same as those sent to
Larry Keller
Executive Director
Port of Los Angeles

(see previous pages)
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Answers to Chairman Ose’s Questions from Tim Parker
Executive Secretary
Steamship Association of Southern California
May 27, 2003

Federal vs Private Sector Roles. Maersk’s written testimony stated, “As

commercial enterprises we do not enjoy the Government’s sovereign immunity, and
therefore cannot be expected to conduct either law enforcement or military operations™
(emphasis added, p. 4). Maersk opposed a Federal regulatory requirement for private
parties to “randomly inspect and search individuals and vehicles entering waterfront
facilities,” “deploy their own security boats,” and use divers “to inspect pier structures
prior to the arrival of a vessel” (p. 3). Mr. Parker’s written testimony stated, “while
shipping companies are ready, willing and able to support and assist the government to
protect our ports, we cannot act as government functionaries. We cannot, for example,
perform law enforcement activities, such as patrolling the waters around the port” (p. 2)
and “inspecting cargo or checking the identification of seafarers” (p. 3). Lastly, Ms.
Williams’s written testimony stated, “it does not make sense to require a land-based
facility like a motor carrier to have maritime/IMO security expertise” (p. 3).

In air transportation, the new air security law required the Federal government to
takeover the screening of all passengers and baggage. What maritime security functions
do you believe should be the responsibility of the Federal government?

The Federal government should have the primary role for port security that is mandated
by the Federal government. 4ll security screening and identification cards (TWIC)
should be Federal not only to protect the database but to assure consistency.

Federal Preemption of State/Local Requirements. Mr. Parker’s written testimony
stated, “State and local government are also imposing more regulatory conditions
on Port operations — some of which may actually divert resources from port
security” (p. 2). He recommended that the Federal government “should ensure —
by federal preemption where necessary — that operating requirements and
restrictions imposed by state and local government are consistent with the goals of
overall port security” (p. 3). What are your views on Federal preemption of State
and local requirements?

Recent California State law passed in 2002 require significant investment by ports and
terminal operators to meet needs other than terminal security.

AB2650 affects Oakland, Los Angeles and Long Beach and will take investment in
software for scheduling systems as well as changes in gate positioning to meet this bill's
requirements. For those terminals that do not invest in scheduling systems, longer
operating hours, at increased costs, will result. The final costs for these changes will not
be known until July 1, 2003 when the full effect of this law takes effect.
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AB2769 affects the Port of Los Angeles and requires that funds generated by Port
activities be spent in the 15th Council District. The Steamship Association of Southern
California along with the Los Angeles Chamber of Commerce, numerous civic groups
opposed this measure when it was submitted to the Los Angeles City Council for
certification as a charter amendment. When this amendment was originally approved it
was delayed for placement on the city ballot for approval by the electorate. The
economic effect of this measure would be to take available port funds from projects such
as security measurers and transfer them to civic improvement project having nothing to
do with port security.

1 believe there are others who can respond to the balance of the questions. Should you have any
further questions, please advise.



TOM DAVIS, VIRGINIA,
CHAIRMAN

DAN BURTON, INDIAA

CHRISTOPHER SHAYS, CONNECTIGUT

ILEANA ROS-LEHTINEN, FLORIDA
K

CHRIS CANNON, UTA}

WILLIAW J JANKLOW, SOUTH DAKOTA
MARSHA BLACKBURN, TENNESSEE

BY FACSIMILE
Mr. John Ochs

Security Manager

123

ONE HUNDRED EIGHTH CONGRESS

Conaress of the United States
House of Repregentatives

COMMITTEE ON GOVERNMENT REFORM
2157 RaveurN House OrFice BuiLping
WasHINGTON, DC 20515-6143
Masomy {202) 225-5074
FacsiMie {202) 225-3973
MeonTy (202) 2265051

(202) 2256852
www.house.govireform

May 2, 2003

APM Terminals, Maersk Sealand, Ltd.

2500 Navy Way

Terminal Island, CA 90731-7554

Dear Mr. Ochs:

HENHY A WAXMAN, CALFORNIA,
RANKING MINORITY MEMBER
TOMLANTOS, CALIFORNIA
AMAJOR f. OWENS, NEW YORK
EDOLPHUS TOWNS, NEW YORK
PAUL £ KANJORSKI, PENNSYLVANIA
CARGLYN B. MALONEY, NEW YORK
ELLIAH E. CUMMINGS, MARYLAND

LINDA T, SANCHEZ, CALIFGRNIA

©A DUTCH RUPPERSBERGER,
MARYLAND

ELEANOR HOLMES NORTON,
DISTAICT OF COLUWMBLA

Jit COOPER, TENNESSEE

CHRIS BELL, TEXAS

BERNARD SANDERS, VERMONT,
INDEPENDENT

This letter follows up on the April 24, 2003 hearing of the Government Reform Subcommittee
on Energy Policy, Natural Resources and Regulatory Affairs, entitled “What Regulations are Needed to
Ensure Port Security?” First, let me thank you for your extremely helpful written and oral testimony,
including your thoughtful recommendations for how the Federal government can better ensure port
security. Second, as discussed during the hearing, I am enclosing followup questions for the hearing

record.

Please send your response to the Subcommittee majotity staff in B-377 Raybum House Office
Building and the minority staff in B-350A Rayburn House Office Building by May 26, 2003. If you
have any questions about this request, please call Subcommittee Deputy Staff Director Barbara Kahlow
on 226-3058. Thank you for your attention to this request.

Enclosure

Sincerely,

77 4

Chairman

Subcommittee on Energy Policy, Natural
Resources and Regulatory Affairs

cc The Honorable Tom Davis
The Honorable John Tiemney
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Questions for Port Security Witnesses

Questions the same as those sent to
Larry Keller
Executive Director
Port of Los Angeles

(see previous pages)
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APM TERMINALS

May 21, 2003

The Honorable Doug Ose

Chairman

Subcommittee on Energy Policy, Natural Resources and Regulatory Affairs
Committee on Government Reform

House of Representatives

Congress of the United States

B-377 Rayburn House Office Building

Washington, D.C. 20515-6143

Dear Chairman Ose:

Thank you for allowing Maersk Pacific Ltd. to participate with your Subcommittee’s
hearing held in Los Angeles on April 24, 2003.

Please find enclosed our responses to yﬁquestions regarding port security.

i B sy
BU
ohn R. Ochs
ecurity Manager — Los Angeles
PM Terminals Pacific Limited

Enclosure: Port security responses

Maersk Pacific Lid.
2500 Navy Way, Terminal island, CA 90731-7554
Telephone: 310-221-4000. Fax: 310-221-4434.
Internet: http://www.pier400.net



126

Q1. Identification:

a. We favorably anticipate the implementation of a standardized Federal TWIC
program, and for the cards to be issued by the designated responsible parties at the
earliest opportunity.

b. We recommend fingerprint validation because the FBI’s NCIC database also uses
fingerprints. Using this common procedure should expedite any criminal investigations.

c. Background checks should be a condition of employment for anyone, including
management, applying for a TWIC. Federal preemption should be established before the
program is initiated to prevent local agencies from convoluting and complicating the
standardized Federal TWIC concept. A recognized law enforcement agency, not a
private contractor, should conduct the background checks.

d. Employers should be advised which of their employees have been “approved” for a
TWIC. Employers will use this information to determine who should be granted access
to “restricted areas” within their terminals. Employers do not require the actual data the
law enforcement agency used to grant or deny the TWIC application.

€. This matter should be deferred to the T.S.A. However, our opinion is that data from
the TWIC system, including the results of background checks, should be available to any
law enforcement agency.

f. Any individual, including contractors and truck drivers, desiring routine access to a
marine terminal should be required to obtain a TWIC.

Q2: Roles:
The Federal government should:

- Establish standard policy guidelines for the TWIC.

- Ensure that commercial terminal operators are not required to conduct law enforcement
or military operations, such as detection of explosives, inside their facilities.

- Ensure that commercial terminal operators are not accountable for any security
operations outside of their property line, including the land and the waterway adjacent to
their facility.
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Q3: Minimum rules:

Requirements should establish a common baseline applicable at every facility.
Implementation of minimum rules requires flexibility, and consideration of variable
factors such as the current threat assessment for a particular waterfront facility.

Federal certification will ensure a level playing field among commercial peers and
competitors. However, self-assessments remain a valuable tool if they are validated by
an appropriate law enforcement agency.

Q4: Content of Rules:

The current version of the USCG’s draft NVIC discusses all of the general and specific
topics which should be addressed in a facility security plan.

Q5: Training:

Facility watchmen are tasked to “observe and report”. They are not first responders, or
law enforcement officers with the power to search, detain, or arrest. There are not any
fitness or strength minimum standards for watchman. They are unarmed. Therefore,
assuming a watchman successfully completes a background check and is granted a
TWIC, only generalized training is required.

Required training should not exceed 16 hours. Alternatives to traditional classroom
instruction should be accepted, such as web-based training classes and courses.

General topics may include alerting local law enforcement and emergency agencies,
preparing logs and reports, facility evacuations, crisis response procedures and basic
awareness/observation best practices.

Q6: Standards:

The USCG’s draft NVIC establishes a baseline of performance criteria. These guidelines
are flexible and may be adjusted to conform to the needs and requirements at each
facility. Zero Tolerance policies are typically not effective; the local USCG Captain of
the Port is in the best position to determine if a facility security plan is adequate to
comply with the MTSA.
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Q7: Scheduling:

Advance scheduling is a useful tool to regulate access. However, the nature of business
sometimes requires a vendor to respond on short notice to complete unscheduled and
emergency onboard repairs required to allow a vessel to sail on time. Facilities should
establish procedures to validate unscheduled vendor visits.

Q8: NOA:

No objections.

Q9: Manifests:

No objections.

Q10: Containers:

a. The imperative procedural change is to screen containers overseas, before they are
loaded aboard ship for export to the U.S. It is a common perception that random
checks are typically inefficient when compared to the Customs Service’s AIS and
AMS processes. These systems offer a proven methodology to target specific
containers for inspection.

b. An international standard for electronic security seals must be established. These
passive seals can be electronically interrogated to validate a serial number and verify
that the seal has not been tampered with and remains intact.

As you know, the DOT is still evaluating container security standards in conjunction
with Operation Safe Commerce.

Maersk has developed our own innovations to prevent tampering, including the
secure cam lock device installed on all of our new containers.
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Q11: Standards:
As discussed, international standards for electronic seals need to be established.

A common process should also be mandated regarding seals. Seals should be applied at
the origin of the transit when the container is “stuffed” at the shipper’s facility.

Q12: Empty containers:

Empty containers being shipped from the U.S. should not require inspection — we are not
exporting terrorism.

Empty containers being imported into the U.S. may require an inspection (performed

overseas prior to loading). The Government’s threat assessment regarding the overseas
port may justify applying a security seal as an additional measure.

Q13: Produce:

All prescreening should be conducted overseas.

Q14: Port security abroad:

The key to the successful implementation of OSC is to “extend our borders overseas”.
Inspections of U.S. bound containers should be conducted overseas.

QI15: Agreements:

Compliance should be a requirement for the privilege of trading with the U.S.

Q16: Crew manifests.

No objections.
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Q17: Passengers:

N/A

Q18: Drug and Alcohol Testing:

We would comply with any Federal requirement regarding random testing of personal
granted access to restricted areas.

Q19: Penalties:
The USCG should conduct a courtesy visit to a waterfront facility to assess MTSA

compliance prior to any formal inspection process that carries provisions for penalties.
A consistent assessment of the MTSA standards is desired.

Q20: Preemption:

Federal preemption is mandatory: local agencies should not be allowed to convolute or
complicate the Federal standards established in the MTSA and the NVIC.

Q21: Grants:

Grants should be distributed proportionately to a port’s comparative size and volume.
However, smaller ports should not be excluded from competing for anti-terrorism funds.

Q22: Funding:

The actual cost of securing the inter-modal chain of commerce remains undetermined at
this time. The entire maritime industry is still calculating the expense projections
associated with MTSA and ISPS compliance.

Attempting to forecast potential future security requirements is an exercise in budget
speculation. Two examples of possible mandates are the required use of electronic seals
and increased inspections on containers shipped from load ports deemed as “high risk”.

It is difficult to address the generic issue of “funding” before understanding the total costs
associated with securing both the sea ports and the actual supply chain.
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Director of Operations & Quality Control

The Oppenheimer Group

11 Burbridge Street — Suite 101
Coquitlam, B.C. V3K 7B2

Dear Mr. Marshall-Johns:

HENRY A WAXMAN, CALIFORNIA,
RANKING MINCRITY MEMBER

TOMLANTOS, CALIFORNIA

MAJGR R OWENS, NEW YORK

EDOLPHUS TOWNS, NEW YORK

PAUL E. KANJORSKI, PENNSYLVANIA

DANNY K_DAVIS, ILLINOIS

LINDA T. SANCHEZ, CALIFORMIA

€A DUTCH RUPPERSGERGER.,
MARYLAND

ELEANOR HOLMES NOATON,
DISTRICT OF COLUMEIA

JIM COOPER, TENNESSEE

CHAIS BELL, TEXAS

BEANARD SANDERS, VERMONT,
INDEPENOENT

This letter follows up on the April 24, 2003 hearing of the Government Reform Subcommittee
on Energy Policy, Natural Resources and Regulatory Affairs, entitled “What Regulations are Needed to
Ensure Port Security?” First, let me thank you for your extremely helpful written and oral testimony,
including your thoughtful recommendations for how the Federal government can better ensure port
security. Second, as discussed during the hearing, I am enclosing followup questions for the hearing

record.

Please send your response to the Subcommittee majority staff in B-377 Rayburn House Office
Building and the minority staff in B-350A Rayburn House Office Building by May 26, 2003. If you
have any questions about this request, please call Subcommittee Deputy Staff Director Barbara Kahlow
on 226-3058. Thank you for your attention to this request.

Enclosure

Sincerely,i
/ Doy Ose
Chairman

Subcommittee on Energy Policy, Natural
Resources and Regulatory Affairs

cc The Honorable Tom Davis
The Honorable John Tierney
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Questions for Port Security Witnesses

Questions the same as those sent to
Larry Keller
Executive Director
Port of Los Angeles

(see previous pages)
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Answers to Chairman Ose’s Questions from Rob Marshall-Johns
Director of Operations & Quality Control
The Oppenheimer Group
May 26, 2003

Identification of Workers & Others with Port Access. Various Federal agencies —
including the Transportation Department’s Research and Special Programs
Administration (RSPA), the Homeland Security Department’s Transportation
Security Administration (TSA), and the General Services Administration (GSA) —
are jointly developing a standardized “smart” common Transportation Worker
Identification Credential (TWIC) for all transportation workers and others
requiring access to secure areas and functions of the transportation system. This
smart card would include biometric information to ensure a person’s identity.

The new Maritime Transportation Security Act requires the Homeland Security
Department to issue regulations governing transportation security cards and a
waiver process for individuals ineligible for such a card. Maersk’s written
statement called for TSA to accelerate development of TWIC (p. 2).

a. Concerns. What, if any, concerns do you have with such a standardized smart
card?

Standardization is the key for consistency of implementation, screening, and
confidence in the TWIC system.

b. Biometrics. Are you concerned with use of a biometric? Do you object to
any specific kind of biometric? If so, which and why?

We do not have any concerns with the use of biometrics in any form

¢. Background Checks. In his written statement, Dr. Miretti stated, “As a
general matter of policy, the ILWU membership opposes background checks
on any workers” (p. 3). In her written statement, Ms. Williams supported
background checks, with periodic renewals, which should be used across
transportation modes, should be made quickly (i.e., within 4-7 days), and
“must preempt all other state and local requirements” (p. 2).

¢ Do you have any concerns about background checks before issuance of a
transportation security card?

No concerns as long as the background checks are focused on the potential

Jor security risks and not on less impacting offenses (DUI etc.).

e Who should be subject to a background check and who should be exempt?
For example, what about gatekeepers? Guards? Computer operators?
Truckers?

Any person that enters (or is required to) on a regular or semi-regular basis

should be required to have a background check undertaken.
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e What are your views on Federal preemption in this area?
Such background checks MUST preempt all other state and local
requirements.

d. Access to Background Information. In her written statement, Ms. Williams
expressed concern about the “protection of confidential personal and
corporate information” (p. 4). Do you have any concerns about employer
access to background information obtained during a background check? For
example, its use in employee wage setting.

Background checks on such a scale should only be used for the checking of
potential security risks and should not be used for any other purpose — especially
in employee wage setting.

e. Data Sharing. In his written statement, Dr. Miretti stated, “We recommend
that regulations require ... that the TWIC card be used for positive
identification security purposes only” (p. 3). Do you have any concerns about
the interface of the TWIC system with other databases for a “watch list” and
intelligence information?

In this day and age data sharing is commonplace, and there must be some ability
afforded to those undertaking the background checks to use the information in
any manner that they see fit. The information gathering process requires the co-
sharing of information through other databases of information, so the
development of the TWIC card appears to be a consolidation of the information
already available — just not consolidated.

f. Coverage.
o Should all contractors, vendors and truckers servicing a port be
required to receive a transportation security card?
e Who should be excluded and why?

There should not be any exclusions — any person required to undertake any role
of employment within the ports of the US should be required to receive a TWIC
card. A true definition of a “visitor” would need to be developed for those that
enter the port facilities on an occasional basis.

g. Rules. What provisions should be included in the Homeland Security’s
forthcoming regulations governing TWIC?

Homeland Security should be the vehicle to drive the TWIC process, so that the
databases of information gathered could be utilized across all the US government

departments.

Federal vs Private Sector Roles. Maersk’s written testimony stated, “As
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commercial enterprises we do not enjoy the Government’s sovereign immunity,
and therefore cannot be expected to conduct either law enforcement or military
operations” (emphasis added, p. 4). Maersk opposed a Federal regulatory
requirement for private parties to “randomly inspect and search individuals and
vehicles entering waterfront facilities,” “deploy their own security boats,” and use
divers “to inspect pier structures prior to the arrival of a vessel” (p. 3). Mr.
Parker’s written testimony stated, “while shipping companies are ready, willing
and able to support and assist the government to protect our ports, we cannot act
as government functionaries. We cannot, for example, perform law enforcement
activities, such as patrolling the waters around the port” (p. 2) and “inspecting
cargo or checking the identification of seafarers” (p. 3). Lastly, Ms. Williams’s
written testimony stated, “it does not make sense to require a land-based facility
like a motor carrier to have maritime/IMO security expertise” (p. 3).

In air transportation, the new air security law required the Federal government to
takeover the screening of all passengers and baggage. What maritime security
functions do you believe should be the responsibility of the Federal government?

Monitoring and control of all security services — I feel that as an absolute
minimum, the role of the Federal Government in Port security, is that of ensuring
the requirements are being adhered to, and security systems are being enforced —
this can only be achieved by having government operated personnel controlling
ingress and egress.

Minimum or Prescriptive Rules. Should the Homeland Security’s forthcoming
interim final regulations - which are targeted for issuance by June 30th - set a
core, minimum, baseline standard set of requirements for every port, facility and
vessel or should they include more prescriptive requirements? And, should the
Department allow self-certification of compliance by non-Federal private parties?

Homeland Security (HS) should set a minimum set of requirements for Port
Security (the foundation) and it is then the responsibility of the Port Facility to
develop a full “Security Plan” which is audited and monitored by HS. This does
not detract from the HS responsibility for ingress and egress onto the Port
grounds.

The option for auditing and monitoring can be relinquished to either independent
third party companies (which have been screened and certified by HS) or to HS
itself — the latter would mean more consistent implementation as per the current
TSA standards as operated at the airports.

Content of Port, Facility & Vessel Rules. The new law requires each facility and
vessel to submit - 6 months after issuance of the interim final rules - its security
plan for Federal review and approval. The law requires that these plans shall
include provisions for: establishing and maintaining physical security, passenger
and cargo security, and personnel security; establishing and controlling access to
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secure areas; procedural security policies; communications systems; and other
security systems.

Which of these subjects should be addressed in the interim final rules as

minimum requirements?:

for Ports —  perimeter security zones, barriers, patrol requirements, police,
armed guards, alarm/surveillance system control, lighting, fencing,
training, drills, exercises, firearms, advance scheduling of
vendors/contractors/visitors, search/inspection of
persons/packages/vehicles, verification by a 3rd party?

for Facilities (e.g., waterfront facilities, cruise ship passenger terminals, oil or
bulk hazardous material facilities, waterfront facilities handling liquefied natural
gas or liquefied hazardous gases)

- personnel screening, lighting, fencing, gates, other equipment,
locked doors/windows, armed guards, manned TV monitoring
systems, security alert systems, alarms, communications systems,
training, drills, exercises, advance scheduling of
vendors/contractors/visitors, search/inspection of
persons/deliveries/packages, verification by a 3rd party,
recordkeeping?

for Vessels — regular inspections by the vessel security officer, security guards,
locked or secured restricted areas, lighting, security doors,
motion detection equipment, surveillance equipment, training,
drills, exercises, inspections by the U.S. Coast Guard,
recordkeeping?

All of the above should be minimum requirements - it is not feasible to highlight
one or more specific areas of focus — Port Security covers all of the above and the
minimum requirements should be focused on these.

Training. In the Subcommittee’s November 2001 hearing on air security
regulations, we heard testimony about the need for training for screeners, pilots,
flight attendants, and others. How many hours of classroom and on-the-job
training do you think should be required for port security personnel? Who should
be trained? And, what subject areas should be required to be covered in the
training?

Hours of training — this is totally dependant on the Port facility — size, volumes,
cargoes, etc. It could not be determined until minimum requirements have been
developed, but it could be estimated that 40-80 hours of training are required
based on the specific needs (as to their area of responsibility) of the person being
trained.
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Who should be trained — those responsible for the control port ingress and egress,
as well as all Port Personnel responsible for Port security as per the individual
port facilities “Security Plan”.

Subject areas — all of those as indicated in Q4 under the headings of for Ports for
Facilities, and for Vessels — there should be no exceptions.

Security Performance Standards. In the Subcommittee’s hearing on air security
regulations, we heard testimony about Transportation Secretary Mineta’s “zero
tolerance policy” for failures in a training test or in an on-the-job performance

situation.

Should the Homeland Security Department establish performance standards for
port security, facility security, and vessel security? If so, what should be
included? And, should there be a “zero tolerance policy” for failure in a training
test or an on-the-job performance situation?

Performance standards must be included for all areas of security especially in
areas controlled by individuals — e.g. gate security. The port’s Security Plan
should highlight it’s own Performance Standards based on the HS Minimum
requirements.

Zero Tolerance is a very difficult standard to achieve and accordingly it may be
necessary to have “Critical Control” points, in addition to other control points
which are not so critical in nature. Critical Control points could have a zero
tolerance whereas the others may have a small allowable tolerance.

Advance Scheduling. In February 2003, the Coast Guard’s Captain of the Port
Los Angeles — Long Beach issued a “Security Advisory” which stated his
“expectation” that vendors, contractors, and pilots visits “shall be scheduled in
advance.” Should the forthcoming interim final rules require advance scheduling
of all vendors and contractors, including the truckers who move in and out of a
port?

A standard rule would be impossible to implement due to the nature of some of
the products handled, and due fo the nature of vessel discharge, road transport
delays, and delays due to inclement weather, etc. which will impact on the on port
logistics. However, there should be a system in place whereby port companies
should be advised on personnel expected to enter the port grounds — a hard and
Jast rule would negatively impact the efficiencies of the ports and associated
industries.

Vessel Information - Advance Notice of Arrival (NOA). In October 2001, the
U.8S. Coast Guard issued a temporary rule (and then a final rule in February 2003),
which changed the 24-hour advance Notice of Arrival (NOA) of a vessel to a 96-
hour NOA, and suspended some exemptions (33 CFR §160). The NOA now
includes detailed information on the cargo, crew, passengers, and the vessel.
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Do you have any objections to this revised Coast Guard regulation? If so, how
would you like it to be changed?

We have no objections to the existing regulations as they now stand — it is
workable and has created efficiencies for port companies.

Cargo Information - Advance Manifests. In October 2002, the U.S. Customs
Service issued a final rule requiring 24-hour advance information before cargo is
loaded at a foreign port onto a U.S.-bound vessel; previously, cargo declaration
information was not available until the ship arrived at the U.S. port (19 CFR §4,
113 & 178).

In his written statement, Mr. Marshall-Johns of Oppenheimer stated, “The U.S.
Customs 24-hour rule ... presents some challenges for fresh produce” (p. 5). Do
you have any objections to this revised Customs Service regulation? If so,

how would you like it to be changed?

In addition to my presentation, perhaps there could be room for an “intended
cargo”’ manifest 24 hours prior to loading, with a requirement for a “manifested
cargo”’ requirement 24 hours afier loading — this in particular would apply to
perishable items, which could potentially not have the same risk as manufactured
goods.

Container Security. The U.S. Customs Service has a two-part Operation Safe
Commerce initiative. In January 2002, Customs initiated a Container Security
Initiative (CSI), where U.S. Customs inspectors identify “high-risk” containers
and pre-screen U.S.-bound high-risk containers at major foreign ports, using
technology (radiation detectors and large-scale x-ray-type machines) so that it can
be done rapidly. Another aspect of CSI is the development of smarter, “tamper-
evident” containers (e.g., with electronic seals, sensors, or tracking devices).

In April 2002, Customs initiated the Customs-Trade Partnership Against
Terrorism (C-TPAT), which offers importers expedited processing of cargo if
they secure their entire supply chain (not just at foreign seaports) and are certified
by the Customs Service. Currently, only a small percentage of cargo is screened
by Customs after a risk assessment is made.

a. Random Screening. In his written statement, Mr. Marshall-Johns of
Oppenheimer stated, “Cargo screening on a random basis at time of arrival in
the U.S. is imperative” (emphasis added, p. 5).

What changes in container screening, if any, do you recommend for U.S. or
foreign ports to better reduce risk to U.S. port workers and the American
public? For example, besides screening of high-risk containers, should a
random sample of non-high-risk containers be screened?
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No further comment to be added — random screening of containers (both high
and low risk) should be undertaken at the ports of loading and unloading.

b. Supply Chain. What requirements, if any, should be included in the
forthcoming interim final rules regarding containers themselves? For
example, what requirements, if any, should be included to ensure security
along the entire supply chain (i.e., procedural security, physical security,
personnel security, education and training, access control, manifest
procedures, and conveyance security)?

Tamper proof security is required — there should be a system in place in the COE
as well as the Country of Receipt where tamper proof security measures
(electronic seals, etc.) should be monitored prior to any movement and at the time
of receipt. All other measures should be covered under the port’s “Security Plan”
— the plan needs to be all encompassing.

Container Performance Standards. The new law requires the Homeland Security
Department to develop performance standards to “enhance the physical security
of shipping containers, including standards for seals and locks” (Sec. 102 §
70116 & Sec. 111).

‘What do you recommend should be included in these container performance
standards?

As per Q10 b. — electronic sealing systems should be implemented for all sea
going containers, (and possibly trailer units taken on US roads) which can be
checked at any time by any enforcement agency as required by HS.

Unsealed Empty Containers. In his written statement for the ILWU, Dr. Miretti
recommended that the U.S. follow the “common sense, affordable procedure”
used by other countries to inspect empty containers (p. 2). Do you think that
unsealed empty containers, which U.S. transportation workers have to handle,
should be screened? If so, how?

Physical inspections by trained HS personnel — all containers entering port
grounds should be checked (internally and externally) prior to ingress.

Screening Fresh Produce. The Oppenheimer Group and the Dole Food Company
have worked with the U.S. Customs Bureau to ensure that certain fresh produce is
prescreened abroad before loading. Should all fresh produce or certain kinds of
fresh produce or fresh produce from certain countries be required to be
prescreened abroad?

As per Q10 a. and b. — these containers should be pre-screened randomly at the
point of shipping and the point of receipt — there shouldn’t be any different
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requirements for perishable and non-perishable products except those that hold
up the flow of perishable product to the consumers.

Improving Port Security Abroad. The Ports of Los Angeles and Long Beach have
taken the initiative to work with certain ports abroad to ensure adequate
prescreening before cargo is loaded on a vessel coming to the U.S. Currently,
many but not all ports abroad have radiation detection equipment (some designed
by the Energy Department’s Sandia National Laboratories) to screen for weapons
of mass destruction.

Should the U.S. government buy and place such equipment at all key ports
abroad? Should the U.S. government require prescreening abroad of certain kinds
of containers? If so, which kinds? What about “consolidated” cargo (with more
than one kind of good) containers that account for over one-fourth of all
containers? And, should the U.S. offer other financial support to developing
countries to improve their port security?

Port Security is a global issue and screening is one way to assist in securing the
free world. Pre-screening could include detailed security inspections by trained
personnel in the country of export. The purchase and placement of such
equipment in other countries would assist in developing confidence in security in
the shipping industry — financial support should be given to those countries
requiring assistance — unfortunately being a leader has some costs associated
with it — especially when you are the leader of a developing programme.

Consolidated cargo could require physical inspection at the time of loading — one
of the requirements for those that want to utilize shipping space for small volumes
of products.

International Trade Agreements. To raise international port security, should the
U.S. require compliance with certain port security standards in its international
trade agreements?

Negotiations at the time of international trade agreements for port security should
be required — this is a two way streef where we are trying to assure all parties
that whatever can be done to maximize security is of benefit to all parties.

Passenger and Crew Manifests. In January 2003, the Immigration and
Naturalization Service (INS) published a proposed rule requiring all passengers
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and crews departing from or arriving at U.S. ports to submit additional
information (8 CFR §217, 231 & 251).

Did your organization submit a comment on this proposed rule? And, do you
have any objections to it? If so, what changes would you like INS to make?

No further comments (or changes) required
Passenger Interviews & Searches. In the Subcommittee’s hearing on air security

regulations, we heard testimony about the need for interviews of all or selective
passengers, screening baggage, and possibly matching passengers and baggage.

Should cruise passengers be interviewed? Should their baggage be searched?
Should there be matching of passengers and baggage? What Federal rules, if any,
should govern this process?

The same goes for any international travel — planes and sea going passenger
vessels should adhere to the same rules.

Drug and Alcohol Testing. Currently, various Federal agencies use drug and
alcohol testing for employees engaged in national security sensitive or health and
safety sensitive functions. Should any port employees (e.g., guards and crew
members) or others requiring access to secure areas and functions of a port be
subject to random drug and alcohol testing?

Yes — this is part of the process in many industries today, and the security of the
key points on ingress and egress into the US (and any other country in the free
world) is paramount.

Enforcement and Penalties. In her written testimony, Ms. Williams stated, “Laws
must severely punish criminals unlawfully obtaining or using [driver’s personal
data, and business’ proprietary and confidential] information, and include far-
reaching financial sanctions and lengthy incarceration” (p. 5). In its December
30, 2002 notice of seven public meetings to discuss maritime security, the Coast
Guard stated that the public previously “stressed the importance of uniformity in
the application and enforcement of requirements” (67 FR 79743).

The new law requires the Federal government to issue an interim final rule
governing civil penalties up to $25,000 for each violation of the new law or any
implementing regulation. What provisions do you think should be included in
Federal rules for statutory or regulatory violations by a facility or vessel owner or
operator or other persons? :

Consistency in the application and enforcement of regulations is essential — these
rules must apply to all those involved in Port Security.
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Federal Preemption of State/Local Requirements. Mr. Parker’s written testimony
stated, “State and local government are also imposing more regulatory conditions
on Port operations — some of which may actually divert resources from port
security” (p. 2). He recommended that the Federal government “should ensure —
by federal preemption where necessary — that operating requirements and
restrictions imposed by state and local government are consistent with the goals of
overall port security” (p. 3). What are your views on Federal preemption of State
and local requirements?

Federal preemption of state and local requirements is essential — one easy way to
loose consistency in the uniformity and application of rules and requirements, is
to have state and local requirements undermine them. The Federal government
must develop the requirements and ensure that they are controlled, monitored,
and audited by one body — HS.

Distribution of Federal Grant Dollars. In his written statement, Mr. Keller
outlined the Port of Los Angeles’s applications for and receipt to date of
insufficient Federal grant dollars, especially concerning that the Ports of Los
Angeles and Long Beach handle more than 42 percent of the nation’s
containerized commerce. He believes that the Port of LA “need[s] to receive a
reasonable and appropriate share of the federal port security funding” (p. 3).
Should Federal grant dollars be distributed proportionately to a port’s size and
contribution to the Nation’s commerce?

Port size and contribution to the nation’s commerce are the key factors that must
be taken into account — there may be some flexibility given in terms of current
level of security and that need to reach the minimum requirements, but that
should be a separate negotiation based on special circumstances.

Financing Improved Port Security. Currently, there is insufficient Federal
funding to fully ensure port security. Some in Congress advocate a new user fee
on vessels, sea containers, bulk cargo, and cruise passengers. Others suggest that,
instead of being deposited in the Federal government’s general fund, customs
revenues be used to fund improved port security. In Fiscal Year 2001, the U.S.
Customs Bureau collected $15.6 billion in duties on commodities entering the
U.S. through the marine transportation.

In his written testimony, Mr. Keller stated, that the Port of LA opposes additional
“user fees” to shippers and truckers and “strongly believe[s] that Customs
revenues can provide the appropriate source for funding the additional security
required at our nation’s ports” (p. 4).

‘What financing mechanism or source do you recommend to fund port security
upgrades?

10
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Customs revenues should be used for funding port security — as indicated in my
presentation, individual importers (and exporters) are currently required to pay
for security screening on containers within US ports — eventually the costs for all

security requirements is going to come out of the consumers wallet.

11
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Questions for Port Security Witnesses
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Larry Keller
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Port of Los Angeles

(see previous pages)
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Answers to Chairman Ose’s Questions from Stephanie Williams
Vice President
California Trucking Association
June 10, 2003

Q1.  Identification of Workers & Others with Port Access.

a. Concerns. What, if any, concerns do you have with such a standardized smart
card?

While we support the Transportation Workers’ Identification Credential
(TWIC) in principal, we are concerned with possible delays in issuing new cards,
general interface between the TWIC and data collected internally by trucking
companies, systems compatibility, and misuse through thefi.

b. Biometrics. Are you concerned with use of a biometric? Do you object to
any specific kind of biometric? If so, which and why?

Biometrics is not a real concern although we prefer the use of a thumb print.
CTA prefers a biometric that can be collected easily through the use of scanners
attached to our PC network and without expensive hardware or sofiware. This
simple type of biometric would allow us to permit our contractors to access files.

¢. Background Checks. In his written statement, Dr. Miretti stated, “As a
general matter of policy, the ILWU membership opposes background checks
on any workers” (p. 3). In her written statement, Ms. Williams supported
background checks, with periodic renewals, which should be used across
transportation modes, should be made quickly (i.e., within 4-7 days), and
“must preempt all other state and local requirements” (p. 2).

e Do you have any concerns about background checks before issuance of a
transportation security card?

The most important issue is cost. We presently do background checks at our
expense through a web available service and the cost is acceptable. Accuracy
is a concern as we find many commercial services do not have comprehensive
multi-state data.

Preemption is very important with regard to background checks. California’s
legislature is consistently adopting more stringent standards that often
confuse interstate/intrastate trucking companies upon enforcement. SB 1257
(Murray), which passed California’s legislature last year, is a perfect
example. The California Highway Patrol is enforcing provisions of SB 1257
with regard to locking trailers and the new requirement for communication
devices. Preemption is needed to avoid conflicting standards.
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The background check should be tied to the TWIC to minimize costs and
maximize efficiency.

e  Who should be subject to a background check and who should be exempt?
For example, what about gatekeepers? Guards? Computer operators?
Truckers?

See above.

e What are your views on Federal preemption in this area?

The single most important issue is Federal preemption. It is too easy for a
state elected official to jump on the terrorism bandwagon. As states can
enforce California only regulations on only intrastate-based trucks, it is
difficult for interstate trucks to sort through a myriad of state rules that
individual states attempt to hold them accountable for and enforce. More
costly intrastate regulations create difficulties for intrastate-based trucks.

Access to Background Information. In her written statement, Ms. Williams
expressed concern about the “protection of confidential personal and
corporate information” (p. 4). Do you have any concerns about employer
access to background information obtained during a background check? For
example, its use in employee wage setting.

See above.

Data Sharing. In his written statement, Dr. Miretti stated, “We recommend
that regulations require ... that the TWIC card be used for positive
identification security purposes only” (p. 3). Do you have any concerns about
the interface of the TWIC system with other databases for a “watch list” and
intelligence information?

By allowing the interface of the TWIC system with other databases, current issues
with false driver's licenses could be resolved. Expanding the system would allow
Jfor increased security monitoring capabilities, which would be in the best
interests of port security.

Coverage.
e Should all contractors, vendors and truckers servicing a port be

required to receive a transportation security card?

It is important that the TWIC card be required for anyone servicing the
ports. If any industry or group of contractors were to be exempt, it would
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leave holes in the security at ports and thus opportunities for terrorist
actions.

e Who should be excluded and why?
See above.

g. Rules. What provisions should be included in the Homeland Security’s
forthcoming regulations governing TWIC?

Federal vs Private Sector Roles. Maersk’s written testimony stated, “As
commercial enterprises we do not enjoy the Government’s sovereign immunity,
and therefore cannot be expected to conduct either law enforcement or military
operations” (emphasis added, p. 4). Maersk opposed a Federal regulatory
requirement for private parties to “randomly inspect and search individuals and
vehicles entering waterfront facilities,” “deploy their own security boats,” and use
divers “to inspect pier structures prior to the arrival of a vessel” (p. 3). Mr.
Parker’s written testimony stated, “while shipping companies are ready, willing
and able to support and assist the government to protect our ports, we cannot act
as government functionaries. We cannot, for example, perform law enforcement
activities, such as patrolling the waters around the port” (p. 2) and “inspecting
cargo or checking the identification of seafarers” (p. 3). Lastly, Ms. Williams’s
written testimony stated, “it does not make sense to require a land-based facility
like a motor carrier to have maritime/IMO security expertise” (p. 3).

In air transportation, the new air security law required the Federal government to
takeover the screening of all passengers and baggage. What maritime security
functions do you believe should be the responsibility of the Federal government?

Trucking companies and their drivers should not enter the ports. Containers
should be provided to us on wheels ready to move limiting the number of people
who are authorized to be in secure areas. The current practice of using drivers as
equipment hostlers within the port gates to take damaged chassis to maintenance
Jacilities etc is conducted without compensation to the driver and without concern
Jor driver safety. When truckers aren’t inside the gates, fewer safety concerns
present themselves at a very low cost.

Minimum or Prescriptive Rules. Should the Homeland Security’s forthcoming
interim final regulations - which are targeted for issuance by June 30th - seta
core, minimum, baseline standard set of requirements for every port, facility and
vessel or should they include more prescriptive requirements? And, should the
Department allow self-certification of compliance by non-Fedéral private parties?

The Department of Homeland Security should prescribe the minimum security
criteria and performance objectives for all U.S. port, organized according to port
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type. The captain of each port should be allowed to adapt security criteria within
reason to achieve performance objectives.

Content of Port, Facility & Vessel Rules. The new law requires each facility and
vessel to submit - 6 months after issuance of the interim final rules - its security
plan for Federal review and approval. The law requires that these plans shall
include provisions for: establishing and maintaining physical security, passenger
and cargo security, and personnel security; establishing and controlling access to
secure areas; procedural security policies; communications systems; and other
security systems.

Which of these subjects should be addressed in the interim final rules as

minimum requirements?:

for Ports —  perimeter security zones, barriers, patrol requirements, police,
armed guards, alarm/surveillance system control, lighting, fencing,
training, drills, exercises, firearms, advance scheduling of
vendors/contractors/visitors, search/inspection of
persons/packages/vehicles, verification by a 3rd party?

These items should be at the discretion of the port captain.

for Facilities (e.g., waterfront facilities, cruise ship passenger terminals, oil or
bulk hazardous material facilities, waterfront facilities handling liquefied natural
gas or liquefied hazardous gases)

- personnel screening, lighting, fencing, gates, other equipment,
locked doors/windows, armed guards, manned TV monitoring
systems, security alert systems, alarms, communications systems,
training, drills, exercises, advance scheduling of
vendors/contractors/visitors, search/inspection of
persons/deliveries/packages, verification by a 3rd party,
recordkeeping?

The hiring of armed guards would prove costly for the ports and thus should not
be considered a requirement. The rest should be at the discretion of the port
capltain.

for Vessels — regular inspections by the vessel security officer, security guards,
locked or secured restricted areas, lighting, security doors,
motion detection equipment, surveillance equipment, training,
drills, exercises, inspections by the U.S. Coast Guard,
recordkeeping?

Training. In the Subcommittee’s November 2001 hearing on air security
regulations, we heard testimony about the need for training for screeners, pilots,
flight attendants, and others. How many hours of classroom and on-the-job
training do you think should be required for port security personnel? Who should
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be trained? And, what subject areas should be required to be covered in the
training?

Training should be left to the appropriate security enforcement agencies, such as
the FBI and TSA.

Security Performance Standards. In the Subcommittee’s hearing on air security
regulations, we heard testimony about Transportation Secretary Mineta’s “zero
tolerance policy” for failures in a training test or in an on-the-job performance

situation.

Should the Homeland Security Department establish performance standards for
port security, facility security, and vessel security? If so, what should be
included? And, should there be a “zero tolerance policy” for failure in a training
test or an on-the-job performance situation?

See O5.

Advance Scheduling. In February 2003, the Coast Guard’s Captain of the Port
Los Angeles — Long Beach issued a “Security Advisory” which stated his
“expectation” that vendors, contractors, and pilots visits “shall be scheduled in
advance.” Should the forthcoming interim final rules require advance scheduling
of all vendors and contractors, including the truckers who move in and out of a
port?

Scheduling systems for trucks to enter the port have not yet proven to be feasible.
Many terminal operators at California’s largest ports are working on scheduling
systems to aid them in complying with the idling law prescribed by AB 2650
(California, Lowenthal), but the systems have yet to be put in place and thus have
not been proven successful.

Vessel Information - Advance Notice of Arrival NOA). In October 2001, the
U.S. Coast Guard issued a temporary rule (and then a final rule in February 2003),
which changed the 24-hour advance Notice of Arrival INOA) of a vessel to a 96-
hour NOA, and suspended some exemptions (33 CFR §160). The NOA now
includes detailed information on the cargo, crew, passengers, and the vessel.

Do you have any objections to this revised Coast Guard regulation? If so, how
would you like it to be changed?

CTA has no objections to this rule, and in fact believes that it will aid port
security and possibly make general port operations run more smoothly.

Cargo Information - Advance Manifests. In October 2002, the U.S. Customs
Service issued a final rule requiring 24-hour advance information before cargo is
loaded at a foreign port onto a U.S.-bound vessel; previously, cargo declaration
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information was not available until the ship arrived at the U.S. port (19 CFR §4,
113 & 178).

In his written statement, Mr. Marshall-Johns of Oppenheimer stated, “The U.S.
Customs 24-hour rule ... presents some challenges for fresh produce” (p. 5). Do
you have any objections to this revised Customs Service regulation? If so,

how would you like it to be changed?

Such advanced manifests are acceptable as long as Customs and other security
authorities feel they are appropriate.

Container Security. The U.S. Customs Service has a two-part Operation Safe
Commerce initiative. In January 2002, Customs initiated a Container Security
Initiative (CSI), where U.S. Customs inspectors identify “high-risk™ containers
and pre-screen U.S.-bound high-risk containers at major foreign ports, using
technology (radiation detectors and large-scale x-ray-type machines) so that it can
be done rapidly. Another aspect of CSI is the development of smarter, “tamper-
evident” containers (e.g., with electronic seals, sensors, or tracking devices).

In April 2002, Customs initiated the Customs-Trade Partnership Against
Terrorism (C-TPAT), which offers importers expedited processing of cargo if
they secure their entire supply chain (not just at foreign seaports) and are certified
by the Customs Service. Currently, only a small percentage of cargo is screened
by Customs after a risk assessment is made.

a. Random Screening. In his written statement, Mr. Marshall-Johns of
Oppenheimer stated, “Cargo screening on a random basis at time of arrival in
the U.S. is imperative” (emphasis added, p. 5).

What changes in container screening, if any, do you recommend for U.S. or
foreign ports to better reduce risk to U.S. port workers and the American
public? For example, besides screening of high-risk containers, should a
random sample of non-high-risk containers be screened?

b. Supply Chain. What requirements, if any, should be included in the
forthcoming interim final rules regarding containers themselves? For
example, what requirements, if any, should be included to ensure security
along the entire supply chain (i.e., procedural security, physical security,
personnel security, education and training, access control, manifest
procedures, and conveyance security)?

Container Performance Standards. The new law requires the Homeland Security
Department to develop performance standards to “enhance the physical security
of shipping containers, including standards for seals and locks” (Sec. 102 §
70116 & Sec. 111).
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What do you recommend should be included in these container performance
standards?

The focus should be on who is transporting the container and what is in them
rather than the container itself.

Unsealed Empty Containers. In his written statement for the ILWU, Dr. Miretti
recommended that the U.S. follow the “common sense, affordable procedure”
used by other countries to inspect empty containers (p. 2). Do you think that
unsealed empty containers, which U.S. transportation workers have to handle,
should be screened? If so, how?

Screening Fresh Produce. The Oppenheimer Group and the Dole Food Company
have worked with the U.S. Customs Bureau to ensure that certain fresh produce is
prescreened abroad before loading. Should all fresh produce or certain kinds of
fresh produce or fresh produce from certain countries be required to be
prescreened abroad?

Improving Port Security Abroad. The Ports of Los Angeles and Long Beach have
taken the initiative to work with certain ports abroad to ensure adequate
prescreening before cargo is loaded on a vessel coming to the U.S. Currently,
many but not all ports abroad have radiation detection equipment (some designed
by the Energy Department’s Sandia National Laboratories) to screen for weapons
of mass destruction.

Should the U.S. government buy and place such equipment at all key ports
abroad? Should the U.S. government require prescreening abroad of certain kinds
of containers? If so, which kinds? What about “consolidated” cargo (with more
than one kind of good) containers that account for over one-fourth of all
containers? And, should the U.S. offer other financial support to developing
countries to improve their port security?

International Trade Agreements. To raise international port security, should the
U.S. require compliance with certain port security standards in its international
trade agreements?

Passenger and Crew Manifests. In January 2003, the Immigration and
Naturalization Service (INS) published a proposed rule requiring all passengers
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and crews departing from or arriving at U.S. ports to submit additional
information (8 CFR §217, 231 & 251).

Did your organization submit a comment on this proposed rule? And, do you
have any objections to it? If so, what changes would you like INS to make?

Passenger Interviews & Searches. In the Subcommittee’s hearing on air security
regulations, we heard testimony about the need for interviews of all or selective
passengers, screening baggage, and possibly matching passengers and baggage.

Should cruise passengers be interviewed? Should their baggage be searched?
Should there be matching of passengers and baggage? What Federal rules, if any,
should govern this process?

Drug and Alcohol Testing. Currently, various Federal agencies use drug and
alcohol testing for employees engaged in national security sensitive or health and
safety sensitive functions. Should any port employees (e.g., guards and crew
members) or others requiring access to secure areas and functions of a port be
subject to random drug and alcohol testing?

All personnel authorized to enter security sensitive areas should be drug and
alcohol tested. Licensed truck drivers are subject to random drug and alcohol
testing as described in CFR Part 40 and CFR Part 382. Heavy equipment usage
at ports is substantial, which is reason enough for a drug and alcohol testing
requirement. Port employees who are under the influence of alcohol or illegal
drugs will compromise security at the ports by being more susceptible to terrorist
efforts. All classes of port employees should be subject to drug and alcohol
testing.

Enforcement and Penalties. In her written testimony, Ms. Williams stated, “Laws
must severely punish criminals unlawfully obtaining or using [driver’s personal
data, and business’ proprietary and confidential] information, and include far-
reaching financial sanctions and lengthy incarceration” (p. 5). In its December
30, 2002 notice of seven public meetings to discuss maritime security, the Coast
Guard stated that the public previously “stressed the importance of uniformity in
the application and enforcement of requirements” (67 FR 79743).

The new law requires the Federal government to issue an interim final rule
governing civil penalties up to $25,000 for each violation of the new law or any
implementing regulation. What provisions do you think should be included in
Federal rules for statutory or regulatory violations by a facility or vessel owner or
operator or other persons?

CTA’s previous comments on this issue still stand. It is vital that strict penalties be
issued for anyone who unlawfully obtains and/or uses confidential data and
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information. CTA also agrees that uniformity in the application of enforcement is
necessary to ensure consistency throughout all ports. Since rules and regulations
are not yet specific, we have no recommendations on specific penalties at this
time.

Federal Preemption of State/Local Requirements. Mr. Parker’s written testimony
stated, “State and local government are also imposing more regulatory conditions
on Port operations — some of which may actually divert resources from port
security” (p. 2). He recommended that the Federal government “should ensure —
by federal preemption where necessary — that operating requirements and
restrictions imposed by state and local government are consistent with the goals of
overall port security” (p. 3). What are your views on Federal preemption of State
and local requirements?

Successful port security will only occur if the relevant agencies, stakeholders, and
law enforcement work together. Federal rules and security requirements should
preempt local security requirements, but should include exemptions where
appropriate for certain ports. Personnel background checks should not contain
exemptions for any groups of employees, however.

Distribution of Federal Grant Dollars. In his written statement, Mr. Keller
outlined the Port of Los Angeles’s applications for and receipt to date of
insufficient Federal grant dollars, especially concerning that the Ports of Los
Angeles and Long Beach handle more than 42 percent of the nation’s
containerized commerce. He believes that the Port of LA “need|[s] to receive a
reasonable and appropriate share of the federal port security funding” (p. 3).
Should Federal grant dollars be distributed proportionately to a port’s size and
contribution to the Nation’s commerce?

CTA is not opposed to disbursing Federal grant dollars according to port size
and throughput, but the use of the funds should be overseen by the appropriate
Federal agencies.

Financing Improved Port Security. Currently, there is insufficient Federal
funding to fully ensure port security. Some in Congress advocate a new user fee
on vessels, sea containers, bulk cargo, and cruise passengers. Others suggest that,
instead of being deposited in the Federal government’s general fund, customs
revenues be used to fund improved port security. In Fiscal Year 2001, the U.S.
Customs Bureau collected $15.6 billion in duties on commodities entering the
U.S. through the marine transportation.

In his written testimony, Mr. Keller stated, that the Port of LA ‘opposes additional
“user fees” to shippers and truckers and “strongly believe[s] that Customs
revenues can provide the appropriate source for funding the additional security
required at our nation’s ports” (p. 4).
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‘What financing mechanism or source do you recommend to fund port security
upgrades?
CTA supports funding port security from existing revenue streams generated by

port infrastructure. However, this approach may prove insufficient for security
purposes. Any additional new fees should be assessed against the shippers rather

than the carrier of the freight.

10
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This letter follows up on the April 24, 2003 hearing of the Government Reform Subcommittee
on Energy Policy, Natural Resources and Regulatory Affairs, entitled “What Regulations are Needed to
Ensure Port Security?” First, let me thank you for your extremely helpful written and oral testimony,
including your thoughtful recommendations for how the Federal government can better ensure port
security. Second, as discussed during the hearing, I am enclosing followup questions for the hearing

record.
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Questions for Port Security Witnesses

Questions the same as those sent to
Larry Keller
Executive Director
Port of Los Angeles

(see previous pages)
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May 22, 2003

Congressman Doug Ose — Chairman
Sub-Committee on Energy, Policy,
Natural Resources and Regulaiory Affairs

Re;.  Federal Regulations Needed To Ensure Port Security

Submisted by Domenick Miretti, Phd, ILWU
In Response To Commiitee Questions for Port Security Witnesses

Q1. Hentification of Workers and Others with Port Access

2. The Swart Card TWIC can be ntilized as a form of identification with the
understanding that the Smart Card will be biometric in character, which
technology is at present time &n art and not a science and therefore subject to
technical and human error, My concern is who will develop the criteria for its
development. In my opinion all industry stake-holders especially the affected
unions should have anm equal say in its planning, development and
implementation.

b. Biometrics can be a device for purposes of identification. Cost, form,
application, due process and invasion of privacy are of many separate
concerns. Worker finger prints are required by most states for a driver’s
licenses. Transfer of this information to the Smart Card would be the cheapest
biometric technique and would not expand the amount of any personal
information held by any agency. In doing so, it is also important to recognize
due process, because finger prints as a form of positive identification is
vulnerable to emor, criteria, technology and technicians skills which are
variable, as studies have shown.

¢. In my opinion there should be no background checks before issuance of a
transportation secutity card.

Truckers should be subject to background checks. Because longshare workers
have never been a port security risk they should be excluded from background
check. The ILWU has 2 long history of supporting our troops in time of war
and peace. However, the ILWU has submitted a comprehensive proposal on
port security and credentialing which is attached.

There should be no Federal presmption in background checks. ILWU guards
in Los Angeles/Long Beach currently undergo a periodic state required
background check.

d. Background checks should be used for security risk assessment only. Use of
the information as a wage setting device or any other reason is unacceptable,
Background checks must be exclusively limited to relevant, identified criteria
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(ses ILWU Proposal). There must be firewalls. Neither employers nor any
individuals or agency shall have access.

e. The TWIC card should be used for positive identification only dealing with
port security. There should be no interfacing with other database materials or

agendas.

f Managers, CEO’s, miscellaneous persomnel, associates, contactors, vendors
and especially truckers servicing a port should bave a transportation security
card. No one should be exempt if this is to be a security system. If there are
exemptions it is political, not seourity.

g. One imporiant provision that should be included in the Homeland Security’s
fortheoming regulations governing TWIC should be that the TWIC card be
used for identification purposes only, Due process shall be an integral part of
any credentialing system. Please refer to the ILW1J Proposal {attached).

Q2. Federal VS Private Sector Rules

The responsibility of the Federal government in supporting maritime security
should include but not be limited to funding badly needed port security projects,
and providing Coast Guard and Customs with needed Federal monetary support.
However, current practices of security personnel employed at Maersk (APM)
Terminals and many other facilities include searching people and vehicles as
required by the Coast Guard, including inspecting packages and the identification
of seafarers and others pairolling the terminals, These are regular duties of current
security employees in the Port of Los Angeles/Long Beach and else where.

Q3. Minirmum or Prescriptive Rules

In terms of setfing its interim final regulations Homeland Security should set core
minimum baseline standard requirements, but allow flexibility for each port,

What is self-certification?
Q4. Content of Port Facility and Vessel Rules

All subjects should be addressed in the interim final rules. Minimumn requirements
for Ports, Facilities and Vessels should include: perimeter and access security,
U.S. Coast Guard patrols, fencing and lighting controls, alarm and surveillance
system controls and regular vessel inspection by the U.S. Coast Guard. Voluntary
compliance is often not reliable after reliable and therefore unacceptable.

Q5. Training

Currently ILWU Local 26 Security Guard Contracts require annual training which
includes terrorismn, crowd control, awareness, cpr, first aid, hazardous materials
protocol procedures etc. There should be a minimum of 80 hours of classroom

2
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and on the job training for port security personnel. Those who hope to make port
security s career should also be trained. They must be provided with economic

incentives.

This training should include crime and terrorist prevention and detection, terminal
evacuation procedures and basic first aid techniques, crowd control awareness,
C PR, first aid, bazardous materials protocol, etc,

Q8. Security Performance Standards
The ports in conjunction with security agencies and terminal operators shonld

establish performance standards for container terminals and vessel security. A
“Tolerance” policy should be determined by the respective parties.

Q7. Advance Scheduling

At the present time it would be impossible to schedule an appointment for each
trucker who visits the port. Much easier to set a schedule with vendors and

contractors.
Q8. Vessel Information - Advance Notice of Arrival (NDA)

1 have no objection to the Coast Guards revizion of the 24 hour Advance Notice
of Arrival (NOA) to 2 96 hour NOA.

Q9. Cargo Information — Advance Manifests

The U.S. Customs 24 howr rufe presents some challenges for fresh prodice
shipments. These challenges should be further explored to meet individual shipper
neexds.

(}10. Random Screening
I believe in an effort to make our ports more secure a randorm sample of non-high-
risk containers be screened. Procedure could take place on or off dock with

dedicated technology and personnel who will be protected by safety apparel and
devices.

Q11. Container Performance Standards

Containers should be constructed of high quality steel (reefers excepted) and
should be sealed with the very visible high security seal. (see ILWU proposal)

Q12. Unsealed Empty Contaiver

It is the position of the TLWU that all empty containers, sealed or unsealed be
inspected as they are received at terminals or before being loaded or unloaded
from a vessel.
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Q13. Screening Fresh Produce

Fresh produce should be prescreened abroad, as well as in our ports, to insure the
safety of the produce and cur ports. However, the screening process must not use
radiation or other means detrimental to the produce or consumer or screener.

(14, Improving Port Security Abroad

Foreign governments in conjunction with their marine carriers should stand the
cost of installing and using port security devices abroad.

Some help could be given to developing countries in an effort to bring them up to
our standards of port security and related goods movement depending on cost,

Q15. International Trade Agreements

1 believe the U.S. should require compliance with certain port security standards
in its international trade agreements with foreign countries.

Q16. Passenger and Crew Manifests

Although he JLWU did not submit 2 comment for this proposed rule, due process
must by expeditious and an integral part of procedures.

Q17. Passenger Interviews and Searches

All bags should be screened and searched if necessary. Passenger interviews are
permissible when deemed appropriate. The matching of passengers and their
luggage is important. ILWU security cutrently screems baggage in various
locations when directed,

Q18. Drug and Alcobol Testing

The Longshore contract does not provide for random drug and alcohol testing,
The JLWU is apposed to such a practice. The ILWU has testing for probable
cause and pre-employment screening.

Q19. Enforcement and Penalties

There must be criminal enforcement and penalties for those individuals who
unlawfuily cbtain and or use personnel information for their own personal gain or
for any breach of security. 1 would stress the importance of uniformity in the
application and enforcement of such laws, There must also be fundamental
privacy protection built into the process.
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Q20. Federal Preemption of State/Local Requirements

1 concur in Mr. Parkers written testimony. He recommended that the Federal
government should ensure ~ by federal preemption where necessary — that
operating requirements and restrictions imposed by state and local government are
congistent with the goals of overall port security.

2). Distribution of Federal Grant Dollars

I believe that Federal grant dollars be distributed proportionately to a ports size
and contribution to the nations commence. Large ports have a far greater need for
more Federal dollars than smaller ports.

Q22. Financing improved Port Security

I am opposed to user fees and believe that Customs revenues coupled with better
allocation of Federal funds can provide the appropriate source for funding the
additional security at our nations ports.
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February 4, 2002

ILWU PROPOSAL

The sub committee agreed that some type of credentialing would be applicable to
the individuals that work on-aad do business with Marine Terminals located within the
Ports of Los Angeles anid Long Beach.

[t is clear that the issue of terminal security must be addressad separately from
port securily, since terminals can be specifically identified and in most cases are defined

by fences,

The Ports of Los Angeles and Long Beach have physiaal chavacteristios that are
liquid, as are the ports” infrastructure. In order to apply = credentialing process, the
applicability and scope must firat be defined, .

The proposed Hollings Bill provides for local credentialing solutions.

At this time various slements of the Hollings Bill, as js relates to both ports, their
“infrastructure”, areas “adjacent™ 1o ports, as well as “security sensitive™ areas on marine
terminals have not been olarified.

In additlon, “security sensitive” jobs on marine terminals have not been clarified
causing a delay in the credentinfing development process '

A third area that must be acknowledged is the mobile elements that periodically
and often unpredictably work on the terminals and {n the territory of the ports, the nature
of which range fromt contractors in the construction trades to the taxi cab driver and pizza
man, to dellvery serviees, public officials and executives of 2 wide variety.

For the purpese of identifying certain facilities and structures for which entry
would be subject to credentialing of some typs, for example, and not by limitation, port
buildings or marine terminals. Neither the “port” nior it’s infastructurs are & definable

area at this time.

The proposed Hollings Bill, S-1214 requires that each individual seeking
employment in a “security sensitive” position undergo 4 criminal history check.

This Bill also requires that each exisiing individual employed in 2 “security
sensitive” position for 7 years or less undergo a criminal history check.
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In this regard, “security sensitive” positions must be defined and identified prior
ta the establishment of eriteriz utilized for oriminal background cheeks, and ultimate.
potential for disqualification from such positions ouly, niof al} waterfrent jobs.

Further, the disqualifying offenses Jisted In the proposed Bill, Section 107, are too
broad and not necessarily rilevant to the seeurity issues af the ports or terminals, and
assumes without the establishment of fact or due process, that because an individual that
hag served time in prison is automatically and continually suspect in national security
circumstances, with the potgntial for black listing such individuals, who would not
atherwise be suspect without probable cause and due process.

It is absolutely contrary to the facls and to the goal of maintaining secure scaports
to treat Longshore workers as security risks. Longshare workers gre not the problem but
rather are 2 critical part of the solution for keeping our ports safe and secure from crime
and terrorism, It is the well- established Longshore workforee that knows how things
work best in the ports and, perhaps most importantly, know who belongs where in the
marine terminals. It is ILWU roembers who are best able to detect and report suspicious
and unusual activity in the ports and terminals. The governrnent should, therafore, erilist
these dedicated workers as partners rather than suspects in the efforts to secure our
nations ports,

Not withstanding the above, 2ud altér defining “security sensitive™ positions and
scope, a credentialing procedurs is possible for 2!l terminal personnel and alf port
personnel that does not require criminal history cheeks.

. Such broad based credentialing shall be limited in function o that the verifiable
identification of an individual is for.entry and seeurity parposes.

Marine terminals and port office and building personnel shall carry a pienure ID
and a secondary ID to be produced upon request of security personnel prior to gaining
aceess. The picture ID shall identify the nature of the holder’s purpose, i.e. terminal
employee, port employes, contractot, vendor, ete. The scope shall inelude all persons
cnfering a terminal, Persons not in possession of & formalized credential must not be
permitted on such facilides until their identity and purpose is authenticated and
authiotized by facility secunity or other authority,

The fornalized phote credentials shall ba color toded for security level
utilization, and be issued by the ports administrative offices during regular, evening and
weekend hours, so that the issuing of the cards wifl be expedited to all persons nesding

them,

Individuals not qualifing for “security sensitlye™ positions, once defined, shall be
transferred to non-sensitive positions within the company on the terminal immediately 5o
that ne wages are lost,
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State and national immigration eoncerns shall be satisfied by I-9 requirements,
Truck drivers shall be verified by DOT and D.M.V magnstic strips on the reverse side of
the individual's celor coded photo ID including ¢ach truck driver entering a marine
terminal or port facility from Canada or Mexico.

Security shall be posted and stationary at the waterside access at all times to
require compliance with credentialing requiremsents in 2ddition to Terminat entrance and

exits.

Rail personnel shall be required 10 be in possession of and produce upon demand
verifiable photo ID's and secondary ID’s, '

An appeals procedure shall be provided for individuals who are chaltenged and
transferred from once defined “security seasitive” positions.

The appeals prozess shall take place within 2 thirty {30) calendar day periad
effective upon the individuals actual transfer, during which time the individual shall
pursue the appeal before a Board consisting of three (3) union officials, (2 minimumof
two LL. W.U, representatives), onc (1) pert official, two (2} employers and one (1) other
individual whe shall be the area arbitrator or commissioner of the Federal Mediation and
Concilliation Service, who shall issue within the 30 day time limit, their decision int
writing, including restitution and other remedies that may apply.

Criteria or security sensitive position background checks shalt be discussed in a
manner that shall exempt union activity at all levels and indemnify imion members
eggaging in concerted activities relating to the principals of their organization.

Such criteria when established, shall first be discussed with the union of which
stich security sensitive positions are incorporated into their jurisdiction and / or collective

bargaining agreements.

In the event there is dispute as to the sensitive nature of the position or the
individual’s qualifications for the job, the Union has the right to arbitrate or submit the
matter to the proposed adjustment board for resolution.

During the adjudication process, such affected individual (s) shall remain
employed in the industry for the employer at filll wages in a position not classified as
“security sensitive”.

Security guards who possess active giiard cards have received these cards through
the State of California following criminal history screen and shall not be required to
undergo another such background check. Guard cards must be renewed every two years.

For the purpose of separating the jobs and work areas that can be classified as
“security sensitive”, we may rely on section 125.15 of 33 CFR-chapter |, which provides

- the follewing categories:
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)] Those vital to the msmary Defense Assistance Program.,

(2) Those pertaining 1o the support of U.S. military operations.

{3) Those pertaining to loading and unloading explesives.

(4)  Those accessing information /data regarding passenger or cargo manifests.

All individuals working in the above (4) catmgories shall wear verifiable Red 1D,
sards reflecting their photo and other required data, identifying their category of work as
* gecurity sensitive”, or just a solor code, (10 be determined). All other terminal workers,
including management shall wear verifiable Blue LD, cards with photos nd required

data.

Truckers - Yeallow

Service providers - White

Federal agencics ~ Purple -

Laocal agencies — Green 7 State officials — Orange
Union officials - Clear or White

For the purposes contained herein, background seerches shall be condusted by an
independent group whose records shall be secured and confidential and not subject to
review without the express permission of the individual who is under investigation by
such agency. Such records shall not be subject to the United States Freedom of
Information Act, ar any State or Local disclosure laws or provisions.

Background searches shall be limited 1o and defined as follows:

1. Espignage — Practice of spying fo obtain information sbout the setivities or plans
of the Unites States Government.

2. Treason ~ The offense of committing overt acts to overthrow the United States
Government.

3. Szbotage ~ The offense of committing an overt act designed to hinder or subvert a
war act by the United States Government.

4, Delibecate disclosure of classified defense information to 2. dcciared enemy of the
United States Government.

5. Unlawful storags and sale of large quantities of drugs,
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To facilitate the credentialing process, we proposs the following considerations in
regard to cost and scope.

Although some Federal subsidies are available through the Hollings Bill for this
purpose, the burden of the credentialing costs have neither been assigned nov been
adopted by the Federal Government, State, City, Ports or other stakeholders,

The availsbility ol existing credentialing methods currently utilized by émployers
doing business through the Pacific Maritime Assoeiation op Marine Terminals, are
shared, as are the cosls, As a result, all workers, shether Management or Labor, cgn be
positively identified at the point of entry, Tenninal or Building.

Positive identification is verified by Security Guards.

For example, the Pacific Maritme association requires and provides a phoio
identification card with a magnetic sirip on the back side which reflects categaries of
work skills of the card ¢wner, and registration number. .

The PMA card {s required for all registered Longshorsmen, Marine Cler!\s
Foremen, Clerieal Employess, Mechamcs, Seeurity Guards and others,

The PMA card is functional on the West Coast only, in the States of California,
Orzgon and Washington where PMA represents the Steveadores and Merine Terminal

employers.

Other employers on Marine Terminals or Port facilities also utilize photo 1.D.
eredentialing procedires that similacly provide and lintit sccess to their Marne facility.
Security Guards 2t the entrance of each facility vexify the individual’s identity, credential
and purpose, i.¢. employee, vendor el

The incorporation of these existing credentialing systems is prudent and will
offset the overall cost to the taxpayesr. There will be no need to substitute or duplicate
affsctive systems now in place for positive access control with new, more costly systems.

The Port Administrators have maintained strict security policies for the positive
identification of individuals doing business with the Port as well as their own.employee
identification, coupled with access controls which, include Laeal Police representatives

and effective Security Procedures,

Vendors and others shall be required to obfain identification through the ports to
gain access for verifiable cause.
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Accompanying this statement is 2 detailed proposal designed to pinpoint eritical
security-sensitive areas with specific delineations between landside and waterside
operations. The proposals are desighed to incraase and improve port security protections
in an economically feasible way.

2
Whaterside Seeirity Yssues
Mateh personnel with provided documents — Legislation should require crew and

passenger list including names, addresses, passports, and mariner documents be matched
up in person with the documents submitted. When the Immigration and Neturalization

Service (INS js given the documentation, they merely go through the doeurnents without
requiring the individual's presence to insure he or she is who the documents say theyZare.

emeytarion of intecraled svstems - Imiplementation of integrated systems
ailowmg Customs to inspect and / or review manifests containing identification of
shipper, port of origin, and carge shipper priar o vessel entering American waters.

Advaunge secnrity clearances of vossels — The legislation should require advance

securily clearance requiremaats for all vessels, their owners, operators and crew before
entering a U.S. Port.

Presently, these vessels operate under secrecy and without regulations by the
scheme of flying the flag of a country (flag of convenience) that lacks any meaningful
regulations and serutiny. The L&ggg@mgs reported that the terrorist group Al Queda
presently operates flags of convenience vessels. .

Landside Securitv Tssues

Container Security Seals ~ Like luggage on airplanes, the containers on vessels
and in port Facilities need to be subjected to security screening o protect U.S. seaports
and international maritime commerce, Obvisusly, it is both impzacucal and cost
prohibitive to inspect every one of the tens of thousands of containers that flow in and out

of our perts each day.

Pmposed legislation should at least mandare that port workers who receive
containers inspect the integrity of the outside seal on each container. Seal inspeetion
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raust be done to insure that the seal number matches up with the consignee who was the
fast person who sealed the container up and is responsible for the carge therein,

To insure port security, this is one of the “primary™ actions that must be
undertaken. This act must mandate that the integrity of the seals be checked and

rechecked against terminal documentation to insure the origins of that earso.

A broken seal would alert the port facility that the container has been tampered
with and that it needs to be carefully inspected before entering a facility or being placed
on a vessel, and should be immediately earmarked to Customs for inspection,

A systematic check of container seals provides authorities witha record s to the |
parties responsible for placing the seal on any contziner that may be e means of a

terrorist act,

Empry Comtainers ~ One of the most overlooked of potential security risks to
terminals, ships, and port infrastructures in the proper handling of empty contsiners. On
any given day as much a5 forty percent of cargo delivered into any facility is comprised
of empty containers. A physical inspeciion of these containers is vital for 2 number of
YRESONS,

3] Terminal Safety ~ knowing that in almost all part facilitles empty
containers are very rarely inspected, the potential for placement of some
kind of explosive device is something that must b considered and planned
for.

2} Vessal Safety or remeote site endangerment — The concept where an ug~
inspected empty container containing an explosive device would be loaded
onto a vessel for detonation.

In many ports throughout the world the inspection of empty containersisa
requirement, for exactly many of the reasons that were outlined! What would happenifa
terrorist cel! in a foreign country for example were to take an emply container, place an
explosive device {nside, then load it up and ship it for detonation elsewhere?

For years, inspsctions of empty containers was regularly done in America’s
largest seaports; however this procedure was abandoned some years ago. Once again, if
we truly are desinous of creating safe and secure seaports then the return o these
irispestions 15 & must.

Non Inspection of Trueckers — The primary threat 2o American seaports is the

ability of truckers to gain access to dockside marine eontainer terminals with “carte
blanche” accessibility. The majority ofall truckers entering marine facilities in

America’s largest ports do 59 without having to exhibit any kind of {dentification

whatsoever,
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Prior te the terrorist atiacks in Naw York and Washington, D.C., there was no
requirerent for truckers w produce any identification upon entrance to marine terminal

fagilities. .

However, even following the attack, only two marine contatner facilities now
demand Identification upon entrance through marine terminal gates, but there siill is no
mateh-up of photo LD, with the truckers themselves, because they only have to produce
the California drivers Jicense number for entrance.

The truckers entering these matine facilities have virtually unobstructed access te
the entire facility, enabling then 12 place anything, anywhere, 2t any time,

The failure to provide seoure cargo holding aress — In many poris throughout the
world, the local werk forces {ake the carga {now in stee] cargo shipping tontainers almost
all the timie) and place them in securad “holding™ 2reas, many times located next fo
marine facility entrance gates, awaiting truckers who are aflowed only in these serured
areas-to pick up containers, usually o an appointment basis. z

This Is an excellent conceps that has resulted from many yeacs of experience
realizing that the best way 1o secure yotr facility is to only allow those on the terminal
that have immediate business needs.

They then realize that to allow trucker’s untimited “carte blanche” access to sl
arans of the facilities was & dramatic srror a3 it compounded the problems of security and
sougestion. What followed was the establishiient of secure *holding” for cargo refrieval.

Section 110 Maritime Security and Professional Tralning

Local Port and Maring Terminal Security consists of Local Police, Port Police, .
Port and Terminal Security Guards,

Lhilization of existing secnrity personnel ~ Minfhmum manring stendards and

uniform training proceduces soust be adapted for the existing professional security
personnat to meet the growing securily needs of nur ports ard Marine Teminals,
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Initial Security Evaluations and Port Volnerability Assessmeants
{¥arine Terminal Plans)

Besential to and consistertt with the Hollings bill, Section 104, which provides for
the “Establishmaent of Local Port Security Committees”, are the contributions of the
various wotk forces whose daily lives and future is dependent on the “Port Vulnerability
Assessment” and Security Evatuations of each terminal.

The various work forces consist of ILWU Longshoremen, Marine Clerks,
Planners, Clerical Workers, Bosses on the Marine facilities, Pilots, and others,
represented by ILWU Locals in the West Coast Ports.

Section 104 (f) recognizes the value ofthese work forees in miaking
“rocommendations concerning initial security evaluations and port vulnerability
assessments by identifying the unigue characteristics of each port,” “review of port
vulnerability assessments,"implementing guidelines™ and “to assist the Ceptain of the
Port...."to verify the cffectivencss of onc or more seourily plans for a local port authority,
waterfront facility operator....”

,

This Bill recognizas that the security of each port depends on the sontribution of
the individuals who krow the terminals, perts, and the uniqueness of their own daily
surroundings, and processes, and are able to evaluate and coniniunicate vital observations
in preparation of the forthcoming Security Evaluations and Port Vulperability
Assessments.

In conjunction with the forgoing, ILWU Loeal Presidents/ or the Locals
designaled representatives, shall be an integral component of the Local Commirtess
whose tasks are to develop the Initial Security Evaluation and Port Vulnerabifity
Assessment in each Port, ’

The Finalized Evaluation shall set forth specific guidelines to be incarporated into
the Ports Administrative requirements for tenants with penalties for non compliance.

The Szeurity Evaluation and Port Yulnerability Assessment shall not be available
to the publie. Nor accessible under Federal or State “Right to Know™ laws, and shall be
maintained in a secure and confidential environment,
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in Portland, Oregon captured first place in the
2003 Unisys Corporation Prize in the Online
Soience Education competition, administered
by the American Association for the Advance-
ment of Science (AAAS).

Working with the Oregon Museum of
Science and Industry (OMSI), the Franklin
High School team placed above nine other en-
tries, all of which were charged with con-
ducting scientific inquiry on flight and pre-
senting their findings on the Internet.

This contest is part of a national science
project sponsored by AAAS, the Franklin Insti-
tute Science Museum, and Unisys Corporation
in affiiation with the Science Leamning Net-
work. The competition allows students to learn
about science and technology while raising
public awareness of the need for improved
science education while fostering relationships
between community museums and local sfu-
dents. Each group of students entering the
competition is partnered with a local museum
to conduct scientific experiments and create a
Web site.

The team from Franklin High School ex-
plored flight through several projects—from
participating in a teleconference with NASA’s
Johnson Space Center to conducting a glider
design competition. The gliders were built with
the help of software which allowed the stu-
dents to adjust wing length, angle, nose
weight, and a variety of other factors on a “vir-
tual glider” to see which designs would fly.
Their efforts were shared via the Interet with
students and teachers from across the coun-

ry.
Fifty-one students from Franklin High School
participated in this competition: Alisa Bayona,
Camille Buckles, Ryan Buckmier, Carlos
Camargo-Ciriaco, Trisha Cates, Dara Chan,
Sarah Combs, Dustin Conant, Miguel Couto,
ltzia De Anda, David Galloni, Suzanne Han-
sen, Brandon Harris, Jack Healy, Yadira Her-
rera, Kenneth Hughes, Josh Kizaway, Melissa
Larkin, Brandon Lewis, Jesse Mckenzie, Josh-
ua Pangefinan, Ben Pharis, Kendall Stout,
Jessica Strom, Ryan Waltz, Jason Yu, Tim
Crowell, Angelina Dudley, Donald Fitzjarrell,
Candyce Harris, Sean Johnson, Kashius
Lewis, Ryan Nate Lewis, Kandie Madden,
Ryan Manansala, Bnitni Mccomb, Will Mulien,
Jackie Myers, Mike Owens, Ben Pharis, Lynea
Price, Whitney Ramirez, Jessica Reitan, Sara
Ruecker, Oleg Shcherbina, Austin Stoner,
Efrain Tapia, Lisa Trump, Chris Wiseman,
Jasmine Woodfork-Moore, Lillya Zaytseva.
————

TRIENNIAL REVIEW

HON. BOBBY L. RUSH

OF ILLINOIS
IN THE HOUSE OF REPRESENTATIVES
Wednesday, May 21, 2003
Mr. RUSH. Mr. Speaker, yesterday marked
the third month anniversary since the Federal
communications Commission, FCC, voted to
approve its controversial Triennial Review de-
cision and still no written order has been
issued by the Commission. | think many of us
in this Chamber find it incredible that our
troops invaded Iraq and ousted Saddam Hus-
sein in less time than it takes for the FCC to
write an order on which it has already agreed.
This delay leaves an important segment of our
economy and its employees in legal and eco-
nomic limbo.
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CONGRESSIONAL RECORD — Extensions of Remarks

Mr. Speaker, the Triennial Review offered
the FCC the unique opportunity fo boost the
nation’s economy and not only save jobs—but
create jobs as well. The Commission, how-
ever, responded to the challenge by issuing a
ruling that is contradictory—largely deregu-
lating broadband on one hand while, on the
other, continuing the enormous regulatory bur-
den of requiring large local phone companies
to lease their lines at below cost rates to com-
petitors.

In conclusion, the FCC has in

E1041

system is particularly susceptible to terrorist
aftempts to smuggle personne!, weapons of
mass destruction, or other dangerous mate-
rials into the U.S. And, terrorists could attack
ships in U.S. ports. A large-scale terrorist at-
tack at a U.S. port would cause widespread
damage and seriously affect our economy.

To date, Congress has provided extensive
Federal funding to fully ensure air security. In
contrast, Congress has not provided sufficient
Federal funding to fully ensure port security.

i at my St i hearing

creating uncertainty in the marketplace, and
uncertainty on Wall Street typically converts to
financial disaster. The order that is now being
written at the FCC will consist of several hun-
dred pages of regulatory detail. And as we
know when dealing with the Federal bureauc-
racy, the devil is most definitely in the detail.
| urge the Commission and its staff to finish its
work on the Triennial Review order as quickly
as possible so we can begin the tedious legal
process of examining these details. Let us not
forget that the jobs of thousands of hard work-
ing men and women, and the renewed health
of our Nation’s economy, are at stake.

PORT SECURITY IMPROVEMENTS
ACT OF 2003

HON. DOUG OSE
OF CALIFORNIA
IN THE HOUSE OF REPRESENTATIVES
Wednesday, May 21, 2003

Mr. OSE. Mr. Speaker, today, 1 rise fo intro-
duce a bill entitled the “Port Security Improve-
ments Act of 2003.” | am pleased to have five
other original co-sponsors of this bi-partisan
legislation, including: JOHN TIERNEY, who is
the Ranking Member of the Government Re-
form Subcommittee which 1 chair; BiLL
JANKLOW, who is the Vice Chairman of my
Subcommittee; and JANE HARMAN, who ably
represents the Port of Los Angeles.

The tragic events of September 11, 2001
shook the of the U.S. &
and its citizens in the Nation’s security. On

19, 2001, the President signed the
Aviation and Transportation Security Act. This
law established “emergency procedures” for
the Federal Government to issue interim final
regulations without the usual opportunity for
public notice and comment, as provided in the
Administrative Procedure Act. To ensure Con-
gressional and public input into the regulatory
decisionmaking process, the Govermnment Re-
form Subcommittee on Energy Policy, Natural
Resources and Regulatory Affairs, which |
chair, held a November 27th hearing entitled
“What Regulations are Needed to Ensure Air
Security?”

Congress then turned its attention to port
security. On November 25, 2002, the Presi-
dent signed the Maritime Transportation Secu-
rity Act. This law similarly provided for some
interim final regulations without any public no-
tice and comment but did not establish dead-
lines for their issuance. To provide Congres-
sional and public input into the regulatory
decisonmaking process, my Subcommittee
held an April 24, 2003, hearing entitled “What
Regulations are Needed to Ensure Port Secu-
rity?”

The U.S. maritime system includes more
than 300 ports with more than 3,700 cargo
and passenger terminals. The vast maritime

made several thoughtful recommendations, in-
cluding: (a) the urgency for the Department of
Homeland Security to issue a regulation gov-
erning a standardized “smart” common Trans-
portation Worker Identification Credential; (b)
the need for some standardization of security
requirements for each U.S. port, each facility
in a U.8. port, and each vessel entering a
U.S. port; and, () the need for an additional
significant Federal investment in port security.
Currently, the U.S. Customs Bureau collects
$15.6 billion in duties on commodities entering
the U.S. through marine transportation. My bill
directs a portion of these duties toward port
security enhancements. In addition, my bill
sets deadlines for issuance of regulations gov-
eming transportation security cards, and re-
quires regulations that include a national min-
imum set of standard security requirements for
ports, facilities, and vessels.

To understand the logic for dedicating a por-
fion of Customs duties, lef’s look at the Port of
Los Angeles. It is the busiest port in the U.S.
and the seventh busiest in the world. It en-
compasses 7,500 acres. In 2002, Custom du-
ties collected in this port accounted for 32 per-
cent of all Customs duties collected in all U.S.
seaports, However, since passage of the Mari-
time Transportation Security Act, this port has
only received a small fraction of what it needs
for port security enhancements and a substan-
tially inadequate share of the funding distrib-
uted to date relative to its importance in the
commerce of this country.

Since America’s ports are crucial to our eco-
nomic well being, it is essential that we find
the right balance between increasing port se-
curity while not impeding the flow of com-
merce and trade. As a Republican, | am sen-
sitive to the costs of excessive government
regulation. But, in a post September 11th
world, | realize that we must take additional
precautions to protect our fellow citizens and
our economy. We need to make sure that our
ports are safe. | am not convinced that they
are safe foday.

The Port Security Improvements Act will en-
sure that America’s ports receive the security
upgrades they need. This legislation links cus-
toms duties collected in our ports to invest-
ments in greater security at these ports. All of
us ize the tr us i that
intemational frade plays in our economy.

RECENT COURT DECISIONS IN
GUATEMALA SERIQUSLY UNDER-
MINE HUMAN RIGHTS

HON. TOM LANTOS
OF CALIFORNIA
IN THE HOUSE OF REPRESENTATIVES
Wednesday, May 21, 2003

Mr. LANTOS. Mr. Speaker, | was deeply
disturbed to learn that an appeals court in
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108TH CONGRESS
newr H, R, 2193

To provide funding for port security enhancements, and for other purposes.

IN THE HOUSE OF REPRESENTATIVES

May 21, 2003

Mr. OsE (for himself, Mr. TIERNEY, Mr. JANKLOW, Ms. HARMAN, Mr. LEWIS
of California, and Mr. SCHROCK) introduced the following bill; which was
referred to the Committee on Transportation and Infrastructure, and in
addition to the Committee on Ways and Means, for a period to be subse-
quently determined by the Speaker, in each case for consideration of such
provisions as fall within the jurisdiction of the committee concerned

A BILL

To provide funding for port security enhancements, and for
other purposes.

1 Be it enacted by the Senate and House of Representa-
tives of the United States of America in Congress assembled,
SECTION 1. SHORT TITLE.

This Aet may be cited as the “Port Seeurity Improve-
ments Act of 2003".
SEC. 2. FINDINGS.

The Congress finds the following:

(1) After the tragie terrorist events of Sep-

O 0 3N R W

tember 11, 2001, the Congress initially focused on
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2
improving aviation security and, in November 2001,
passed the Aviation and Transportation Security Act
(Public Law 107-71). That Act provided deadlines
for specific enhancements in aviation security, in-
cluding for issuance of certain rules governing the
conduct of non-Federal parties.

(2) The Congress then turned its focus to im-
proving port security and, in November 2002,
passed the Maritime Transportation Security Aet of
2002 (Public Law 107-295). That Act did not es-
tablish deadlines for specific enhancements in port
security. For example, there are no statutory dead-
lines for interim final rules on facility and vessel se-
curity and on civil penalties, nor for the rules on
transportation security cards.

(3) The United States maritime transportation
system includes more than 300 ports with more than
3,700 cargo and passenger terminals. The top 25
ports account for 98 percent of the more than
6,000,000 container shipments entering United
States ports yearly.

(4) The vast maritime transportation system is
particularly susceptible to terrorist attempts to
smuggle personnel, weapons of mass destruction, or

other dangerous materials into the United States. A

*HR 2193 TH
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large-scale terrorist attack at a United States port
could not only cause widespread damage but also se-
riously affect the United States economy.

(5) The General Accounting Office found that,
during fiseal years 1999, 2000, and 2001, expendi-
tures by 13 Federal agencies for the maritime trans-
portation system averaged about $3,900,000,000 per
year. Three agencies accounted for 93 percent of
these expenditures: the Corps of Engineers, the
Coast Guard, and the Customs Service. The cost of
Customs Service operations for fiscal years 1999,
2000, and 2001 was $484,200,000, $538,400,000,
and $577,200,000, respectively.

(6) During that same period, 11 Federal agen-
cies collected approximately $1,000,000,000 each
year from maritime transportation system users. In
addition, customs duties levied on commodities im-
ported through the maritime transportation system
averaged approximately $15,200,000,000 each year.
In eomparison, custom duties levied on commodities
imported through the aviation transportation system
and highway transportation system averaged ap-
proximately $3,700,000,000 and $900,000,000 each

year, respectively.

+HR 2193 TH



O 0 N N W bW N =

N N RN RN N = b e ek ek e e e e
"~ T S R N = R N - ¥ R O P S =)

176

4

(7) Many of the needed maritime transportation
security improvements will require costly outlays for
infrastructure, technology, and personnel. Before
September 11, 2001, the Interagency Commission
on Crime and Seeurity in United States Seaports es-
timated that the cost of upgrading security infra-
structure at United States ports ranged from
$10,000,000 to $50,000,000 per port. These esti-
mates could increase dramatically due to new post-
September 11 security requirements. For example,
for the first $93,300,000 of Federal grant funds for
port security made available in a supplemental ap-
propriations Act, the Federal Government received
grant applications for almost $700,000,000. For the
second round of an expected $105,000,000 of Fed-
eral grants with funds made available in such Act,
the Federal Government received applications for
$997,000,000.

(8) In December 2002, the Coast Guard pub-
lished its “Cost analysis report for vessel, facility,
and port seeurity” (Appendix C to the notice pub-
lished December 30, 2002 (67 Fed. Reg. 79742),
which included its estimates of first-year costs for

maritime transportation security improvements of

<HR 2193 IH
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$1,300,000,000, and 10-year costs for such improve-

ments of $6,000,000,000.
SEC. 3. FINANCING PORT SECURITY ENHANCEMENTS.

(a) PORTION OF DUTIES COLLECTED AT PORTS.—
For each fiscal year, there shall be available to the Sec-
retary of Homeland Security for port security enhance-
ments at each port through which articles transported by
vessel are unladen for purposes of entering the customs
territory of the United States, 30 percent of the amount
by which duties collected during the preceding fiscal year
on such articles that so entered through that port exceed
port seeurity costs incurred at that port during the pre-
ceding fiscal year.

(b) DEFINITIONS.—In this section—

(1) the term “port security enhancements”

means—

(A) administrative processing and associ-
ated services for increasing port security, in-
cluding administering the transportation secu-
rity cards (also known as the Transportation
Worker Identification Credential) issued under
seetion 70105 of title 46, United States Code,

including background checks and training;

*HR 2193 IH
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1 (B) physical services (including inspections
2 of cruise passengers, cargo, and empty con-
3 tainers) and certifications;
4 (C) construction and maintenance, includ-
5 ing upgrades to security infrastructure; and
6 (D) miscellaneous services;
7 (2) the term “port security costs” means costs
8 incurred by the Federal Government for the mari-
9 time transportation system, including—
10 (A) administrative processing and associ-
11 ated serviees;
12 (B) physical services, including inspections
13 and certifications;
14 (C) construction and maintenance; and
15 (D) miscellaneous services; and
16 (3) the term “vessel” has the meaning given
17 that term in section 401 of the Tariff Act of 1930
18 (19 U.8.C. 1401).
19 (¢) PERIOD OF APPLICATION.—Amounts shall be

20 available under subsection (a) only for the first five fiscal
21 years beginning after the date of the enactment of this
22 Act.

*HR 2193 IH
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SEC. 4. DEADLINE FOR TRANSPORTATION SECURITY CARD

REGULATIONS.

Notwithstanding section 102 of the Maritime Trans-
portation Security Act of 2002 (Public Law 107-295; 116
Stat. 2085; 46 U.S.C. 70101 note), the Secretary of the
department in which the Coast Guard is operating—

(1) shall issue interim final regulations under
section 70105 of title 46, United States Code, by
not later than 6 months after the date of the enact-
ment of this Act; and

(2) shall issue final regulations under that sec-
tion by not later than 12 months after the date of
the enactment of this Act.

SEC. 5. STANDARDIZATION OF SECURITY REQUIREMENTS
FOR PORTS, VESSELS AND FACILITIES.

The Secretary of the department in which the Coast
Guard is operating shall issue regulations under section
70103 of title 46, United States Code, that establish a
national minimum set of standard security requirements
for—

(1) each port in the United States;

(2) each facility in a port in the United States;
and

(3) each vessel entering a United States port.

O
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